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EXECUTIVE SUMMARY 

®H vntkc khjd sncall on Facebook to stop cracking down on accounts that circulate political content. That is 
sgd udqx a`rhb qhfgs ne sgd odnokd+¯ gtl`m qhfgsr cdedmcdq Mftxdm U`m Sq`mf snkc @lmdrsx Hmsdqm`shnm`k
after content critical of the Vietnamese government that he posted on Facebook was removed by the 
company in mid-2020.1  

Like many Vietnamese human rights defenders, Nguyen Van Trang relies primarily on his social media 
platforms to share news and information related to politics and human rights in Viet Nam.2 His Facebook 
account has approximately eight thousand friends and followers, and he manages three Facebook pages 
that have more than one million followers in total. 

®H g`ud knrs e`hsg hm E`bdannj+ rn H cnm­s onrs ltbg `mxlnqd- Hl`fhmd he xnt rodmc xd`qr `mc xd`rs growing 
your Facebook account, posting and writing about your passion for democracy, but then in one easy act, 
Facebook just erases all the work you have done over the years. That really discouraged me+¯ Nguyen Van 
Trang explained. ®We have been stripped of our ability to express our opinions. Our ability to reach the 
public is now very limited.  ̄

On 21 April 2020, Facebook announced a major shift in its content moderation policy in Viet Nam. Under 
this policy, it has increasingly complied with the Vietǹ ldrd `tsgnqhshdr­ qdoqdrrhud bdmrnqrgho ne nmkhmd
expression deemed critical of the state.3 Facebook has disclosed that it `fqddc sn ®rhfmhehb`mskx hmbqd`rd¯
bnlokh`mbd vhsg qdptdrsr eqnl sgd Uhdsm`ldrd fnudqmldms sn bdmrnq ®`msh-rs`sd¯content in Viet Nam after 
concerted pressure from the Vietnamese authorities, including an enforced slowdown of Facebook services 
within the country.4 The Vietnamese government routinely deems peaceful and legitimate criticism of the 
government or information rel̀ sdc sn gtl`m qhfgsr `atrdr `r ®`msh-rs`sd¯+ dudm sgntfg sghr sxod ne
expression is protected under international laws and standards.5 

The decision by Facebook may have far-reaching global consequences, as other repressive governments 
around the world may now seek to apply a similar strategy by forcing Facebook and other technology 
companies to restrict online expression. As one industry observer noted: ®Gnv Fnnfkd `mc E`bdannj cd`k
with Viet Nam could offer clues to how they will protect user privacy and handle calls for censorship in other 
`tsgnqhs`qh`m qdfhldr `qntmc sgd vnqkc-¯6 

E`bdannj­r decision has marked a sea change in the social media landscape in Viet Nam. Once the great 
hope for the expansion of freedom of expression in the country, social media platforms are fast becoming 
human rights±free zones, where any peaceful dissent or criticism of the Vietnamese government is liable to 
be censored and where users seeking to post such content face the risk of being suspended or otherwise 
barred from the platforms. E`bdannj­r k`sdrs Sq`mro`qdmbx Qdonqs nm Uhds M`l± the first since it revealed its 
onkhbx ne hmbqd`rdc bnlokh`mbd vhsg sgd Uhdsm`ldrd `tsgnqhshdr­ bdmrnqrgho cdl`mcr± offers a glimpse into 

                                                                                                                                                        

1 Amnesty International interview with Nguyen Van Trang, 9 July 2020. 
2 Amnesty International interview with Nguyen Van Trang, 9 July 2020. 
3 I`ldr Od`qrnm+ ®Dwbktrhud9 E`bdannj `fqddc sn bdmrnq onrsr `esdq Uhdsm`l rknvdc sq`eehb± rntqbdr¯+ Reuters, 21 April 2020, 
uk.reuters.com/article/uk-vietnam-facebook-exclusive/exclusive-facebook-agreed-to-censor-posts-after-vietnam-slowed-traffic-sources-
idUKKCN2232K3 'gdqdhm`esdq9 I- Od`qrnm+ ®Dwbktrhud9 E`bdannj `fqddc sn bdmrnq¯(- 
4 I- Od`qrnm+ ®Dwbktrhud9 E`bdannj `fqddc sn bdmrnq¯. 
5 Johannesburg Principles on National Security, Freedom of Expression and Access to Information (Johannesburg Principles), Principle 7, 
http://www.article19.org/data/files/pdfs/standards/joburgprinciples.pdf 
6 V`xmd L`+ ®E`bdannj `mc Fnnfkd A`k`mbd Annlhmf Atrhmdrr vhsg Bdmrnqrgho Oqdrrtqd hm Uhdsm`l¯+The Information, 10 December 
2019, www.theinformation.com/articles/facebook-and-google-balance-booming-business-with-censorship-pressure-in-vietnam (hereinafter: 
V- L`+ ®E`bdannj `mc Fnnfkd¯(- 

https://uk.reuters.com/article/uk-vietnam-facebook-exclusive/exclusive-facebook-agreed-to-censor-posts-after-vietnam-slowed-traffic-sources-idUKKCN2232K3
https://uk.reuters.com/article/uk-vietnam-facebook-exclusive/exclusive-facebook-agreed-to-censor-posts-after-vietnam-slowed-traffic-sources-idUKKCN2232K3
https://www.theinformation.com/articles/facebook-and-google-balance-booming-business-with-censorship-pressure-in-vietnam
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the scale of this shift, revealing a 983% increase in content restrictions based on local law as compared with 
the previous reporting period.7 

Vietnamese YouTube users have also complained of increasing censorship of content which is deemed 
sensitive by the Vietnamese authorities. One human rights defender and YouTuber, An*, told Amnesty 
International: ®XntStadis trying to prevent people from telling the truth, even when people are just reporting 
fact £ Sghr `eedbsr dudqxnmd hm rnbhdsx+ hmbktchmf uhbshlr ne gtl`m qhfgsr uhnk`shnmr-¯8  

An* described to Amnesty International how the increasing restrictions imposed by technology companies at 
the behest of the Vietnamese authorities are having a chilling effect on the right to freedom of expression in 
Viet Nam, which in turn is having a major impact on the promotion and protection of human rights in the 
country: ®It is unjust. It is impacting the people who are advocating for democracy and human rights in Viet 
Nam. Now we have to self-bdmrnq-¯ An* told Amnesty International: ®Sgdx rgntld not restrict content that 
expresses the truth. Once they do that, they just become a tool for the government to control information and 
dwoqdrrhnm-¯9 Speaking on behalf of other Vietnamese human rights defenders who have been silenced, her 
message to tebgmnknfx bnlo`mhdr nodq`shmf hm Uhds M`l v`r bkd`q9 ®Kds tr aqd`sgd ¯10 

This report ± based on interviews with 31 Vietnamese human rights defenders and activists, including former 
prisoners of conscience and their family members, lawyers, journalists and writers ± documents the 
systematic repression of the right to freedom of expression online in Viet Nam. It reveals the persecution, 
harassment and abuse of human rights defenders and activists engaged in online expression by the 
Vietnamese authorities and analyzes the increasingly complicit role of technology giants Facebook and 
Google in the censorship of peaceful dissent and expression in the country. 

Sgd qhfgs sn eqddcnl ne dwoqdrrhnm hr ft`q`msddc ax Uhds M`l­r bnmrshstshnm `mc sgd Hmsdqm`shnm`k Bnudm`ms
on Civil and Political Rights (ICCPR), which Viet Nam has ratified. The UN Human Rights Council has 
affirmed that the same rights people have offline must also be protected online, and that states should create 
`mc l`hms`hm `m ®dm`akhmf nmkhmd dmuhqnmldms¯ for the enjoyment of human rights.11 Nonetheless, there are 
ltkshokd needmbdr hm sgd bntmsqx­rCriminal Code, such as Articles 117 and 331, that empower the authorities 
to prosecute people for engaging in the legitimate exercise of their right to freedom of expression online. 

Companies ± including Facebook and Google ± have a responsibility to respect all human rights wherever 
they operate, including throughout their operations and supply chains. According to international human 
rights standards, Facebook and Google should respect freedom of expression in their content moderation 
decisions globally, regardless of the existence of local laws that muzzle freedom of expression. While 
companies sometimes point to the difficulties posed by conflicting obligations under local and international 
legal standards, they should be guided by the UN Guiding Principles on Business and Human Rights, which 
state: ®The responsibility to respect human rights is a global standard of expected conduct for all business 
enterprises vgdqdudq sgdx nodq`sd- Hs dwhrsr hmcdodmcdmskx ne Rs`sdr­ `ahkhshdr `mc.nq vhkkhmfmdrr sn etkehk sgdhq
own human rights obligations and does not diminish those obligations. And it exists over and above 
compliance with national laws and regulations protecting human rights.¯12 

This report reveals that Facebook and Google play an increasingly prominent and complicit role in the 
Uhdsm`ldrd `tsgnqhshdr­ systematic repression of freedom of expression online in Viet Nam. Amnesty 
International interviewed 13 Vietnamese human rights defenders and activists who have had their social 
media content censored even though the content they posted was protected under international human 
rights law. 

The increasing censorship of political expression on social media in Viet Nam is occurring against a 
background in which the rapid expansion of internet access has profoundly changed Vietnamese society and 
opened up unprecedented space for the free exchange of information and ideas, including on human rights 
and political issues. In the context of strict censorship applied to all forms of traditional publication in Viet 
Nam, the internet has become a key source of independent news and information in which people can raise 
their voices, express opinions and engage in political debate.  

                                                                                                                                                        

7 Facebook, Transparency, Content Restrictions, Vietnam, transparency.facebook.com/content-restrictions/country/VN 
8 Amnesty International interview with An (pseudonym), 9 July 2020. 
9 Amnesty International interview with An (pseudonym), 9 July 2020. 
10 Amnesty International interview with Nguyen Van Trang, 9 July 2020. 
11 UN Human Rights Council, The promotion, protection and enjoyment of human rights on the Internet, UN Doc: A/ HRC/38/L.10/Rev.1 
(2018). 
12 Commentary to Principle 11 of the UN Guiding Principles on Business and Human Rights (UNGPs). 

https://transparency.facebook.com/content-restrictions/country/VN
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@r Sqhmg A` Ogtnmf+ ` k`mc qhfgsr `bshuhrs+ snkc @lmdrsx Hmsdqm`shnm`k9 ®The internet has made everyone a 
journalist and every Facebook page now becomes a news outlet. The government can no longer hide their 
vqnmfcnhmf eqnl sgd otakhb+ vghbg vhkk tkshl`sdkx aqhmf lnqd itrshbd `mc e`hqmdrr sn ntq rnbhdsx-¯13  

But the story of social media in Viet Nam is not only about expanded space for freedom of expression ± it is 
big business, too. Viet Nam has become a highly lucrative market for international technology companies. 
According to industry experts, it is now the biggest country by revenue for Facebook and Google in Southeast 
Asia.14 Hm 1/07+ E`bdannj­r hmbnld eqnl Uhds M`l md`qdc$1 billion ± almost one third of all revenue from 
Southeast Asia. Google earned US$475 million in Viet Nam during the same period, primarily based on 
YouTube advertising.15 The size of these profits underlines the importance of maintaining market access for 
Facebook and Google in Viet Nam. Increasingly, however, it must be asked: market access at what cost? 

While the internet has provided an unprecedented opportunity for the Vietnamese people to express and 
exchange political opinions, it has also left users at increased risk of harassment, intimidation, physical 
assault and prosecution by state authorities bent on eliminating dissent. In addition to the content 
censorship implemented by technology companies, this report documents how human rights defenders and 
activists in Viet Nam ± as well as their families ± face significant threats to their freedom and safety due to 
their online activism. On the morning of 30 August 2018, Nguyen Ngoc Anh, an aquatic engineer and 
prominent human rights defender engaged in online activism, was arrested shortly after leaving his home in 
Ben Tre province. Shortly after his departure, dozens of police officers and local militia members broke into 
his house in search of ®`msh-fnudqmldms cnbtldmsr¯ and began shouting at his wife, terrifying their three-
year-old son.16  

Because of his Facebook activity, Nguyen Ngoc Anh was charged under Article 117 of the 2015 Criminal 
Code enq ®l`jhmf+ rsnqhmf, or spreading information, materials or items for the purpose of opposing the State 
of the Socialist Republic of Viet N`l¯+ ` bg`qfdthat is not in compliance with Uhds M`l­r hmsdqm`shnm`k
human rights obligations.17 In June 2019, he was sentenced to six years in prison. Nguyen Ngoc Anh­r case 
exemplifies the harsh repression faced by bloggers, human rights defenders and online activists in Viet Nam 
in the digital era.  

Viet Nam today is one of the most repressive environments in the world with regards to freedom of 
expression online. At the time of publication, Amnesty International recognized at least 170 prisoners of 
conscience imprisoned in Viet Nam, the highest number since Amnesty International began monitoring 
prisoners of conscience in the country. Among this number, 69 are imprisoned on the basis of the peaceful 
exercise of their right to freedom of expression online (see Annex A). Among the 27 prisoners of conscience 
newly imprisoned in 2020, 21 (78%) were targeted on the basis of online expression. 

This report documents the experiences of dozens of Vietnamese human rights defenders and activists who 
operate under the constant threat of arbitrary arrest and lengthy imprisonment simply for peacefully 
expressing themselves online. The widespread use of the Criminal Code to suppress legitimate online 
expression underlines the need for international technology companies to adopt globally applicable content 
moderation standards and policies that are explicitly based on ± not merely informed by ± international 
human rights laws and standards. Technology como`mhdr­ btqqdms `ooqn`bg sn bnmsdms lncdq`shnm a`rdc nm
local laws simply facilitates the repressive and arbitrary demands of governments seeking to suppress the 
right to freedom of expression. 

Bloggers, human rights defenders and other activists who engage in online expression in Viet Nam are not 
only faced with the constant threat of arbitrary arrest and prosecution, they also endure the menace of brutal 
physical assault, insidious surveillance and intimidation, harassment of family members and online abuse 
and bullying. These extra-legal tactics are sometimes perpetrated by agents or supporters of the Vietnamese 
authorities or the Communist Party of Viet Nam (CPV), but generally by unidentified, plainclothes individuals. 
Remedies and accountability for such abuses and ill-treatment are elusive to the point of non-existence ± 
human rights defenders who complain to the authorities after being beaten or harassed are rarely, if ever, 
taken seriously. In respect of the cases documented in this report, Amnesty International could find no 
evidence of credible investigations conducted by the police or any cases in which those suspected to be 
responsible for violations and abuses of the rights of human rights defenders had been brought to justice.   

Several of the human rights defenders interviewed by Amnesty International described being severely beaten 
by police while they were held in police custody. Others described being ambushed by groups of 

                                                                                                                                                        

13 Amnesty International telephone interview with Trinh Ba Phuong, 11 February 2020. 
14 V- L`+ ®E`bdannj `mc Fnnfkd¯- 
15 V- L`+ ®E`bdannj `mc Fnnfkd¯- 
16 Amnesty International telephone interview with Nguyen Thi Chau, 7 September 2019. 
17 Amnesty International telephone interview with Nguyen Thi Chau, 7 September 2019. 
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unidentified, armed assailants and beaten to unconsciousness in full view of onlooking police officers who 
failed to intervene. Many reported suffering serious injuries, including broken ribs, collarbones and hands. 

This report further documents the activities of Uhds M`l­r ®cyber-troops̄ jmnvm `r ®Force 47̄  ± a military 
unit established with 10,000 people whose mission is to ®ehfgs `f`hmrs vqnmf uhdvr `mc chrsnqsdc hmenql`shnm
nm sgd hmsdqmds¯by harassing and intimidating human rights defenders and activists on social media 
platforms.18 The report additionally documents the rhlhk`q `bshuhshdr ne sgd lnqd hmenql`k ®otakhb nohmhnm
rg`odqr¯ ne ®Ct Kt`m Uhdm¯, a volunteer troll army made up largely of activists of the Communist Party of 
Viet Nam. 

These state-sponsored groups subject human rights defenders and individuals who express critical views 
online to death threats and vicious psychological abuse, leaving some activists in fear for their lives. They 
further undertake coordinated reporting campaigns that often trigger restrictions on the content and 
suspensions of the accounts of their targets. In this report, Amnesty International has documented and 
analyzed dozens of reports from activists across Viet Nam about their experiences of being targeted by 
cyber-troops and public opinion shapers in the last two years. 

As noted by the UN Human Rights Committee: ®Eqddcnl ne nohmhnm `mc eqddcnl ne dwoqdrrhnm `qd
indispensable conditions for the full development of the person. They are essential for any society ... 
Freedom of expression is a necessary condition for the realization of the principles of transparency and 
`bbntms`ahkhsx sg`s `qd+ hm stqm+ drrdmsh`k enq sgd oqnlnshnm `mc oqnsdbshnm ne gtl`m qhfgsr-¯19 

The systematic repression of the right to freedom of expression online in Viet Nam requires urgent remedial 
action. The Vietnamese authorities must ensure a safe and enabling environment for human rights 
defenders and all those engaged in the peaceful exercise of their human rights both on- and offline. The 
authorities must immediately and unconditionally release all prisoners of conscience held solely for the 
peaceful exercise of their human rights and protect human rights defenders, activists and others who 
express themselves online from physical attacks, threats and online abuse. They must additionally launch 
thorough, independent, transparent and effective investigations into all allegations of such abuses and bring 
those responsible to justice. 

Technology companies including Facebook and Google must urgently overhaul their content moderation 
policies to ensure that they are firmly grounded in international human rights standards. These reformed 
policies must meet the highest standards of transparency and accountability, with meaningful participation 
from users and civil society. The reformulation of these policies will provide the companies with firm ground 
to stand on as they seek to resist the repressive censorship demands of the Vietnamese authorities and other 
governments around the world.  

The US government must also take immediate steps to regulate technology companies domiciled there in 
order to ensure they respect human rights throughout their global operations in line with the UN Guiding 
Principles on Business and Human Rights and ensure that individuals who have suffered human rights 
abuses due to the actions of US firms have access to effective remedies. 

METHODOLOGY 
This report is based on research conducted by Amnesty International between September 2019 and July 
2020. Information was obtained from a wide variety of sources, including 31 interviews with Vietnamese 
human rights defenders and activists affected by severe restrictions on freedom of expression, including 
online activists within Viet Nam, members of the Vietnamese diaspora abroad including asylum seekers 
facing political persecution, former prisoners of conscience, family members of current prisoners, and 
human rights lawyers. 

Due to fear of retribution, some of those interviewed requested anonymity, while others wished to share their 
identities publicly. Because of security concerns and the fact that Amnesty International has been barred 
from entry into Viet Nam by the authorities, interviews were conducted remotely by researchers based 
outside of Viet Nam. Amnesty International used the most secure communication methods available for 
these interviews, all of which were conducted in Vietnamese. The information gathered from these interviews 
was then corroborated with local activists, news coverage, journalists and other available sources. 

                                                                                                                                                        

18 HԎn 10.000 ngԜԐh sqnmf ¬Kc֔ lԜԓmf 36­ Ĭӳu tranh trên mӱng, 25 December 2017,  tuoitre.vn/hon-10-000-nguoi-trong-luc-luong-47-
dau-tranh-tren-mang-20171225150602912.htm 
19 UN Human Rights Committee, General Comment 34, Article 19: Freedoms of opinion and expression, UN Doc. CCPR/C/GC/34 
'gdqdhm`esdq9 ®Fdmdq`k Bnlldms 23¯(+ o`q`-3. 

https://tuoitre.vn/hon-10-000-nguoi-trong-luc-luong-47-dau-tranh-tren-mang-20171225150602912.htm
https://tuoitre.vn/hon-10-000-nguoi-trong-luc-luong-47-dau-tranh-tren-mang-20171225150602912.htm
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All interviewees gave informed consent in advance of being interviewed. Before asking for consent, Amnesty 
Hmsdqm`shnm`k­r qdrd`qbgdq dwok`hmdc sgd otqonrd ne sgd qdrd`qbg+ gnv sgd hmenql`shnmwould be used, and 
potential risks to all interviewees, and only proceeded with the interview once consent was given. Amnesty 
International did not provide any incentives, material or otherwise, in exchange for interviews.  

The organization also carried out extensive desk research using information from open sources, including 
relevant national law and international human rights standards, civil society organization reports, domestic 
`mc hmsdqm`shnm`k mdvr ldch`+ `b`cdlhb intqm`kr `mc lnmhsnqhmf ne Uhdsm`ldrd gtl`m qhfgsr cdedmcdqr­
social media accounts. Researchers also reviewed relevant national laws and policies as well as the 
international legal framework pertaining to freedom of expression online.  

On 17 August 2020, Amnesty International wrote to Facebook and Google and asked questions regarding 
the compamhdr­ bnmsdms lncdq`shnm onkhbhdr and practices in Viet Nam. Amnesty International again wrote to 
Facebook and Google on 6 November 2020 to inform the companies of relevant allegations contained in this 
report. At the time of publication, Facebook had responded to both letters and Google had responded to the 
first but not the second letter. Relevant excerpts from the responses sent by both companies have been 
included throughout this report and the full responses are included in Annex B. Amnesty International also 
wrote to the Vietnamese Ministry of Public Security and the Ministry of Information and Communications in 
relation to the allegations contained in this report on 9 November 2020. However, at the time of publication, 
the organization had received no response.   
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1. INTRODUCTION 

1.1 ONLINE EXPRESSION IN VIET NAM 
Viet Nam has a population of approximately 97 million people, of whom 60% are under the age of 35.20 In 
recent years, the country has seen an explosion in internet connectivity. Over two thirds of the population of 
Viet Nam ± 64 million people ± now have internet access. The rapid expansion of internet access has 
transformed many aspects of life there ± from social life and commerce to political discourse and human 
rights activism. 

The exponential rise in internet connectivity only began in earnest in Viet Nam in 2006, when the Yahoo! 
360º platform migrated to Viet Nam and quickly became popular. Facebook and YouTube (which is owned 
by Google) have more recently become the most popular social networks in Viet Nam; indeed, they have 
become the main public forums for expression of information and opinions on a range of issues, including 
social justice, human rights and politics, which the government has traditionally targeted for censorship and 
repression.  

One of the major reasons for the popularity of social media in Viet Nam has been its relative freedom from 
censorship, in sharp contrast to traditional media in the country. Describing the state of media freedom in 
Viet Nam to Amnesty International prior to her arbitrary arrest in October 2020, prisoner of conscience Pham 
Doan Trang, the co-founder of Luat Khoa Tap Chi+ `m hmcdodmcdms nmkhmd kdf`k l`f`yhmd+ dwok`hmdc9 ®Sgdqd
are hundreds of newspapers, but there is only one chief editor who decides what appears in every 
newspaper in Viet Nam and that person is the head of the [Communist Party of Viet Nam­r] propaganda 
cdo`qsldms-¯21 

®Sgd hmsdqmds+ drodbh`kkx rnbh`k ldch`, has transformed 
Vietnamese society significantly. It gives people the ability to 
make their voices heard and [has] put an end to the 
fnudqmldms­r cnlhm`shnm nudq mdvr `mc hmenql`shnm- Mnv+
everyone can be a journalist and publish whatever they want 
with just a Facebook account.̄  
Trinh Ba Phuong, land rights activist and human rights defender (arbitrarily imprisoned since being interviewed)22 

 

The rise of social media has provided people in Viet Nam with a platform on which they can express their 
opinions relatively freely, a right that most in Viet Nam had never enjoyed before. The first independent 
online news outlet, Anh Ba Sam, was launched in September 2007. This encouraged the establishment of 

                                                                                                                                                        

20 Tԋng CԚc Thԉng Kê, kho du lieu dan so 2009, 
portal.thongke.gov.vn/khodulieudanso2009/Tailieu/AnPham/ChuyenKhaoCoCauDanSo/Chuong3.pdf  
21 Amnesty International telephone interview with Pham Doan Trang, 3 September 2019. 
22 Amnesty International telephone Interview with Trinh Ba Phuong, 11 February 2020. 

http://portal.thongke.gov.vn/khodulieudanso2009/Tailieu/AnPham/ChuyenKhaoCoCauDanSo/Chuong3.pdf
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other news sources and helped create a movement in which independent media became the dominant force 
hm mdvr bnudq`fd- @m @tftrs 1/1/ qdoqdrdms`shud rstcx bnmctbsdc ax sgd Aqhshrg Bntmbhk nm ®Mdws
Gendq`shnm Uhds M`l¯ ronjd sn sgd hlonqs`mbd ne sgd hmsdqmds `mc rnbh`k ldch` hm sgd khudr ne xntmf
Vietnamese people: 

[O]pening Viet Nam to the world has led to dramatic societal changes felt by the next 
generation. Their lives are intensely digitised, interwoven with internet access and social media, 
the latter of which plays a crucial role in defining identity for around one -third of respondents 
across Vietnam. For many, life without the internet or social media is unimaginable.23 

The expansion of internet access has, on the one hand, increased opportunities for the exercise of human 
rights and, on the other, equipped the Vietnamese authorities with an efficient means of conducting 
surveillance and targeting government critics. Accompanying the expansion of internet access and 
associated freedoms has been a year-on-year escalation in the number of prisoners of conscience ± people 
detained solely for peacefully exercising their human rights ± in Viet Nam. Amnesty International recognized 
75 such prisoners of conscience in 2013, and by November 2020 the number had reached at least 170, the 
highest number ever recorded by the organization. Currently, at least 69 prisoners of conscience are 
imprisoned in connection with their online activism.  

Viet Nam is a one-party state in which the constitution recognizes the Communist Party of Viet Nam (CPV) as 
®sgd kd`chmf enqbd ne sgd Rs`sd `mc Rnbhdsx¯ `mc deedbshudkx ntsk`vr onkhshb`k noonrhshnm- Gtl`m qhfgsr
defenders, activists and those who express dissent or criticism of the authorities online in Viet Nam are met 
with repression, as detailed in Chapter 4 of this report. The authorities routinely target and punish those who 
`ssdlos sn bg`kkdmfd sgdhq onvdq nq ®fn `f`hmrs sgd o`qsx v`x¯-24  

Viet M`l­r e`rs-growing economy attracts investment from all over the world, and it has become a highly 
lucrative market for international technology companies. It has become the biggest country by revenue for 
Facebook and Google in Southeast Asia.25 In 2018, Fabdannj­r hmbnld eqnl Uhds M`l md`qdc TR#0 ahkkhnm± 
almost a third of all its revenue in Southeast Asia. Google earned US$475 million in Viet Nam during the 
same period, primarily based on YouTube advertising.26 

Although the Vietnamese constitution provides for a range of human rights guarantees, the Criminal Code 
contains numerous provisions used to prosecute people for peacefully exercising those rights. Amnesty 
International has been documenting cases of arrest and prosecution of human rights defenders and activists 
in Viet Nam in retaliation for their online expression since 2006, with the arrest of former prisoner of 
conscience Truong Quoc Huy at an internet café in Ho Chi Minh City.27  

Today, the landscape of repression in Viet Nam has substantially shifted online. Recognizing internet 
freedom as a serious threat to its power, the government of Viet Nam started to respond in 2006 by using a 
variety of methods aimed at quashing political activism and dissent online, including online harassment, 
intimidation, physical assault and prosecution.  

Technology companies ± notably social media giants Facebook and Google, which dominate the market in 
Viet Nam ± have sought to expand their operations and market share in the country amidst this highly 
repressive environment. This has led to numerous tensions between the Vietnamese authorities and 
technology companies over the years, with the Vietnamese government demanding a range of concessions 
from them, including the handover of user data (including private information) and requests to the 
technology companies to censor criticism of the government posted on their platforms. 

1.2 BIG TECH AND HUMAN RIGHTS 
In November 2019, as major technology companies such as Facebook and Google cemented their 
dominance of social media and reached unprecedented levels of growth, influence and reach, Amnesty 
International published a report entitled Surveillance Giants: How the Business Model of Google and 

                                                                                                                                                        

23 British Council, Next Generation Vietnam, August 2020, www.britishcouncil.org/sites/default/files/next_generation_vietnam.pdf , p. 7. 
24 Jhdlr`s-um+ ®S ֔do ngôn luӷm¯ g`x ®mfĎm ktӷn t  ֔cn¯ ĬԂ xuyên tӱb+ jćbg Ĭԍng chԉmf ogû īӲng, Nhà nԜԏc và nhân dân, kiemsat.vn/tu-

do-ngon-luan-hay-ngon-luan-tu-do-de-xuyen-tac-kich-dong-chong-pha-dang-nha-nuoc-va-nhan-dan-56473.html   
25 V- L`+ ®E`bdannj `mc Fnnfkd¯-- 
26 V- L`+ ®E`bdannj `mc Fnnfkd¯- 
27 @lmdrsx Hmsdqm`shnm`k+ ®Sqtnmf Ptnb Gtx9 Fkna`k Kdssdq-Vqhshmf L`q`sgnm¯ 'Hmcdw9 @R@ 30./01.1//5(-  

https://www.britishcouncil.org/sites/default/files/next_generation_vietnam.pdf
https://kiemsat.vn/tu-do-ngon-luan-hay-ngon-luan-tu-do-de-xuyen-tac-kich-dong-chong-pha-dang-nha-nuoc-va-nhan-dan-56473.html
https://kiemsat.vn/tu-do-ngon-luan-hay-ngon-luan-tu-do-de-xuyen-tac-kich-dong-chong-pha-dang-nha-nuoc-va-nhan-dan-56473.html
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Facebook Threatens Human Rights.28 Surveillance Giants ghfgkhfgsdc sgd rxrsdlhb bnrs ne sgd bnlo`mhdr­
surveillance-based business model that is predicated on human rights abuse.  

Sgd qdonqs cds`hkdc sgd bnlo`mhdr­ `rr`tks nm sgd qhfgs sn oqhu`bx nm `m tmoqdbdcdmsdc rb`kd+ `r vdkk `r sgd
related threats to human rights ± including the rights to freedom of expression and opinion and to non-
discrimination. The report found9 ®Ansg bnlo`mhdr g`ud rsnnc to sn rs`sdr­ deenqsr sn nas`hm hmenql`shnm nm
their users; nevertheless, the opportunity to access such data has created a powerful disincentive for 
fnudqmldmsr sn qdftk`sd bnqonq`sd rtqudhkk`mbd-¯29  

E`bdannj hr sgd vnqkc­r cnlhm`ms rnbh`k ldch` bnlo`mx and sets the terms for much of human interaction 
in the digital age. If you combine users of its social platform, its two messenger services (WhatsApp and 
Facebook Messenger) and applications such as Instagram, a third of humans on Earth use a Facebook-
owned service every day.30 

Google is arguably even more powerful. Search engines are a crucial source of information, and Google 
accounts for around 90% ne fkna`k rd`qbg dmfhmd trd- Fnnfkd­r Bgqnld aqnvrdq hr sgd vnqkc­r cnlhm`ms
vda aqnvrdq- Hsr uhcdn ok`senql+ XntStad+ hr sgd vnqkc­r rdbnmc k`qfdrs rd`qbg dmfhmd+ `r vdkk `r sgd vnqkc­r
k`qfdrs uhcdn ok`senql- Fnnfkd­r lnahkd nodq`shmf rxrsdl+ @mcqnhc+ tmcdqohmr sgd u`rs l`inqhsx ne sgd vnqkc­r
smartphones.31 

@lmdrsx Hmsdqm`shnm`k­rSurveillance Giants qdonqs bnmbktcdc sg`s hs ®hr mnv duhcdms sg`s sgd dq` ne rdke-
regulation in the tech sector is coming to an end: further state-based regulation will be necessary, but it is 
vital that whatever form future regulation of the technology sector takes, governments follow a human rights-
a`rdc `ooqn`bg-¯32 Mnmdsgdkdrr+ rhmbd sgd shld ne sgd qdonqs­r otakhb`shnm+ sgdqd g`ud addm edv
developments of note in respect of state regulation of big technology companies to ensure their business 
practices conform with human rights. 

Facebook and Google have attempted to self-regulate content on their platforms through ®Community 
Standards̄ +bodies of rules that dictate what users may say on the platform. In recent years, Facebook has 
experienced increasing pressure to become more accountable and transparent regarding the creation and 
enforcement of its policies governing speech on the platform.33 

Both Facebook and Google are memberr ne sgd ®Fkna`k Mdsvnqj Hmhsh`shud¯ 'FMH(+ ` ltksh-stakeholder 
platform launched in 2008 with the intent of providing human rights±grounded standards around content 
lncdq`shnm- @bbnqchmf sn sgd FMH9 ®Dudqx c`x+ sdbgmnknfx bnlo`mhdr qdbdhud qdptdrsr eqnl fovernments 
around the world to censor content, restrict access to communications services, or provide access to user 
c`s`-¯ FMH rddjr sn `ccqdrr sghr ax oqnuhchmf ®`m dunkuhmf eq`ldvnqj enq qdronmrhakd bnlo`mx cdbhrhnm
making in support of freedom of exprerrhnm `mc oqhu`bx qhfgsr¯-34 With regard to the right to freedom of 
expression, the GNI Principles state: 

¶ Participating companies will respect and work to protect the freedom of expression of their users 
by seeking to avoid or minimize the impact of government restrictions on freedom of expression, 
including restrictions on the information available to users and the opportunities for users to 
create and communicate ideas and information, regardless of frontiers or media of 
communication. 

¶ Participating companies will respect and work to protect the freedom of expression rights of users 
when confronted with government demands, laws and regulations to suppress freedom of 
expression, remove content or otherwise limit access to communications, ideas and information 
in a manner inconsistent with internationally recognized laws and standards.35 

The GNI implementation guidelines further state in respect of content moderation:  

When faced with a government restriction or demand that appears overbroad, unlawful, or 
otherwise inconsistent with domestic laws or procedures or international human rights laws and 
standards on freedom of expression or privacy, participating companies will in appropriate cases 

                                                                                                                                                        

28 Amnesty International, Surveillance Giants: How the Business Model of Google and Facebook Threatens Human Rights (Index: POL 
30/1404/2019) (hereinafter: Amnesty International, Surveillance Giants). 
29 Amnesty International, Surveillance Giants, p. 26. 
30 Amnesty International, Surveillance Giants, p. 5. 
31 StatCounter Global Stats, gs.statcounter.com (Mobile Operating System Market Share Worldwide, October 2018±October 2019). 
32 Amnesty International, Surveillance Giants, p. 7. 
33 J`sd Jknmhbj+ ®Sgd E`bdannj Nudqrhfgs An`qc9 Bqd`shmf `m Hmcdodmcdms Hmrshstshnm sn @citchb`sd Nmkhme Free Expression, Yale Law 
Journal Vol. 129, No. 2418  (30 June 2020), ssrn.com/abstract=3639234 'gdqdhm`esdq9 J- Jknmhbj+ ®Sgd E`bdannj Nudqrhfgs An`qc¯(- 
34 The Global Network Initiative (GNI)+ ®@ants FMH¯+globalnetworkinitiative.org/about-gni/ 
35 FMH+ ®Sgd FMH Oqhmbhokdr¯+globalnetworkinitiative.org/gni-principles/ 

https://gs.statcounter.com/
https://ssrn.com/abstract=3639234
https://globalnetworkinitiative.org/about-gni/
https://globalnetworkinitiative.org/gni-principles/
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and circumstances: 

a. Seek clarification or modification from authorized officials of such requests; 
b. Seek the assistance, as needed, of relevant government authorities, international human rights 
bodies or non-governmental organizations; and 
c. Challenge the government in domestic courts.36 

Facebook and Google both o`rrdc sgd k`sdrs FMH `rrdrrldms hm 1/07.08 nm sgd a`rhr sg`s sgdx `qd ®l`jhmf
good-e`hsg deenqsr sn hlokdldms sgd FMH Oqhmbhokdr vhsg hloqnudldms nudq shld¯-37 Both companies also 
passed the previous review in 2015/16.38 However, the GNI assessment does not include a holistic 
assessment of whether the company is effectively implementing these policies and procedures in practice, 
including by identifying and addressing human rights impacts throughout its business, or whether 
companies like Google and Facebook are undertaking due diligence to identify and address the human 
rights impacts of their business model as a whole.39  

In a further effort to address the negative human rights impacts of some of its operations, specifically with 
regard to content moderation+ E`bdannj g`r drs`akhrgdc hsr vhcdkx otakhbhydc ®Nudqrhfgs An`qc¯+ ` pt`rh-
judicial, quasi-independent body with the power to make binding final decisions on content moderation. 
Regarding the board­r etmbshnm, which comprises human rights and legal experts, the Oversight Board says: 

Sgd An`qc vhkk qduhdv vgdsgdq bnmsdms hr bnmrhrsdms vhsg E`bdannj `mc Hmrs`fq`l­r onkhbhdr `mc
values, as well as a commitment to upholding freedom of expression within the framework of 
international norms of human rights. We will make decisions based on these principles, and the 
hlo`bs nm trdqr `mc rnbhdsx+ vhsgnts qdf`qc sn E`bdannj­r dbnmnlhb+ onkhshb`k nq qdots`shnm`k
interests. Facebook must implement our decisions, unless implementation could violate the 
law.40 

Amnesty Inteqm`shnm`k bnmctbsdc `m `m`kxrhr ne sgd Nudqrhfgs An`qc­r axk`vr `mc entmc ` rhfmhehb`ms
limitation to its potential to mitigate E`bdannj­r hlo`bs nm eqddcnl ne dwoqdrrhnm hm qdoqdrrhud kdf`k bnmsdwsr
rtbg `r Uhds M`l- Rodbhehb`kkx+ @lmdrsx Hmsdqm`shnm`k­ranalysis found that content that is restricted pursuant 
to local law but protected under international human rights law is not subject to the review of the Oversight 
Board.41  

In response to a query from Amnesty International, the Oversight Board confirmed this interpretation of its 
bylaws, stating: ®Actions taken by Facebook pursuant to legal obligations are not subject to board review, no 
matter the jurisdiction. If the underlying content has been blocked following the receipt of a valid report of 
illegality, it is not eligible to be brought before the Board regardless of the geographic area of the specific 
local law at issue. Only cases where Facebook took action by enforcing our Community Standards are 
capable of being taken before the Board.̄ 42 

Many of the most problematic cases of content restrictions implemented by Facebook in Viet Nam involve 
expression that is protected under both international human rights law and US law (where Facebook is 
domiciled) but that violates the overly broad and restrictive provisions of Vietnamese law, including Decree 
72. As such, the Oversight Board will be of no benefit to individuals whose freedom of expression has been 
violated by Facebook pursuant to local laws in Viet Nam or in other repressive legal contexts. 

Regardless of the efforts of Facebook and other technology companies to improve their efforts to moderate 
online expression in line with international human rights standards, self-regulation is not an adequate 
replacement for state regulation. As noted by Professor David Kaye, academic and former UN Special 
Rapporteur on the promotion and protection of the right to freedom of opinion and expression: ®Major 
company rethinking is only one part of the way forward. Government regulation is the other necessary fix. 
Government regulation should monitor company behavior, protect the space for individual expression, 
reinforce the need for transparency by the companies and themselves, and invest in the infrastructure 
necessary for freedom of expression in their countries.̄43 

                                                                                                                                                        

36 GNI, ®Implementation Guiddkhmdr¯+globalnetworkinitiative.org/implementation-guidelines  
37 GNI, Public Report on the Third Cycle of Independent Assessments of GNI Company Members 2018/2019, April 2020, 
globalnetworkinitiative.org/wp-content/uploads/2020/04/2018-2019-PAR.pdf  
38 GNI, 2015/2016 Company Assessments, July 2016, globalnetworkinitiative.org/2015-2016-company-assessments  
39 Amnesty International, Surveillance Giants, p. 26. 
40 Oversight Board, ®Announcing the First Members of the Oversight Board̄, 6 May 2020, www.oversightboard.com/news/announcing-the-
first-members-of-the-oversight-board/ 
41 Facebook Oversight Board Bylaws, Artickd 1-0-1-0- Rdd `krn Dudkxm Cntdj+ ®E`bdannj&r Nudqrhfgs An`qc Axk`vr9 Enq Nmbd+ Lnuhmf
Rknvkx¯+Lawfare, 28 January 2020,  www.lawfareblog.com/facebooks-oversight-board-bylaws-once-moving-slowly  
42 Oversight Board email response to Amnesty International, 10 October 2020, on file with Amnesty International. 
43 David Kaye, Speech Police: The Global Struggle to Govern the Internet, 2019, Conclusion. 

https://globalnetworkinitiative.org/implementation-guidelines
https://globalnetworkinitiative.org/wp-content/uploads/2020/04/2018-2019-PAR.pdf
https://globalnetworkinitiative.org/2015-2016-company-assessments
https://www.oversightboard.com/news/announcing-the-first-members-of-the-oversight-board/
https://www.oversightboard.com/news/announcing-the-first-members-of-the-oversight-board/
https://www.lawfareblog.com/facebooks-oversight-board-bylaws-once-moving-slowly
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2. LEGAL FRAMEWORK 

2.1 INTERNATIONAL HUMAN RIGHTS LAW  

2.1.1 FREEDOM OF EXPRESSION 
The right to freedom of expression is guaranteed under Article 19 of the International Covenant on Civil and 
Political Rights (ICCPR), which Viet Nam ratified in 1982.44 Freedom of expression is not unlimited, however: 
the right may be restricted under certain narrow circumstances that are outlined in the ICCPR. The UN 
Human Rights Committee ± the treaty body that offers authoritative interpretations of the ICCPR ± notes that 
the right to freedom of expression is a necessary condition for the realization of the principles of 
transparency and accountability that are, in turn, essential for the promotion and protection of human 
rights.45 

Any attempt to restrict the right to freedom of expression must meet all elements of a stringent three-part 
test: the restriction must be provided by law (which must be formulated with sufficient precision to enable an 
individual to regulate their conduct accordingly); demonstrably necessary and proportionate (that is, the least 
restrictive measure to achieve the specified purpose); and for the purpose of protecting specified public 
interests (national security, public order or public health or morals) or the rights or reputations of others.46   

Sgd enqlr ne dwoqdrrhnm oqnsdbsdc tmcdq sgd HBBOQ hmbktcd ®onkhshb`k chrbntqrd+ bnlldms`qx nm nmd­r nvm
and on public affairs, canvassing, discussion of human rights, journalism, cultural and artistic expression, 
sd`bghmf+ `mc qdkhfhntr chrbntqrd¯-47  

The UN Human Rights Committee has stated with regard to political expression: 

The free communication of information and ideas about public and political issues between 
citizens, candidates and elected representatives is essential. This implies a free press and other 
media able to comment on public issues without censorship or restraint and to inform public 
opinion. The public also has a corresponding right to receive media output.48 

2.1.2 FREEDOM OF EXPRESSION ONLINE  
International human rights law is clear that the right to freedom of expression applies as equally to online 
expression as it does to offline communication.49 In regard to rs`sdr­ nakhf`shnmr sn qdrodbs eqddcnl ne
dwoqdrrhnm hm sgd bnmsdws ne hmsdqmds sdbgmnknfx+ sgd Gtl`m Qhfgsr Bnllhssdd g`r etqsgdq rs`sdc9 ®Rs`sdr
parties should take all necessary steps to foster the independence of these new media and to ensure access 
ne hmchuhct`kr sgdqdsn-¯50 

                                                                                                                                                        

44 UN Office of tgd Ghfg Bnllhrrhnmdq enq Gtl`m Qhfgsr+ ®Uhds M`l sqd`sx q`shehb`shnmr¯+
tbinternet.ohchr.org/_layouts/15/TreatyBodyExternal/Treaty.aspx?CountryID=192&Lang=EN 
45 General Comment 34, para. 3. 
46 General Comment 34, para. 21. 
47 General Comment 34, para. 11. 
48 General Comment 34, para. 13. 
49 General Comment 34, para. 12. 
50 General Comment 34, para. 15. 

https://tbinternet.ohchr.org/_layouts/15/TreatyBodyExternal/Treaty.aspx?CountryID=192&Lang=EN
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The rapid expansion of digital technology and the central role that private companies have played in that 
expansion has led to a situation whereby a handful of private corporations now control the main forums for 
public debate and freedom of expression globally. From a legal and regulatory perspective, this situation 
presents many challenges, particularly because these corporations operate transnationally in diverse legal 
and social contexts.  

2.1.3 TECHNOLOGY COMPANIES­ GTL@M QHFGSR NAKHFATIONS 
Under international human rights law, states are the primary duty-bearers of human rights and have a duty 
to protect people against human rights abuses by third parties, such as corporations. The UN Human Rights 
Council has affirmed that the same rights people have offline must also be protected online and that states 
rgntkc bqd`sd `mc l`hms`hm `m ®dm`akhmf nmkhmd dmuhqnmldms¯ enq sgd dminxldms ne gtl`m qhfgsr-51 

Business also have obligations to respect human rights under international human rights law and standards. 
According to Principle 11 of the United Nations Guiding Principles on Business and Human Rights 
(UNGPs), all companies have a responsibility to respect all human rights wherever they operate, including 
throughout their operations and supply chains. The corporate responsibility to respect human rights is 
hmcdodmcdms ne sgd rs`sd­r nvm gtl`m qhfgsr nakhf`shnmr- Sghr ld`mr sg`s+ hm nqcdq sn ldds sgdhq
responsibility to respect, companies might need to go beyond what is legally required in the relevant 
jurisdiction. Under the UNGPs, a company could have an adverse human rights impact in three ways: (1) 
b`trhmf `m hlo`bs: '1( bnmsqhatshmf sn `m hlo`bs: nq '2( adhmf ®chqdbskx khmjdc¯ sn an impact by a business 
relationship.  

Principle 17 of the UNGPs states that companies should conduct ongoing and proactive human rights due 
diligence to identify, prevent, mitigate and account for how they address their impacts on human rights. 
Human rights due diligence requires companies to identify human rights impacts linked to their operations 
(both potential and actual), take effective action to prevent and mitigate against them, and be transparent 
about their efforts in this regard. This includes addressing high-level risks of adverse human rights impacts 
prevalent within a sector because of its characteristics. 

Technology companies should ensure that they are adequately addressing the risks their products and 
services pose to human rights. In the context of government requests to restrict content or to provide access 
to data, the GNI Principles and Implementation Guidelines provide a framework for technology companies to 
respond to such requests as part of human rights due diligence. Recently, the UN Office of the High 
Commissioner for Human Rights (OHCHR)­r A-Sdbg Oqnidbs `eehqldc sg`s sdbg bnlo`mhdr­ ctd chkhfdmbd
ltrs `krn hmbktcd `ccqdrrhmf rhst`shnmr hm vghbg ®atrhmdrr lncdk-driven practices and technology design 
decisions create or exacerbate htl`m qhfgsr qhrjr¯-52  

Transparency is a key component of human rights due diligence. As the UNGPs make clear, companies 
®mddc sn jmnv `mc rgnv sg`s sgdx qdrodbs gtl`m qhfgsr¯ `mc ®rgnvhmf hmunkudr bnlltmhb`shnm+ oqnuhchmf `
measure of transparency and accountability to individuals or groups who may be impacted and to other 
qdkdu`ms rs`jdgnkcdqr-¯ Vgdm e`bdc vhsg fnudqmldms qdptdrsr sg`s onrd ` sgqd`s sn gtl`m qhfgsr+ sdbgmnknfx
companies must ensure maximum transparency to make clear their policies and procedures for dealing with 
such requests, specific requests they have received, whether they were complied with, and what action the 
company has taken to mitigate risks to human rights.   

Principle 18 states that an impact could be potential (that is, a risk) or actual (that is, it has happened). 
Companies must avoid causing or contributing to human rights abuses through their own business activities 
and address impacts with which they are involved, including by remediating any actual abuses. Companies 
must also seek to prevent or mitigate adverse human rights impacts directly linked to their operations, 
products or services by their business relationships, even if they have not contributed to those impacts.  

It is important to note that where an operational decision ± such as a decision on content moderation ± 
conflicts with international human rights law, a company cannot simply justify its actions by saying it was 
required to do this under the relevant national law. Moreover, the company should take certain specific steps 
before complying with any problematic content moderation requests. Failure to take such steps could mean 
that the company failed in its responsibility to respect human rights. 

                                                                                                                                                        

51 Human Rights Council, Resolution on the promotion, protection and enjoyment of human rights on the Internet, UN Doc: 
A/HRC/38/L.10/Rev.1 (2018), para. 5(a). 
52 UN Office of the High Commissioner for Human Rights, B-Tech Project, Addressing Business Model Related Human Rights Risks, 
August 2020, www.ohchr.org/Documents/Issues/Business/B-Tech/B_Tech_Foundational_Paper.pdf  

https://www.ohchr.org/Documents/Issues/Business/B-Tech/B_Tech_Foundational_Paper.pdf
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The major technology companies ± such as Facebook, Twitter and Google ± operate transnationally in 
diverse legal contexts, with differing local legal interpretations of what is considered legitimate expression. 
The companies are then tasked with responding to the expression of problematic content on their platforms, 
inbktchmf ®g`sd roddbg¯+ `atrd `mc chrhmenql`shnm- 

The rapid expansion of these internet companies globally has given them enormous regulatory power over 
the new public spaces of the 21st century. In practice, however, major technology companies ± such as 
Facebook, Twitter and Google ± apply their own content moderation policies (nq ®bnlltmhsx rs`mc`qcr¯) 
rather than strictly applying international human rights standards as the basis for evaluating the legitimacy of 
content moderation requests by governments. The UN Special Rapporteur on the freedom of expression has 
noted in respect of this situation: 

Despite taking steps to illuminate their rules and government interactions, the companies 
qdl`hm dmhfl`shb qdftk`snqr+ drs`akhrghmf ` jhmc ne ®ok`senql k`v¯ hm which clarity, consistency, 
accountability and remedy are elusive. The United Nations, regional organizations and treaty 
bodies have affirmed that offline rights apply equally online, but it is not always clear that the 
companies protect the rights of their users or that States give companies legal incentives to do 
so.53 

While some content restrictions would be considered permissible restrictions under international human 
rights law (for example in respect of representations of child sexual abuse, direct and credible threats of 
harm and incitement to violence, presuming they also meet the conditions of legality and necessity) the 
Special Rapporteur has expressed concern about certain states going beyond these types of legitimate 
restrictions and engaging in ®bdmrnqrgho `mc bqhlhm`khy`shnm sn rg`od sgd nmkhmd qdftk`snqx dmuhqnmldms¯-54 

The Special Rapporteur has noted that certain states impose obligations on companies to restrict content 
under vague criteria without prior judicial review and with the threat of harsh penalties.55 The Special 
Rapporteur has further noted that obligations to monitor and rapidly remove content have also increased 
globally, establishing punitive frameworks likely to undermine freedom of expression even in democratic 
societies.56 This g`r kdc sn bnmbdqmr sg`s ®bnlo`mhdr odqenql otakhb etmbshnmr vhsgnts sgd nudqrhfgs ne
bntqsr `mc nsgdq `bbntms`ahkhsx ldbg`mhrlr¯-57 The Special Rapporteur has reported that companies face 
®oqdrrtqd sn bnlokx vhsg Rs`sd k`vr sg`s bqhlhm`khyd bnmsdms sg`s hr said to be, for instance, blasphemous, 
bqhshb`k ne sgd Rs`sd+ cde`l`snqx ne otakhb neehbh`kr nq e`krd¯-58 He has further noted: ®Oqhu`sd mnqlr+ vghbg
u`qx `bbnqchmf sn d`bg bnlo`mx­r atrhmdrr lncdk `mc u`ftd `rrdqshnmr ne bnlltmhsx hmsdqdrsr+ g`ud
created unstable, unpredictable and unsafe environments for users and intensified government scrutiny.¯59  

2.2 FREEDOM OF EXPRESSION ONLINE UNDER 
VIETNAMESE LAW  
Article 14 of the Constitution of the Socialist Republic of Viet Nam (2013) rs`sdr sg`s ®gtl`m qhfgsr `mc
bhshydmr­ qhfgsr hm sgd onkhshb`k+ bhuhb+ dbnmnlhb+ btkstq`k `mc rnbh`k ehdkcr `qd qdbnfmhzed, respected, protected 
and guarantedc hm bnmbnqc`mbd vhsg sgd Bnmrshstshnm `mc sgd k`v¯ `mc sg`s sgdx ®rg`kk nmkx ad qdrsqhbsdc
when prescribed by law in imperative circumstances for the reasons of national defence, national security, 
social order and security, social morality and community well-adhmf¯- 

While these provisions are worded similarly to the ICCPR, the grounds for restrictions are notably broader 
than those permitted under international human rights law. Im o`qshbtk`q+ ®bnlltmhsx vdkk-adhmf¯ hr mns `
permissible ground for restrictions of human rights under the ICCPR.  

The Constitution also contains further restrictions on human rights that ̀ qd fqntmcdc hm sgd bntmsqx­r
socialist legal traditions but that undercut the human rights guarantees outlined in the Constitution and 
hmsdqm`shnm`k gtl`m qhfgsr k`v- Enq dw`lokd+ @qshbkd 04 rs`sdr9 ®Bhshydmr `qd qdronmrhakd sn oq`bshbd sgdhq

                                                                                                                                                        

53 Report to the Human Rights Council, Special Rapporteur on the promotion and protection of the right to freedom of opinion and 
dwoqdrrhnm+ TM Cnb- @.GQB.27.24 'gdqdhm`esdq9 ®Rodbh`k Q`oonqsdtq­r Qdonqs sn sgd GQB+ TM Cnb- @.GQB.27.24¯(+ o`q`- 0- 
54 Rodbh`k Q`oonqsdtq­r Qdonqs sn sgd GQB+ TM Cnb- @.GQB.27.24+ o`q`- 2/- 
55 Rodbh`k Q`oonqsdtq­r Qdport to the HRC, UN Doc. A/HRC/38/35, para. 15. 
56 Rodbh`k Q`oonqsdtq­r Qdonqs sn sgd GQB+ TM Cnb- @.GQB.27.24+ o`q`- 05- 
57 Rodbh`k Q`oonqsdtq­r Qdonqs sn sgd GQB+ TM Cnb- @.GQB.27.24+ o`q`- 1/- 
58 Rodbh`k Q`oonqsdtq­r Qdonqs sn sgd GQB+ TM Cnb- @.GQB.27.24+ para. 23. 
59 Rodbh`k Q`oonqsdtq­r Qdonqs sn sgd GQB+ TM Cnb- @.GQB.27.24+ o`q`- 30- 
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duties to the State and society £ Z`mc\the practice of human rights and citizemr­ qhfgsr b`mmns hmeqhmfd
national interests and legal and legitimate rights and interests of others.  ̄

The right to freedom of expression is guaranteed under the Vietnamese Constitution under Article 25, which 
rs`sdr9 ®Sgd bhshydm rg`kk dminx sgd qhfgs sn freedom of opinion and speech, freedom of the press, of access to 
information, to assemble, form associations and hold demonstrations. The practice of these rights shall be 
oqnuhcdc ax sgd k`v-¯ 

2.2.1 CRIMINAL CODE PROVISIONS USED TO RESTRICT ONLINE 

EXPRESSION 
Uhds M`l­r btqqdmsCriminal Code was enacted in 2015 and came into force in January 2018. The Criminal 
Code contains numerous vaguely vnqcdc `mc nudqkx aqn`c needmbdr sg`s e`hk sn ldds Uhds M`l­r hmsdqm`shnm`k
human rights obligations and contradict Chapter II of the 2013 Constitution, which guarantees a range of 
human rights including the rights to freedom of expression, association and peaceful assembly.60 

In 2019, the UN Human Rights Committee recommended that Viet Nam amend Articles 109, 116, 117 and 
331 of its Criminal Code, which it found had been used to criminalize legitimate activities, including acts 
protected by the right to freedom of expression.61 Two of these offences in particular ± Articles 117 and 331 
± are most frequently used to prosecute people on the basis of their online expression and are analyzed 
further in Chapter 4 of this report. 

2.2.2 LAW ON CYBERSECURITY 
On 1 January 2019, a controversial Law on Cybersecurity granting the government sweeping new powers to 
limit online freedoms came into force in Viet Nam, having been promulgated in June 2018. The law 
empowers the Vietnamese authorities to compel technology companies to hand over vast amounts of data, 
including odqrnm`k hmenql`shnm+ `mc sn bdmrnq hmsdqmds trdqr­ onrsr- 

According to the government, the new Law on Cybersecurity aims to protect internet users from cybercrime; 
however, some articles within this law suggest otherwise. Articles 8 and 15 could be used to charge people 
for the exercise of their rights on the basis of extremely vague offencdr+ rtbg `r ®mdf`shmf qdunktshnmary 
achievements¯ nq fhuhmf ®lhrkd`chmf hmenql`shnm b`trhmf bnmetrhnm `lnmf sgd odnokd¯.62  

Prior to its promulgation, numerous concerns about the human rights implications of the proposed law were 
voiced by local civil society, international human rights organizations, UN bodies and the business sector.63 
The UN Human Rights Committee highlighted the Law on Bxadqrdbtqhsx `r `m dw`lokd ne ®severe 
restrictions on freedom of opinion and expression in the State party £ that appear not to comply with the 
oqhmbhokdr ne kdf`k bdqs`hmsx+ mdbdrrhsx `mc oqnonqshnm`khsx¯-64 

The Law on Cybersecurity includes numerous impermissible restrictions on freedom of expression online. 
Enq dw`lokd+ @qshbkd 7 khrsr oqnghahsdc bnmctbs `mc `bshuhshdr rtbg `r ®chrsnqshmf ghrsnqx+ cdmxhmf
qdunktshnm`qx `bghdudldmsr+ cdrsqnxhmf sgd m`shnm`k rnkhc`qhsx aknbj¯ `mc ®oqnviding false information, 
b`trhmf bnmetrhnm `lnmfrs sgd bhshydmr+ b`trhmf g`ql sn rnbhndbnmnlhb `bshuhshdr¯- 

Such prohibitions are unjustifiable under international human rights law. The Human Rights Committee has 
stated that: 

Laws that penalize the expression of opinions about historical facts are incompatible with the 
obligations that the Covenant imposes on States parties in relation to the respect for freedom of 
opinion and expression £ The Covenant does not permit general prohibition of expressions of 

                                                                                                                                                        

60 Vietnam, 2015 Criminal Code, 27 November 2015, www.wipo.int/edocs/lexdocs/laws/en/vn/vn086en.pdf  
61 Concluding observations of UN Human Rights Committee: Viet Nam, UN Doc. CCPR/C/VNM/CO/3 (2019), para. 45. 
62 @lmdrsx Hmsdqm`shnm`k+ ®Uhds M`l9 Oqnonrdc bxadqrdbtqhsx k`v sgqd`sdmr sn rs`lo nts nmkhmd eqddcnl¯+ 8 Itmd 1/07+
www.amnesty.org/en/latest/news/2018/06/viet-nam-proposed-cybersecurity-law-threatens-to-stamp-out-online-freedom/  
63 See+ enq dw`lokd9 @lmdrsx Hmsdqm`shnm`k+ ®Nodm Kdssdq9 Uhds M`l Ltrs Qdrodbs Gtl`m Qhfgsr hm sgd Bxadqrdbtqhsx K`v¯ 'Hmcdw9 @R@
41/9258/2018); Concluding observations of UN Human Rights Committee: Viet Nam, UN Doc. CCPR/C/VNM/CO/3 (2019), para. 45; Asia 
Intermds Bn`khshnm+ ®@HB Rtalhsr Bnlldmsr nm sgd Uhdsm`l Cq`es Cdbqdd Fthchmf sgd Hlokdldms`shnm ne K`v nm Bxadqrdbtqhsx¯+ 02
December 2018, aicasia.org/2018/12/14/aic-submits-comments-on-the-vietnam-draft-decree-guiding-the-implementation-of-law-on-
cybersecurity-13-december-2018/   
64 Concluding observations of UN Human Rights Committee: Viet Nam, UN Doc. CCPR/C/VNM/CO/3 (2019), para. 45. 

https://www.wipo.int/edocs/lexdocs/laws/en/vn/vn086en.pdf
https://www.amnesty.org/en/latest/news/2018/06/viet-nam-proposed-cybersecurity-law-threatens-to-stamp-out-online-freedom/
https://aicasia.org/2018/12/14/aic-submits-comments-on-the-vietnam-draft-decree-guiding-the-implementation-of-law-on-cybersecurity-13-december-2018/
https://aicasia.org/2018/12/14/aic-submits-comments-on-the-vietnam-draft-decree-guiding-the-implementation-of-law-on-cybersecurity-13-december-2018/
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an erroneous opinion or an incorrect interpretation of past events. Restrictions on the right of 
freedom of opinion should never be imposed and, with regard to freedom of expression, they 
should not go beyond what is permitted in paragraph 3 or required under article 20. 65 

Rhlhk`qkx+ sgd oqnuhrhnmr ne @qshbkd 05 nm ®Prevention of and dealing with information in cyberspace with 
contents being propaganda against the Socialist Republic of Viet Nam; information contents which incite 
riots, disrupt security or cause public disorder; which cause embarrassment or are slanderous; or which 
uhnk`sd dbnmnlhb l`m`fdldms nqcdq¯ uhnk`sd Uhds M`l­r hmsdqm`shnm`k gtl`m qhfgsr nakhf`shnmr. Subsections 
1±5 prohibiting types of speech considered ®oqno`f`mc`¯against the state are littered with problematically 
vague and over-broad provisions. Subsections 1±5 further provide protections for the government against 
u`ftd oqnghahshnmr `f`hmrs ®g`sd roddbg¯-type offences that fall short of the requirements of Article 20.2 of 
the ICCPR. 

Subsections 6±9 of Article 16 create problematic requirements on website hosts and mechanisms for extra-
legal censorship. Article 05-5 rs`sdr sg`s sgd ®rxrsdl `clhmhrsq`snq hr qdronmrhakd sn hlokdldms l`m`fdqh`k
and technical measures in order to prevent, detect, stop and/or remove information with the contents 
prescribed in Subsections 1±5 £ on the system it administers when there is a request from the CTF 
ZBxadqrdbtqhsx S`rjenqbd\¯- Sghr hr oqnakdl`shb adb`trd sghr `kknvr BSE, which is part of the Ministry of 
Public Security, to place the onus on system administrators to proactively monitor and remove content, 
creating an incentive for excessive censorship, seemingly without any procedural safeguards such as 
independent judicial oversight. 

Similarly, Article 16.7 empowers the CTF to suspend information systems or withdraw domain names in 
response to content listed in Sections 16.1±5. The language is vague, but it seems likely that this provision 
creates powers to block content or shut down services based on the demands of the CTF, without the 
requirement for judicial oversight. Article 16.9 additionally makes hosts responsible for compliance with CTF 
orders to remove content. 

@qshbkd 06-0-c oqnghahsr ®Otsshmf hm bxadqro`bd hmenql`shnm adhmf Rtate secret or work secrets, business 
rdbqdsr+ odqrnm`k rdbqdsr+ e`lhkx rdbqdsr `mc oqhu`sd khed bnmsq`qx sn k`v¯- Sghr provision is problematic 
because ®rs`sd rdbqdsr¯ are defined exceptionally broadly in Viet Nam, serving to undermine access to 
information that is a vital component of the right to freedom of expression under Article 19 of the ICCPR. Viet 
M`l­r Rs`sd Rdbqdsr Oqnsdbshnm K`v ne 1/07 cdehmdr rs`sd rdbqdsr `r ®undisclosed information carrying 
important contents which is specified by the head of a competent body or organization according to 
regulations of this Law and the divulgence or loss of which may bring harm to national interest±̄ a definition 
so broad that it could encompass almost any information that state officials wish to conceal, regardless of the 
public interest in the information.66  

The provision raises further concerns from the point of view of whistle-blowers. While states may restrict the 
ability of employees to pass on secret materials, people should not be punished for publishing secrets that 
they themselves did not leak.67 Article 17.2.b±c places responsibilities on system administrators to 
proactively monitor for this content and to remove it at the request of CTF ± again, without reference to 
judicial oversight. 

Article 26 (®Ft`q`msddr qdk`shmf sn hmenql`shnm rdbtqhsx hm bxadqro`bd¯) imposes a number of problematic 
requirements on private companies ± both foreign and domestic. Article 26.2.a requires companies to 
authenticate user information and to provide this to the CTF when requested in writing for an investigation. 
This allows CTF to gather identifying information without any stated requirement for a warrant or judicial 
oversight. 

Article 26.2.b requires companies to delete or block transfer of information deemed contrary to the 
impermissibly vague provisions of Article 16 upon request of CTF or other ministries ± again without judicial 
oversight or warrant. Article 26.2.c requires companies not to provide services to people at the request of 
CTF if they have shared content in violation of Article 16.1±5. Even assuming a lawful conviction was 
required ± which does not appear to be the case ± these provisions are mostly impermissibly vague or broad. 
This provision seemingly allows the extrajudicial imposition of this sanction based on the requests of CTF, 
and it is unclear whether there would be any possibility of appeal or other recourse. Aside from these 
concerns, a total ban on use of a service is an impermissible restriction on the right to freedom of expression 
as it is unlikely to be the least restrictive means of protecting legitimate state interests. 

                                                                                                                                                        

65 General Comment 34, paras. 15, 49. 
66 State Secrets Protection Law 2018, Law No. 29/2018/QH14, article 2. 
67 See, among others, The Global Principles on National Security and the Right to Information (Tshwane Principles), Principle 47, 
www.justiceinitiative.org/uploads/bd50b729-d427-4fbb-8da2-1943ef2a3423/global-principles-national-security-10232013.pdf 

https://www.justiceinitiative.org/uploads/bd50b729-d427-4fbb-8da2-1943ef2a3423/global-principles-national-security-10232013.pdf
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Article 26.3 has been met with significant opposition from technology companies and civil society advocates 
alike, as it requires foreign companies with Vietnamese customers to store data in Viet Nam for a period to 
be stipulated. The provision could force internet companies operating in Viet Nam to grant law enforcement 
agencies access to user data upon request, creating a grave threat to the right to privacy of internet users. 
Although it depends on the content of the implementing regulations, which have yet to be finalized, this 
provision may be intended to make access to private user data by the authorities easier, which could then be 
used to prosecute or harass internet users for exercising their human rights. 

There are certain provisions of the law that still need to be further guided by implementing regulations and 
guidelines. There are currently draft guidelines under consideration by the Vietnamese authorities, including: 
a decree to implement in detail some provisions of the law, which includes guidance on the controversial 
Article 26 on data localization (the implementation decree); a decree to regulate in detail the procedures for 
application of cybersecurity protection measures; and a decision of the prime minister on promulgation of 
the list of national security information systems.68 

Asia Internet Coalition, an industry association that represents global internet companies such as Google, 
Facebook, Amazon and Twitter on matters of public policy, issued a statement in November 2018 raising 
sgdhq ®rdqhntr bnmbdqmr¯ vhsg sgd cq`esimplementation decree that contains the provisions for data 
localization under Article 26. They said that the draft decree ®q`hrdr rdqhntr oqhu`bx `mc bhuhk khadqsx bnmbdqmr
enq sgd odnokd ne Uhdsm`l `mc rs`mcr sn rhfmhehb`mskx c`l`fd sgd bntmsqx­r dbnmnlhb fqnvsg oqnrodbsr¯-69  

2.2.3 DECREE 15 
On 3 February 2020, the Vietnamese authorities introduced a new decree impacting on the right to freedom 
ne dwoqdrrhnm nmkhmd+ ®Cdbqdd 04.1/1/.MC-CP on penalties for administrative violations against regulations 
on postal services, telecommunications, radio frequencies, information technology and electronic 
sq`mr`bshnmr¯+ `krn qdedqqdc sn `r ®Cdbqdd 04¯- Cdbqdd 04 snnj deedbs nm 04 @oqhk 1/1/ `mc qdok`bdc sgd
previous decree on penalties in the technology and telecom sectors (Decree No. 174/2013/ND-CP).70 

Decree 15­r 011 `qshbkdr oqnuhcd enq ` vhcd q`mfd ne sdbgmhb`k qdftk`shnmr fnudqmhmf sgd hmformation and 
postal sectors and create numerous administrative offences and heavy administrative fines in the event of a 
breach. In the context of internet communications, Decree 15 provides for a wide range of administrative 
offences for both internet users and internet service providers. The decree contains a range of severe 
administrative penalties which threaten freedom of expression and access to information in Viet Nam. For 
example, under Article 3.2.a, technology companies that violate the decree can have their operating licences 
suspended for up to two years.  

Article 99 provides for a wide range of penalties for websites (aside from social media sites) that host 
oqnghahsdc bnmsdms- Tmcdq @qshbkd 0//+ vghbg odqs`hmr rodbhehb`kkx sn ®rnbh`k mdsvnqjhmf rhsdr¯+some of the 
punishable offences under which a company's licence can be suspended include: 

¶ ®Failing to provide private or personal information of service users who get involved in terror acts, 
crimes or other violations against law at the request of competent authorities ̄(Article 100.2.b)  

¶ ®Failing to operate a server in Viet Nam to serve the inspection, retention and provision of 
information at the requess ne ` bnlodsdms `tsgnqhsx nq qdrnktshnm ne bkhdmsr­ bnlok`hmsr `ants
services provided in accordance with regulations of Ministry of Information and 
Communications̄  (Article 100.2.c) 

¶ ®Cdkhadq`sdkx rsnqhmf.cdkhudqhmf hmenql`shnm vghbg cndr mns l`sbg sgd m`shnm`k hmsdqdrsr¯ '@qshbkd
100.3.dd)  

¶ ®Failing to block and remove violating information as prescribed̄ (Art 100.3i). 

@ksgntfg Cdbqdd 04 cndr mns rodbhex sg`s rtbg ®khbdmcdr¯ `qd btqqdmskx qdpthqdc ne l`inq hmsdqm`shnm`k
technology firms such as Facebook and Google, Decree 15 nevertheless appears to be intended for 
application to the global tech giants. The creation of penalties for failure to block or remove content as 
prescribed by the authorities raises further concerns regarding the role of tech companies in the censorship 
                                                                                                                                                        

68 Sgnl`r I Sgdtskdq+ ®Toc`sd nm sgd Hlokdldms`shnm ne Uhdsm`l­r Mdv Bxadqrdbtqhsx K`v `mc Rs`str ne Hlokdldmshmf Cdbqddr¯+ Shkkeke 
and Gibbons, 18 December 2019, www.tilleke.com/resources/update-implementation-uhdsm`l­r-new-cybersecurity-law-and-status-
implementing-decrees 
69 @rh` Hmsdqmds Bn`khshnm+ ®@HB hrrtdr rs`sdldms nm Uhdsm`l­r cq`es­r hlokdldms`shnm cdbqdd enq sgd K`v nm Bxadqrdbtqhsx­+ 4 Mnvember 
2018, aicasia.org/2018/11/08/aic-issues-statement-on-vietnams-draft-implementation-decree-for-the-law-on-cybersecurity-5-nov-2018/ 
70 Shkkdjd % Fhaanmr+ ®Mdv Odm`kshdr enq Onrshmf E`jd Mdvr nm Rnbh`k Mdsvnqjr¯+ 7 @oqhk 1/1/+www.tilleke.com/resources/new-penalties-
posting-fake-news-social-networks  

https://www.tilleke.com/resources/update-implementation-vietnam%E2%80%99s-new-cybersecurity-law-and-status-implementing-decrees
https://www.tilleke.com/resources/update-implementation-vietnam%E2%80%99s-new-cybersecurity-law-and-status-implementing-decrees
https://aicasia.org/2018/11/08/aic-issues-statement-on-vietnams-draft-implementation-decree-for-the-law-on-cybersecurity-5-nov-2018/
https://www.tilleke.com/resources/new-penalties-posting-fake-news-social-networks
https://www.tilleke.com/resources/new-penalties-posting-fake-news-social-networks
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of legitimate expression in Viet Nam. Similarly, Article 100.2.c adds to concerns regarding the right to privacy 
raised by the Law on Cybersecurity which require tech companies to operate servers within Viet Nam and to 
make private user data available to the Vietnamese authorities. 

Much of the content prohibited by Decree 15 falls within the definition of protected expression under Article 
08 ne sgd HBBOQ+ qdmcdqhmf sgdrd oqnghahshnmr hm uhnk`shnm ne Uhds M`l­r hmsdqm`shnm`k gtl`m qhghts 
obligations. For example, the censorship of information that ®cndr mns l`sbg sgd m`shnm`k hmsdqdrsr¯ hr `
restriction on the right to freedom of expression without a legitimate aim+ `r ®m`shnm`k hmsdqdrs¯ hr snn u`ftd
and broad to justify restrictions on the right to freedom of expression. 

Cdbqdd 04 `krn hmsqnctbdr rodbhehb `clhmhrsq`shud odm`kshdr enq trdqr vgn onrs nq rg`qd ®e`jd mdvr¯ nm rnbh`k
networks that can be imposed in addition to any civil or criminal punishments. Article 101 of Decree 15 sets 
out punishments for social network users. These include administrative fines of between VND 10 million 
(approx. US$ 430) and VND 20 million (approx. US$ 860) for users who commit the following violations: 

1. Posting or sharing false information (fake news) or untruthful, distorted, or slanderous information 
that offends the reputation of agencies or organizations or the honour and dignity of individuals; 

2. Posting or sharing information that advocates unsound customs, superstition, obscenity or depravity 
which is not in line with the traditions and fine customs of the nation; 

3. Posting or sharing graphic depictions of acts of slashing, killing, accidents or horror; 

4. Posting or sharing fabricated information that causes panic among the population or incites 
violence, crime, social evils or gambling, or that serves gambling activities; 

5. Posting or sharing press, literature and art works or publications without the permission of the 
copyright holder, or works that have not been approved for circulation, or have been banned or 
revoked; 

6. Advertising, promoting, or sharing information about banned goods and services; 

7. Posting or sharing inaccurate maps of Viet Nam; 

8. Posting or sharing links to websites with banned content. 

Higher administrative fines of VND 20±30 million (approx. US$ 860±1,290) are imposed for the disclosure of 
information classified as state or personal secrets. @r oqduhntrkx mnsdc+ sgd Uhdsm`ldrd `tsgnqhshdr­
widespread invocation of state secrecy to limit access to information raises additional concerns about the 
potential for this provision to be misused to punish whistleblowers. 

2.2.4 DECREE 72 
Decree 72/2013/ND-CP on the management, provision and use of internet services and online information 
(Decree 72) came into force on 1 September 2013. This wide-ranging regulation, which aims to regulate 
information on the internet in Viet Nam, is littered with vague and ill-defined provisions that arbitrarily 
penalize expression protected under international human rights law.  

Content restriction requests sent by the Vietnamese authorities to technology companies including Facebook 
and Google (as discussed in Chapter 3, below) are routinely based on this highly problematic regulation ± in 
particular, Article 5- @bbnqchmf sn E`bdannj­rtransparency reports, all of the restrictions it has implemented 
pursuant to local legal obligations since July 2018 were based on government requests that referenced 
Decree 72.71  

Many of the provisions of Decree 72 that restrict freedom of expression are so broadly worded and ill-defined 
that they could encompass almost any form of criticism of the Vietnamese authorities. For example, Article 5 
prohibits using sgd hmsdqmds enq ®Zn\pposing the State of the Socialist Republic of Vietnam; undermining the 
national security and social order and safety; sabotaging the great national unity bloc; conducting 
propaganda about wars and terrorism; sowing hatred and contradictions among nations, races and 
religions̄ - Sgdrd oqnuhrhnmrare too vague and imprecise to meet the requirements of legality under 
international human rights law. Article 25 further states that social media websites are prohibited from 
publishing any of content shared by social media users that is prohibited under Article 5. 

@qshbkd 11 rs`sdr sg`s ®Ze\nqdhfm nqf`mhy`shnmr+ dmsdqoqhrdr `mc hmchuhct`kr sg`s oqnuhcd otakhb hmenql`shnm
across the border, which is used in Viet Nam or accessed from Viet Nam, shall comply with Viet N`l­r
                                                                                                                                                        

71 Facebook, Transparency, Content Restrictions, Vietnam, transparency.facebook.com/content-restrictions/country/VN 

https://transparency.facebook.com/content-restrictions/country/VN
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relevant laws̄ - In effect, this provision establishes that companies such as Facebook and Google are obliged 
to comply with all Vietnamese laws ± including laws restricting freedom of expression that may not comply 
with international human rights law and standards. 

Article 25.9 obliges socì k ldch` bnlo`mhdr sn ®qdfhrsdq+ rsnqd `mc l`m`fd odqrnm`k hmenql`shnm ne sgd
odqrnmr sg`s drs`akhrg oqhu`sd vdarhsdr `mc nsgdq hmenql`shnm oqnuhcdqr nm rnbh`k mdsvnqjr¯- Sghr oqnuhrhnm
mirrors a similar provision in the Law on Cybersecurity and threatens the right to privacy of social media 
users in Viet Nam, putting them at further risk of harassment and intimidation at the hands of the 
Vietnamese authorities.  

Concerningly, the already problematic provisions and arbitrary restrictions on freedom of expression that 
characterize Decree 72 may possibly lead to further violations of international human rights standards if a 
proposed draft amendment to Decree 72 is promulgated.  

In April 2020, the Ministry of Information and Communications released a draft amendment to Decree 72  
that contains proposed changes to the regulations on online information and the use of internet services. 
These include: (1) the creation of new categories of online information; (2) new provisions on cross-border 
transfer of information; and (3) new licensing requirements for establishing websites, aggregated news 
websites, social networks, application distribution stores and online games.72 

Article 23.d of the proposed amendments is of particular concern, as it contains provisions that gravely 
threaten the rights to freedom of expression and privacy of social media users in Viet Nam, including by 
requiring social networks to: 

¶ Ensure that only social network members (accounts that have been verified with two-step 
verification of real name and phone numbers) are allowed to interact on the platforms;  

¶ Have a mechanism for removing illegal content within three hours after self-discovery or upon 
request from the Ministry of Information and Communications; 

¶ Maintain a pre-approval mechanism for filtering content generated by users; block content 
presented as journalistic products; and only allow users to post or livestream cultural, 
entertainment, advertising, scientific, technology and educational content.73 

These amendments threaten to further restrict the space for freedom of expression online in Viet Nam and 
could also further increase the prevalence of arbitrary censorship of online speech. The draft provisions 
threaten to expose the identities and personal information of social media users, which could put individuals 
who express critical views at risk of persecution and harassment by the authorities.  

The draft amendment has been met with opposition from business groups. In May 2020, the Asia Internet 
Coalition, American Chamber of Commerce Hanoi and Japan Electronics and Information Technology 
Industries Association (JEITA) submitted a response to the draft to the Vietnamese authorities and raised 
several concerns about its contents.74 Also in May, Asia Internet Coalition publicly rs`sdc sg`s sgd ®oqnonrdc
bnmsdms bnmsqnkr q`hrd rdqhntr c`s` oqhu`bx `mc fnudqm`mbd bnmbdqmr¯-75 

                                                                                                                                                        

72 A`jdq LbJdmyhd+ ¬Vietnam: Ministry of Information and Communications release new Draft Decree amending earlier Decrees covering 
the management, provision, and use of internet services and online information­ 14 Lay 2020, 
www.lexology.com/library/detail.aspx?g=f4f1a76f-db37-4bf9-8152-a61c50375aac  
73 A`jdq LbJdmyhd+ ®Vietnam: Ministry of Information and Communications release new Draft Decree amending earlier Decrees covering 
the management, provision, and use of internet services and online information¯+ 14 May 2020, 
www.lexology.com/library/detail.aspx?g=f4f1a76f-db37-4bf9-8152-a61c50375aac  
74 The Asia Internet Coalition, American Chamber of Commerce Hanoi and Japan Electronics and Information Technology Industries 
@rrnbh`shnm+ ®Inhms Hmctrsqx Rtalhrrhnm nm Cdbqdd 61 ne 1/02 nm sgd l`m`fdldms+ oqnuhrhnm `mc trd ne Hmsdqmds rdquhbdr `mc nmline 
hmenql`shnm '@ldmcldms( '¬Cdbqdd Mn- 61.1/02 . MCBO­ nq ¬sgd Cq`es Cdbqdd­ nq ¬Cdbqdd Mn- 61­(¯+ 11 May 2020, aicasia.org/wp-
content/uploads/2020/05/May-22-English_Joint-Submission-on-Decree-72-of-2013-on-the-management-provision-and-use-of-Internet-
services-and-online-information-Amendment1.pdf  
75 Asia Hmsdqmds Bn`khshnm+ ®Ldch` Rs`sdldms eqnl sgd @rh` Hmsdqmds Bn`khshnm '@HB( nm UHDSM@L­r `ldmcldmsr sn Cdbqdd 72 of 2013 on the 
L`m`fdldms+ oqnuhrhnm `mc trd ne Hmsdqmds rdquhbdr `mc nmkhmd hmenql`shnm¯+ 15 L`x 1/1/, aicasia.org/wp-content/uploads/2020/05/AIC-
statement-Vietnams-amendments-to-Decree-72-Internet-Regulations-26-May-2020.pdf  

https://www.lexology.com/library/detail.aspx?g=f4f1a76f-db37-4bf9-8152-a61c50375aac
https://www.lexology.com/library/detail.aspx?g=f4f1a76f-db37-4bf9-8152-a61c50375aac
https://aicasia.org/wp-content/uploads/2020/05/May-22-English_Joint-Submission-on-Decree-72-of-2013-on-the-management-provision-and-use-of-Internet-services-and-online-information-Amendment1.pdf
https://aicasia.org/wp-content/uploads/2020/05/May-22-English_Joint-Submission-on-Decree-72-of-2013-on-the-management-provision-and-use-of-Internet-services-and-online-information-Amendment1.pdf
https://aicasia.org/wp-content/uploads/2020/05/May-22-English_Joint-Submission-on-Decree-72-of-2013-on-the-management-provision-and-use-of-Internet-services-and-online-information-Amendment1.pdf
https://aicasia.org/wp-content/uploads/2020/05/AIC-statement-Vietnams-amendments-to-Decree-72-Internet-Regulations-26-May-2020.pdf
https://aicasia.org/wp-content/uploads/2020/05/AIC-statement-Vietnams-amendments-to-Decree-72-Internet-Regulations-26-May-2020.pdf
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3. CENSORSHIP FOR 
OQNEHS9 AHF SDBG­R
SILENCING OF 
VIETNAMESE HUMAN 
RIGHTS DEFENDERS 

®Gnv b`m vd rsqtffkd enqhuman rights when our voices are 
rhkdmbdc>¯ 
Duong Van Thai, Vietnamese human rights defender76 

3.1 INTRODUCTION 
On 5 September 2018, Sheryl Sandberg, the chief operating officer of Facebook, attended a hearing at the 
Senate Intelligence Committee of the US Congress. In this hearing, a senator raised Viet Nam­rLaw on 
Cybersecurity as an example of how repressive regimes adopt laws governing expression which do not align 
with international human rights standards. When asked whether Facebook supports democratic principles 
when operating in other countries, she said: ®Vd rtoonqs sgdrd oqhmbhokdr `qntmc sgd vnqkc £ We would 
only operate in a country when we can do so in keeping with our values-¯77 

Despite this assurance, on 21 April 2020 Facebook confirmed a major shift in its content moderation policy 
in Viet Nam that would see the company stepping up its compliance vhsg sgd Uhdsm`ldrd `tsgnqhshdr­
repressive censorship regime in respect of expression deemed critical of the state.78 Facebook disclosed that 
it g`c `fqddc sn ®rhfmhehb`mskx hmbqd`rd¯its compliance with requests from the Vietnamese government to 

                                                                                                                                                        

76 Amnesty International Interview with Duong Van Thai, 7 July 2020. 
77 MOQ+ ®Rdm`sd Bnllhssdd Udmsr @ants Ghi`bjhmf Ne Ahf Sdbg Enq Hmenql`shnm V`q¯+ 4 Rdosdladq 1/07+
www.npr.org/2018/09/05/644607908/facebook-twitter-heavies-set-to-appear-at-senate-hearing-google-may-be-mia; 
®V`sbg Khud9 Svhssdq BDN I`bj Cnqrdx+ E`bdannj BNN Rgdqxk R`mcadqf sdrshex adenqd Bnmfqdrr¯+ XntStad+ 4 Rdosdladq 1/07+
www.youtube.com/watch?v=mE1-Jyt2Src 
78 I- Od`qrnm+ ®Dwbktrhud9 E`bdannj `fqddc sn bdmrnq¯- 

https://www.npr.org/2018/09/05/644607908/facebook-twitter-heavies-set-to-appear-at-senate-hearing-google-may-be-mia
https://www.youtube.com/watch?v=mE1-Jyt2Src
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bdmrnq ®`msh-rs`sd¯content within Viet Nam.79 The manager of a popular Facebook page that shares political 
and human rights-related content told Amnesty International that since the policy shift by Facebook led to 
increasing restrictions on content posted on the page, their page had suffered an estimated 40% reduction 
in engagement on average.80 

Facebook has revealed that this policy shift came about after the Vietnamese authorities put pressure on 
Facebook by taking its local servers in Viet Nam offline, thereby slowing Facebook services to a crawl and 
making it difficult for the company to operate in the country. A Facebook source told Reuters that they 
®adkhdud sgd `bshnm v`r s`jdm sn ok`bd rhfmhehb`ms oqdrrtqd nm ZE`bdannj\ sn hmbqd`rd Zits] compliance with 
kdf`k s`jdcnvm nqcdqr vgdm hs bnldr sn bnmsdms sg`s ZE`bdannj\ trdqr hm Uhds M`l rdd¯-81 

Amnesty International called the moud ax E`bdannj ` ®cdu`rs`shmf stqmhmf onhms enq eqddcnl ne dwoqdrrhnm hm
Viet Nam and beyond.¯82 Whereas social media has positively transformed the landscape for freedom of 
expression in Viet Nam, this has only been the case because Vietnamese internet users have used these 
platforms to express critical views and uncover human rights abuses. Contrary to E`bdannj­r
communications regarding their policy shift, it is the right to freedom of expression ± mns ¬l`qjds `bbdrr­± 
that should be protected at all costs.83   

Pressure on Facebook and other technology companies operating in Viet Nam has increased since Nguyen 
Manh Hung became Minister of Information and Communications in October 2018. The former CEO of 
Viettel, the biggest telecommunications company in Viet Nam, and a military general, Nguyen Manh Hung 
g`r qdod`sdckx rs`sdc sg`s ®enqdhfm nvmdc rnbh`k ldch` ltrs bnlokx vhsg Uhdsm`ldrd k`vr¯-84 He has also 
often targeted Facebook and Google in his speeches, accusing these platforms of being the main sources of 
®e`jd mdvr `mc snwhb hmenql`shnm¯ hm Uhds M`l-85  

Minister Nguyen Manh Hung v`r qdonqsdc sn g`ud rs`sdc hm @tftrs 1/1/9 ®Nudq sgd o`rs xd`q+ sgd
department has been very active in fighting these networks. In respect of Facebook, when the State 
previously made a request, they complied with about 30%, whereas now, ZE`bdannj­r\ rate of compliance is 
about 70±75%. YouTube complies better, [it was previously] about 60%, now [it has increased to] around 
80-85%.¯86  

By 8 October 2020, state-owned media reported Minister Nguyen Manh Hung as saying that the rate of tech 
bnlo`mhdr­ bnlokh`mbd vhsg sgd removal of ®bad information, propaganda against the Party and the Statē 
reached the highest level ever.87 The same article reported that in 2020, Facebook removed 2,036 posts ± a 
500% increase compared to 2019, complying with 95% of the government's requests whereas YouTube 
complied with 90% of all requests.88 

Viet Nam is believed to be the first country in Southeast Asia ± and possibly the world ± where Facebook has 
officially acknowledged a policy to increase compliance with censorship of political expression in accordance 
vhsg ` fnudqmldms­r qdptdrsr+ dudmthough such speech is protected by international human rights law. 
E`bdannj­r cdbhrhnm sn bnlokx vhsg sgd Uhdsm`ldrd fnudqmldms­r bdmrnqrgho qdfhld l`x g`ud fkna`k
ramifications, as other repressive governments around the world may now seek to apply a similar strategy by 
forcing Facebook and other technology companies to restrict online expression.      

In fact, there are worrying signs that regional neighbours may already be following Uhds M`l­r kd`c- Hm @tftrs
1/1/+ Sg`hk`mc­r Lhmhrsdq ne Chfhs`k Dbnmnlx qdonqsdckx sgqd`sdmdc kdf`k `bshnm `f`hnst Facebook and 
accused it of not complying with government requests to restrict content deemed illegal, including alleged 

                                                                                                                                                        

79 I- Od`qrnm+ ®Dwbktrhud9 E`bdannj `fqddc sn bdmrnq¯- 
80 Amnesty International Interview with Nguyen Van Trang, 9 July 2020. 
81 I- Od`qrnm+ ®Dwbktrhud9 E`bdannj `fqddc sn bdmrnq¯- 
82 Amnesty International, ®Uhds M`l9 E`bdannj ltrs bd`rd bnlokhbhsx vhsg fnudqmldms bdmrnqrgho¯+ 11 @oqhk 1/1/+
www.amnesty.org/en/latest/news/2020/04/viet-nam-facebook-cease-complicity-government-censorship/ 
83 @lmdrsx Hmsdqm`shnm`k+ ®Uhds M`l9 E`bdannj ltrs bd`rd bnlokhbhsx vhsg fnudqmldms bdmrnqrgho¯+ 11 @oqhk 1/1/+
www.amnesty.org/en/latest/news/2020/04/viet-nam-facebook-cease-complicity-government-censorship/ 
84 Tuoi Tre, Không làm mӱng xã hԍi ViԄs ĬԂ thay thԀ mӱng xã hԍi nԜԏc ngoài, 8 November 2019, tuoitre.vn/khong-lam-mang-xa-hoi-viet-

de-thay-the-mang-xa-hoi-nuoc-ngoai-20191108074902647.htm  
85 Thanh Nien, Bԍ trԜԑng Nguyԃn Mӱnh Hùng: Facebook và Google có tԅ lԄ chӳo gúmg sĞmf cao, 8 November 2019, thanhnien.vn/thoi-

su/bo-truong-nguyen-manh-hung-facebook-va-google-co-ti-le-chap-hanh-tang-cao-1146078.html  
86 Doanh Nhan Viet Nam, YouTube, Facebook tuân thԛ tԉt hԎn yêu cӴu cԛa ViԄt Nam, 16 August 2019, doanhnhanviet.net.vn/chinh-tri-

thoi-su/youtube-facebook-tuan-thu-tot-hon-yeu-cau-cua-viet-nam-5921.html  
87 Hai Trieu, Facebook sӿ chӼn quӲng cáo chính trԆ t  ֑các tài khoӲn phӲm Ĭԍng, Cong An, 8 October 2020, congan.com.vn/tin-
chinh/facebook-se-chan-quang-cao-chinh-tri-tu-cac-tai-khoan-phan-dong_100905.html 
88 Hai Trieu, Facebook sӿ chӼn quӲng cáo chính trԆ t  ֑các tài khoӲn phӲm Ĭԍng, Cong An, 8 October 2020, congan.com.vn/tin-

chinh/facebook-se-chan-quang-cao-chinh-tri-tu-cac-tai-khoan-phan-dong_100905.html. 

https://www.amnesty.org/en/latest/news/2020/04/viet-nam-facebook-cease-complicity-government-censorship/
https://www.amnesty.org/en/latest/news/2020/04/viet-nam-facebook-cease-complicity-government-censorship/
https://tuoitre.vn/khong-lam-mang-xa-hoi-viet-de-thay-the-mang-xa-hoi-nuoc-ngoai-20191108074902647.htm
https://tuoitre.vn/khong-lam-mang-xa-hoi-viet-de-thay-the-mang-xa-hoi-nuoc-ngoai-20191108074902647.htm
https://thanhnien.vn/thoi-su/bo-truong-nguyen-manh-hung-facebook-va-google-co-ti-le-chap-hanh-tang-cao-1146078.html
https://thanhnien.vn/thoi-su/bo-truong-nguyen-manh-hung-facebook-va-google-co-ti-le-chap-hanh-tang-cao-1146078.html
https://doanhnhanviet.net.vn/chinh-tri-thoi-su/youtube-facebook-tuan-thu-tot-hon-yeu-cau-cua-viet-nam-5921.html
https://doanhnhanviet.net.vn/chinh-tri-thoi-su/youtube-facebook-tuan-thu-tot-hon-yeu-cau-cua-viet-nam-5921.html
http://congan.com.vn/tin-chinh/facebook-se-chan-quang-cao-chinh-tri-tu-cac-tai-khoan-phan-dong_100905.html
http://congan.com.vn/tin-chinh/facebook-se-chan-quang-cao-chinh-tri-tu-cac-tai-khoan-phan-dong_100905.html
http://congan.com.vn/tin-chinh/facebook-se-chan-quang-cao-chinh-tri-tu-cac-tai-khoan-phan-dong_100905.html
http://congan.com.vn/tin-chinh/facebook-se-chan-quang-cao-chinh-tri-tu-cac-tai-khoan-phan-dong_100905.html
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insults to the Thai lnm`qbgx¯-89 Soon afterward, Facebook revealed that it had taken the decision to shut 
down ®Qnx`khrs L`qjdsok`bd¯, a pro-democracy Facebook group critical of the Thai monarchy, but said that 
it planned to challenge the decision in court, without specifying further details.90 

3.2 CENSORED: CONTENT RESTRICTIONS BASED ON 
LOCAL LAW 
 

®H g`ud knrs e`hsg hm E`bdannj+ rn H cnm­s onrs ltbg `mxlnqd-
Imagine if you spent years and years growing your Facebook 
account, posting and writing about your passions for 
democracy, but then in one easy act, Facebook just erases 
all the work you have done over the years.  
Sg`s qd`kkx chrbntq`fdc ld £ Vd g`ud addm rsqhoodc ne ntq
ability to express our opinions. Our ability to reach the public 
hr mnv udqx khlhsdc-¯ 
Nguyen Van Trang, a pro-democracy activist currently seeking asylum in Thailand91 

 

Since the April 2020 announcement from Facebook that it would increase its compliance with content 
removal requests in Viet Nam, Amnesty International has documented a significant increase in content 
removals reported by Vietnamese Facebook users ± in particular, by human rights defenders.   

Amnesty International has interviewed 14 human rights defenders and activists whose political or human 
rights-related social media content has been restricted in 2020, 11 by Facebook and three by YouTube. All 
available restricted content was analyzed by Amnesty International and verified as protected expression 
under international human rights law. In some cases, content could not be analyzed because it had been 
removed without notification and had not been recorded anywhere else. 

Rather than deleting content from the platform, both Facebook and Google generally block content from 
being visible in a specific country when the content is deemed to violate local law. This practice is known as 
®geo-blockinḡ . In respect of Facebook, Amnesty International research suggests that users are not provided 
with any opportunity to appeal content restrictions which are based on local law.  

                                                                                                                                                        

89 O`sohbg` S`m`j`rdloho`s+ ®Sg`h lhmhrsdq sgqd`sdmr E`bdannj vhsg kdf`k `bshnm nudq qdrsqhbshnm qdptdrsr­+ Qdtsdqr+ 2 @tftrs 1/20, 
www.reuters.com/article/us-thailand-facebook/thai-minister-threatens-facebook-with-legal-action-over-restriction-requests-idUSKBN24Z1RA  
90 Qdtsdqr+ ®E`bdannj r`xr ok`mr sn bg`kkdmfd Sg`h fnudqmldms cdl`mc sn aknbj fqnto bqhshb`k ne lnm`qbgx¯+ 14 @tftrs 1/1/+
www.reuters.com/article/us-thailand-facebook-statement/facebook-says-plans-to-challenge-thai-government-demand-to-block-group-
critical-of-monarchy-idUSKBN25L0BR  
91 Amnesty International interview with Nguyen Van Trang, 9 July 2020. 

https://www.reuters.com/article/us-thailand-facebook/thai-minister-threatens-facebook-with-legal-action-over-restriction-requests-idUSKBN24Z1RA
https://www.reuters.com/article/us-thailand-facebook-statement/facebook-says-plans-to-challenge-thai-government-demand-to-block-group-critical-of-monarchy-idUSKBN25L0BR
https://www.reuters.com/article/us-thailand-facebook-statement/facebook-says-plans-to-challenge-thai-government-demand-to-block-group-critical-of-monarchy-idUSKBN25L0BR
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Truong Chau Huu Danh is a well-known freelance 
journalist in Viet Nam. He focuses on issues such as 
alleged corruption, social justice, and alleged abuse of 
power by government officials. He uses his personal 
Facebook account, which has almost 150,000 followers, to 
publish his work. Thousands of people interact with his 
posts daily.92 

In June 2020, Truong Chau Huu Danh posted on 
Facebook about an alleged corruption scandal in Binh 
Duong province. He posted around 15 pieces of content 
on Facebook about this issue, with each post attracting 
thousands of public interactions. Four of these 15 posts 
were removed in Viet Nam.93  

According to Truong Chau Huu Danh, Facebook sent him 
notifications that said: ®[D]ue to the local legal restrictions 
vd g`ud qdrsqhbsdc `bbdrr sn xntq onrs hm Uhdsm`l¯. The 
posts then became invisible for Facebook users in Viet 
Nam, as stated in the notification Facebook sent to Truong 
Chau Huu Danh (pictured right). 

Truong Chau Huu Danh told Amnesty International that he 
could not contest the restriction because he was not given 
any option to appeal. This lack of an option to appeal was 
confirmed by other human rights defenders and activists 
who suffered restrictions based on local law by Facebook.  

Nguyen Van Trang is a pro-democracy activist currently seeking asylum in Thailand after fleeing an arrest 
warrant in Viet Nam for his involvement with the Brotherhood for Democracy, a pro-democracy group.94 He 
has a Facebook account with around 8,000 followers and takes part in the management of three Facebook 
fan pages that have more than a million followers combined.95 He is also active on YouTube, where he 
manages channels with half a million combined subscribers. Trang uses social media platforms to share 
news and information related to political developments in Viet Nam, social issues including allegations of 
corruption and land grabbing, and human rights violations including arrests and beating of activists. 

Nguyen Van Trang told Amnesty International that he began to experience content restrictions after 
Facebook announced its new policy in April 2020.96 In May 2020, Trang received a notification from 
E`bdannj hmenqlhmf ghl sg`s nmd ne ghr onrsr v`r qdrsqhbsdc ctd sn ®knb`k kdf`k qdrsqhbshnmr¯- Sgd onrs sgdm
became invisible for users in Viet Nam. Trang told Amnesty International that, since May 2020, Facebook 
has restricted every piece of content he posted that contained names of two particular politicians, Nguyen 
Phu Trong, the secretary general of the CPV, and Tran Quoc Vuong, a senior party member.97  

The restrictions, according to Nguyen Van Trang, have had a severe impact on his political activism and 
forced him and fellow activists to self-censor in order to safeguard their remaining access to Facebook. He 
said: ®The worst thing of all about this policy is that it has forced people like us to self-censor our content. 
That is so dangerous to freedom of expression in Viet Nam. While in real life, we already suffer crackdowns 
by the government ± mnv+ dudm nmkhmd+ vd `krn rteedq qdrsqhbshnmr-¯98   

Nguyen Van Trang also told Amnesty International that he suspects he is suffering from a ban on advertising 
on Facebook. Although he received no such notification, he and others who manage his activist pages have 
been unable to ®boost̄  (purchase paid advertising for) any content since December 2019. Nguyen Van 
Trang alleged that a Facebook representative verbally informed his organization that they will no longer allow 
his group to advertise because of political pressure. Nguyen Van Trang told Amnesty International that his 

                                                                                                                                                        

92 Facebook profile of Truong Chau Huu Danh, www.facebook.com/huudanh.truong.5. 
93 Amnesty International Interview with Truong Chau Huu Danh, 9 July 2020. 
94 Facebook profile of Nguyen Van Trang, www.facebook.com/tienlen.01.02.1990. 
95 Amnesty International Interview with Nguyen Van Trang, 9 July 2020. 
96 Amnesty International Interview with Nguyen Van Trang, 9 July 2020. 
97 Amnesty International Interview with Nguyen Van Trang, 9 July 2020. 
98 Amnesty International Interview with Nguyen Van Trang, 9 July 2020. 

Facebook notification sent to Truong Chau Huu Danh , informing him that his post had 
been restricted inside Viet Nam (image supplied) 

https://www.facebook.com/huudanh.truong.5
https://www.facebook.com/tienlen.01.02.1990
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group tried to email Facebook to get a written confirmation of this ban; however, he says that Facebook did 
not respond. 99 

@oo`qdmskx bnmehqlhmf Mftxdm U`m Sq`mf­r rtrohcions, Minister of Information and Communications Nguyen 
Manh Hung told state-controlled media on 8 October 2020: ®At the request of the Ministry of Information 
and Communications, Facebook [has] agreed to block political ads from fan pages and accounts of 
reactionary and terrorist organizations.̄100 The term ®qd`bshnm`qx¯is frequently used by the Vietnamese 
authorities to refer to legitimate criticism of the government and CPV. 

 

A notification sent by Facebook to a Vietnamese human rights defender in mid-2020 (screenshot supplied) 

 

While Facebook has publicly acknowledged its content moderation policy in Viet Nam, and its effect has 
addm jmnvm vhcdkx `lnmf sgd `bshuhrs bnlltmhsx+ XntStad­r bnmsdms qdrsqhbshnmr nm dwoqdrrhnmr ne onkhshb`k
opinion in Viet Nam have been scarcely scrutinized. However, Amnesty International interviewed several 
human rights defenders and activists whose content was similarly restricted by YouTube.  

Hm e`bs+ XntStad­r qdbnqc ne bnlokh`mbd vhsg rtbg qdptdrsr g`r vnm oq`hrd eqnl Minister of Information and 
Communications Nguyen Manh Hung.101 Whereas Facebook only recently relented in the face of pressure 
from the Vietnamese authorities, the Vietnamese government has reported consistently high rates of 
compliance from YouTube with its content moderation requests.102 

Nguyen Van Trang told Amnesty International that his content is often subject to geographic restrictions and 
made invisible to YouTube users in Viet Nam based on alleged violations of local law. He explained that 
when this happens, YouTube always provides notifications and an opportunity to appeal, but they do not 
provide any detailed explanation as to the reason behind the restriction. 

 

Translation of email from YouTube, pictured left: 

®Vd g`ud qdbdhudc ` kdf`k bnlok`hms eqnl `
government agency about your video. After 
reviewing, we have decided to restrict the following 
video and this video will no longer appear on 
YouTube in the following countries: [hidden content] 

This content has been restricted and will no longer 
appear on YouTube in (the) following countries: Viet 
Nam  

If you think your video was mistakenly restricted, you 
can notify us within 30 days starting from the day 
you received this report. You can only send this form 
nmbd enq d`bg uhcdn­r TQK- 

In order to comply with local laws, YouTube will 
delete content when necessary. Please re-read the 
article about legal complaints on our Support 
Bdmsdq-¯ 

                                                                                                                                                        

99 Amnesty International Interview with Nguyen Van Trang, 9 July 2020. 
100 G`h Sqhdt+ ¬E`bdannj rӿ chӼn quӲng cáo chính trԆ t  ֑các tài khoӲn phӲm Ĭԍmf­+­Cong An, 8 October 2020, congan.com.vn/tin-

chinh/facebook-se-chan-quang-cao-chinh-tri-tu-cac-tai-khoan-phan-dong_100905.html 
101 Doanh Nhan Viet Nam, YouTube, Facebook tuân thԛ tԉt hԎn yêu cӴu cԛa ViԄt Nam, 16 August 2019, doanhnhanviet.net.vn/chinh-tri-

thoi-su/youtube-facebook-tuan-thu-tot-hon-yeu-cau-cua-viet-nam-5921.html  
102 Zing News, ChӼn 7.000 video, gԒ 19 kênh nԍi dung xӳt Ĭԍc trên YouTube, 14 August 2019, zingnews.vn/chan-7000-video-go-19-
kenh-noi-dung-xau-doc-tren-youtube-post977947.html 

Email to Nguyen Van Trang from YouTube (supplied). 

http://congan.com.vn/tin-chinh/facebook-se-chan-quang-cao-chinh-tri-tu-cac-tai-khoan-phan-dong_100905.html
http://congan.com.vn/tin-chinh/facebook-se-chan-quang-cao-chinh-tri-tu-cac-tai-khoan-phan-dong_100905.html
https://doanhnhanviet.net.vn/chinh-tri-thoi-su/youtube-facebook-tuan-thu-tot-hon-yeu-cau-cua-viet-nam-5921.html
https://doanhnhanviet.net.vn/chinh-tri-thoi-su/youtube-facebook-tuan-thu-tot-hon-yeu-cau-cua-viet-nam-5921.html
https://zingnews.vn/chan-7000-video-go-19-kenh-noi-dung-xau-doc-tren-youtube-post977947.html
https://zingnews.vn/chan-7000-video-go-19-kenh-noi-dung-xau-doc-tren-youtube-post977947.html
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Nguyen Van Trang contrasted this opportunity to appeal with his experiences with Facebook, which provides 
for no appeal option when content is restricted based on local law (as opposed to community standards). 
Trang explained that he has occasionally been told that his content violated community standards ± 
generally when his videos related to specific politicians ± and in such cases his appeals have sometimes 
succeeded and others not. Trang stated that his appeals to Facebook have always failed if the posts 
discussed the secretary general of the CPV. 

Geographic content restrictions also affect members of Vietnamese diaspora communities around the world, 
many of whom have utilized social media to promote respect for human rights in Viet Nam after fleeing 
political persecution. One example is Nguyen Van Dai, a Vietnamese human rights lawyer and co-founder of 
the Brotherhood for Democracy who is currently seeking asylum in Germany after being released from prison 
on humanitarian grounds two months into a 15-year sentence handed down in April 2018.103  He was 
previously convicted in May 2007 and received a five-year prison sentence under Article 88 of the 1999 
Criminal Code enq ®bnmctbshmf oqno`f`mc` `f`hmrs sgd rs`sd¯- Gd g`r e`bdc xd`qr ne g`q`rrldms `s sgd
hands of the Vietnamese authorities, including multiple brutal physical assaults, harassment, intimidation 
and arrests for his activism. 

Nguyen Van Dai told Amnesty International that he had 15 posts subjected to content restrictions on 
Facebook between June 2020 and August 2020. He has received notifications from Facebook every time his 
content has been restricted, as shown below: 

 

 

Notifications received by Nguyen Van Dai (supplied) 

 

Vgdm `rjdc `ants E`bdannj­r `bpthdrbdmbd sn sgd Uhdsm`ldrd `tsgnqhshdr­ deenqsr sn qdrsqhbs onkhshb`k
expression, Nguyen Van Dai said that hs v`r ®tm`bbdos`akd¯ enq E`bdannj sn ®collude with authorities to 
violate international law and Vietnamese laws̄ -He also said that the restriction has affected his ability to 
spread knowledge about human rights and democracy to Vietnamese people inside the country, which is the 

                                                                                                                                                        

103 Amnesty International interview with Nguyen Van Dai, 25 August 2020. 
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main reason he uses Facebook.104 He suggested9 ®E`bdannj rgntkc rs`mc to `gainst the Vietnamese 
fnudqmldms­r qdptdrs sn bdmrnq onkhshb`k roddbg adb`trd sgnrd qdptdrsr uhnk`sd Uhdsm`ldrd k`vr `mc
hmsdqm`shnm`k k`vr- Hs­r hkkdf`k-¯105 

Both Facebook and Google report information regarding their compliance with government requests to 
restrict content based on local law in their periodic transparency reports.  In Viet Nam, Facebook began 
reporting its compliance with requests to remove content from the authorities in 2017, when a total of 22 
restrictions were implemented in the second half of that year. The number of restrictions jumped to almost 
2,000 in 2018, but restrictions then decreased to nearly 200 in 2019.106  

On 20 November 2020, Facebook published its first Transparency Report since acknowledging its increased 
compliance with censorship requests from the Vietnamese authorities. The report, covering January±June 
2020, showed a 983% increase in content restrictions based on local law, increasing from 77 in the 
preceding six-month period to 834 in the latest report ± despite the reporting period covering only three 
lnmsgr ne E`bdannj­r mdv bnmsdms lncdq`shnm onkhbx hm Uhds M`l. According to E`bdannj­r report, ®Zs\hese 
reports related to content alleged to violate Decree No. 72/2013/ND-CP, including content opposing the 
Communist Party and the Government of Vietnam [and] COVID-19 misinformation-¯107 

 

Facebook Transparency Report Jan ± Jun 2020: Viet Nam '®Restrictions by Product̄) 
 

In the report, Facebook also includes Viet Nam in its list of countries which experienced internet disruptions 
during the reporting period, referring to a seven-week disruption from February to April 2020.108 The report 
defines internet disruptiomr `r ®intentional restrictions on connectivity that limit people's ability to access the 
internet or specific websites and apps.̄ 109 This disruption, which was confirmed by Vietnamese activists to 
Amnesty International, was apparently enacted by the Vietnamese authorities to increase pressure on 
E`bdannj sn hmbqd`rd hsr bnlokh`mbd vhsg sgd `tsgnqhshdr­ bdmrnqrgho cdl`mcr- 

@bbnqchmf sn Fnnfkd­r Sq`mro`qdmbx Qdonqs 'vghbg bnudqr qdrsqhbshnmr nm XntStad bnmsdms(9 ®Often times, 
government requests target political content and government criticism. Governments cite defamation, 
privacy, and even copyright laws in their attempts to remove political expression from our services. Our 
teams evaluate each request and review the content in context in order to determine whether or not content 
should be removed due to violation of local law or our content policies.¯110 

Fnnfkd­r Sq`mro`qdmbx Qdonqs states that the vast majority of requests it receives to remove content in Viet 
Nam are based on content that Google classiehdr `r ®Fnudqmldms Bqhshbhrl¯± despite the fact that this type 
of speech is a crucial component of the right to freedom of expression, protected by international human 

                                                                                                                                                        

104 Amnesty International interview with Nguyen Van Dai, 25 August 2020. 
105 Amnesty International interview with Nguyen Van Dai, 25 August 2020. 
106 Facebook, Transparency, Content Restrictions, Vietnam, transparency.facebook.com/content-restrictions/country/VN 
107 Facebook, Transparency, Content Restrictions, Vietnam, transparency.facebook.com/content-restrictions/country/VN 
108 Facebook, Transparency, Internet Disruptions, transparency.facebook.com/internet-disruptions  
109 Facebook, Transparency, Internet Disruptions, transparency.facebook.com/internet-disruptions  
110 Fnnfkd Sq`mro`qdmbx Qdonqs+ ®Fnudqmldms qdptdrsr sn qdlnud bnmsdms¯+transparencyreport.google.com/government-
removals/overview?removal_requests=group_by:requestors;period:&lu=removal_requests 

https://transparency.facebook.com/content-restrictions/country/VN
https://transparency.facebook.com/content-restrictions/country/VN
https://transparency.facebook.com/internet-disruptions
https://transparency.facebook.com/internet-disruptions
https://transparencyreport.google.com/government-removals/overview?removal_requests=group_by:requestors;period:&lu=removal_requests
https://transparencyreport.google.com/government-removals/overview?removal_requests=group_by:requestors;period:&lu=removal_requests
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rights law.111 Google also reveals that the majority of requests to remove content come from the Information 
and Communications Authority, as shown below.112 

GOOGLE TRANSPARENCY REPORT: GOVERNMENT REQUESTS TO REMOVE CONTENT (VIET NAM) 

 

Total items requested enq qdlnu`k eqnl d`bg Fnnfkd oqnctbs nq rdquhbd '®Requesters̄) 

 
Google reports that in the second g`ke ne 1/08+ hs qdbdhudc 63 qdptdrsr sn qdlnud ®fnudqmldms bqhshbhrl¯+ to
from 44 in the first half of the year.113 Google also lists a number of examples of content moderation 
decisions it made in Viet Nam, for example: 

Request: We received requests from the Authority of Broadcasting and Electronic Information, 
Ministry of Information and Communications in Vietnam to remove over 3,000 YouTube videos 
that mainly criticized the Communist Party and government officials. 

Outcome: We restricted the majority of the videos from view in Vietnam, based on Decree 72.114  

Sgd ehftqdr ptnsdc hm Fnnfkd­r sq`mro`qdmbx qdonqs tmcdqok`xthe true scale of content restrictions 
implemented by Google in Viet Nam. Fnnfkd `bjmnvkdcfdr sg`s sgdrd ehftqdr ®cn mns hmbktcd bnmsdms
removals that we regularly process every day in response to non-governmental user complaints across our 

                                                                                                                                                        

111 Fnnfkd Sq`mro`qdmbx Qdonqs+ ®Fnudqmldms qdptdrsr sn qdlnud bnmsdms± Uhdsm`l¯+transparencyreport.google.com/government-
removals/by-
country/VN?country_request_amount=group_by:reasons;period:;authority:VN&lu=country_item_amount&country_item_amount=group_by:r
easons;period:;authority:VN 'gdqdhm`esdq9 ®Fnnfkd Sq`mro`qdmbx Qdonqs± Uhdsm`l Fnudqmldms Qdptdrsr¯( 
112 Google Transparency Report ± Vietnam Government Requests. 
113 Google Transparency Report ± Vietnam Government Requests. 
114 Google Transparency Report ± Vietnam Government Requests. 

Total items requested for removal from each Google product or service '®Qd`rnmr¯( 

https://transparencyreport.google.com/government-removals/by-country/VN?country_request_amount=group_by:reasons;period:;authority:VN&lu=country_item_amount&country_item_amount=group_by:reasons;period:;authority:VN
https://transparencyreport.google.com/government-removals/by-country/VN?country_request_amount=group_by:reasons;period:;authority:VN&lu=country_item_amount&country_item_amount=group_by:reasons;period:;authority:VN
https://transparencyreport.google.com/government-removals/by-country/VN?country_request_amount=group_by:reasons;period:;authority:VN&lu=country_item_amount&country_item_amount=group_by:reasons;period:;authority:VN
https://transparencyreport.google.com/government-removals/by-country/VN?country_request_amount=group_by:reasons;period:;authority:VN&lu=country_item_amount&country_item_amount=group_by:reasons;period:;authority:VN
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products̄ that ®l`x bhsd uhnk`shnm ne ntq bnmsdms onkhbhdr nq bnlltmhsx fthcdkhmdr¯-115 As such, these figures 
do not capture all of the content restrictions resulting from state-sponsored, systematic abuse of the ®report 
abusē  function on social media by Vietnamese public opinion shapers and cyber-troops that is documented 
in Chapter 4 of this report. 

RESPONSES FROM COMPANIES 
@ccqdrrhmf hsr bnlokh`mbd vhsg Uhdsm`ldrd `tsgnqhshdr­ kdf`k qdptdrsr hm ` vqhssdm qdronmrd sn @lmdrsx
International dated 20 November 2020, Facebook stated:  

Facebook is committed to implementing the UN Guiding Principles on Business and Human 
Qhfgsr `mc FMH Oqhmbhokdr- @r mnsdc hm TMFO 12+ atrhmdrrdr rgntkc ansg ®bnlokx vhsg `kk
applicable laws and qdrodbs hmsdqm`shnm`kkx qdbnfmhydc gtl`m qhfgsr+ vgdqdudq sgdx nodq`sd¯ `mc
®rddj v`xr sn gnmntq sgd oqhmbhokdr ne hmsdqm`shnm`kkx qdbnfmhydc gtl`m qhfgsr vgdm e`bdc vhsg
bnmekhbshmf qdpthqdldmsr-¯ Hm khmd vhsg sgdrd bnllhsldmsr+ hm Uhdsm`l `mc `qntmc sgdworld, we 
strenuously seek to minimise adverse human rights impacts of local laws that may conflict with 
international human rights standards, while also ensuring that our services remain available and 
usable for the millions of people who rely on them every day. 116 

While Facebook highlights the difficulties posed by conflicting legal obligations under local and international 
standards by citing UNGP 23, companies should also be aware of UNGP 11, the commentary to which 
rs`sdr9 ®The responsibility to respect human rights is a global standard of expected conduct for all business 
dmsdqoqhrdr vgdqdudq sgdx nodq`sd- Hs dwhrsr hmcdodmcdmskx ne Rs`sdr­ `ahkhshdr `mc.nq vhkkhmfmdrr sn etkehk sgdhq
own human rights obligations, and does not diminish those obligations. And it exists over and above 
compliance with national laws and regulations protecting human rights.¯117 

E`bdannj­r qdronmrd sn @lmdrsx Hmsdqm`shnm`k etqsgdq rs`sdc9 

Our latest Transparency Report £ bkd`qkx cdlnmrsq`sdr ntq cdchb`shnm sn oqnsdbshmf sgd unhbe of 
Uhdsm`ldrd odnokd hm sgd e`bd ne ` udqx bg`kkdmfhmf gtl`m qhfgsr dmuhqnmldms£ ZV\d qdrsqhbsdc
access to a total of 834 items in Vietnam on the basis of local legal requirements²a tiny fraction of 
the hundreds of millions of pieces of content created over the same period. This is despite the fact 
that, at the same time, the availability of our services was under unprecedented pressure from 
Vietnamese authorities: as previously reported and as reflected in our latest Internet Disruptions 
Report, access to Facebook in Vietnam was disrupted to varying degrees for a period of seven 
weeks between mid-February and early April.118 

In response to an earlier letter sent by Amnesty International, in which the organization queried Facebook­r
content moderation practices in Viet Nam, Facebook wrote:  

When we receive a request from any government to remove a piece of content, we follow a 
consistent global process £ ntq hmsdqm`k sd`lr bnmctbs ` b`qdetk kdf`k `mc gtl`m qhfgsr
review, and may restrict access to the content only in the country where it has been alleged to 
be illegal. As part of this review, we consider the impact that our actions will have on the 
accessibility of our services and the other speech on our platform.119   

Although Facebook purports to follow consistent global content moderation practices, their 
acknowledgement that they ®bnmrhcdq sgd hlo`bs sg`s ntq `bshnmr vhkk g`ud nm sgd `bbdrrhahkhsx ne ntq
rdquhbdr `mc sgd nsgdq roddbg nm ntq ok`senql¯suggests that content moderation decisions ultimately vary 
by country according to the pressures they face from national governments.  

Also responding to queries from Amnesty International, Google wrote:  

Google evaluates government requests for removal of content against human rights standards, 
and we take several measures to narrow requests, consistent with the GNI Principles. We have 
designed a methodological approach to decision-making that includes consideration of whether 
the content: violates existing community guidelines; clearly violates local law; and involves a 
matter of public interest. When we remove content, we take the least restrictive approach to 

                                                                                                                                                        

115 Fnnfkd Sq`mro`qdmbx Qdonqs+ ®Fnudqmldms qdptdrsr sn qdlnud bnmsdms¯+transparencyreport.google.com/government-
removals/overview?removal_requests=group_by:requestors;period:&lu=removal_requests 
116 Response letter from Facebook to Amnesty International, 20 November 2020, on file with Amnesty International. 
117 Commentary to Principle 11 of the UN Guiding Principles on Business and Human Rights (UNGPs). 
118 Response letter from Facebook to Amnesty International, 20 November 2020, on file with Amnesty International. 
119 Response letter from Facebook to Amnesty International, 8 September 2020, on file with Amnesty International. 

https://transparencyreport.google.com/government-removals/overview?removal_requests=group_by:requestors;period:&lu=removal_requests
https://transparencyreport.google.com/government-removals/overview?removal_requests=group_by:requestors;period:&lu=removal_requests
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removal by blocking it in the relevant jurisdiction, while still making it available in other 
jurisdictions globally. We source local speaking agents to review each URL, review these videos 
`f`hmrs XntStad­r Bnlltmhsx Fthcdkhmdr `mc drs`akhrgdc kdf`k bqhsdqh`+ s`jd ld`rtqdr sn
identify and minimize the restrictions on political speech, and deploy government affairs and 
policy experts to maintain a line of communication with the government.120  

Google further explained that it requires that: 

[S]pecific URLs be submitted by the government with associated rationale under local law and 
specific timestamps highlighting the aspect of the video that they believe violates local law. For 
removal requests that are not specific enough or lack supporting evidence, we request for more 
details to be sent before taking any sort of decision £ Fnnfkd drs`akhrgdc ` sd`l ne Uhdsm`ldrd
speaking content review agents as a direct response to the large volume of requests coming from 
the government in Vietnam and to ensure that each URL submitted by the government was 
reviewed individually and carefully. These reviewers are trained on our policies including when and 
how to escalate to ensure that freedom of expression and GNI Principles are considered in each 
review £ Ntq sd`lr `m`kxyd d`bg TQK tmcdq sgd knb`k k`vr+ s`jhmf hmsn rodbh`k bnmrhcdq`shnm bkd`q
cases of political speech with public interest and highlighting these cases for internal escalation 
and potential pushback for more clarification.121 

While it is welcome that Google requires government agencies to provide specific URLs along with detailed 
hmenql`shnm qdf`qchmf `kkdfdc uhnk`shnmr ne knb`k k`v+ sgd bnlo`mx­r nakhf`shnm sn qdrodbshuman rights is not 
fulfilled simply by ensuring that freedom of expression hr ®bnmrhcdqdc¯during each review. Rather, according 
to the UNGPs, companies have a responsibility to fully respect the right to freedom of expression, as defined 
by international human rights law, in their decisions and actions.122 

3.3 SILENCED: CONTENT RESTRICTIONS WITHOUT 
NOTIFICATION 
Amnesty International documented a pattern of alleged content restrictions without notification by 
interviewing eight human rights defenders and activists who reported that their Facebook posts related to 
human rights or politics disappeared from their pages without receiving any notification. Some 
illustrative cases are included in this section, though Amnesty International was unable to verify 
individual claims of posts having been removed without notification, as in such cases there is no trace of 
the posts in question having existed.  

As to whether it notifies users of content restrictions that are based on local law, Facebook says: 

We provide notice to people when we restrict something they posted based on a report of an 
alleged violation of local law, and we also tell people when they try view [sic] something that is 
restricted in their country. We provide this notice except where legally prohibited or when 
technical constraints prevent us from doing so.123  

Facebook does not detail what kind of legal prohibitions or technical constraints prevent the company from 
providing notice of content restrictions. And while Facebook also restricts content that is deemed to violate 
its Community Standards, such restrictions are meant to be accompanied by a notification and an 
opportunity to appeal, according to Facebook policies. 

Truong Chau Huu Danh is a well-known freelance journalist in Viet Nam. He focuses on issues such as 
allegations of corruption, social justice, and allegations of abuse of power by government officials. He 
uses his personal Facebook account, which currently has almost 150,000 followers, to publish his work. 
Thousands of people interact with his posts daily Sqtnmf Bg`t Gtt C`mg­r oqnehkd v`r udqhehdd by 
Facebook ± a status granted to prominent public figures.124    

                                                                                                                                                        

120 Response letter from Google to Amnesty International, 7 September 2020, on file with Amnesty International. 
121 Response letter from Google to Amnesty International, 7 September 2020, on file with Amnesty International. 
122 Commentary to Principle 11 of the UNGPs. 
123 Facebook Transparency Report July-December 2018, ®Content Restrictions Based on Local Law̄, 
transparency.facebook.com/content-restrictions/jul-dec-2018.  
124 Facebook profile of  Truong Chau Huu Danh, www.facebook.com/huudanh.truong.5 . 

https://transparency.facebook.com/content-restrictions/jul-dec-2018
https://www.facebook.com/huudanh.truong.5
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Between 26 March and 8 May 2020, Truong Chau Huu Danh posted hundreds of pieces of content on 
his Facebook account focusing on two issues: the ban on rice exports and the death penalty case of Ho 
Duy Hai. Truong Chau Huu Danh told Amnesty International that he noticed that these posts had been 
removed without notification in June. ®Sgdx itrs chr`ood`qdc+ `kk ne sgdl+ gtmcqdcr ne onrsr hm snsal, and 
H chc mns qdbdhud `mx mnshehb`shnm¯+ gd dwok`hmdc-125  Because he received no notification, Truong Chau 
Huu Danh could not appeal against any decision to remove this content. 

La Viet Dung uses his Facebook account to expose human rights violations and discuss matters of public 
interest, such as allegations of corruption and the South China Sea territorial dispute.126 He told Amnesty 
International that he tried to post a video about the Dong Tam incident (see further information below) on 2 
May 2020, but that the video was immediately removed, allegedly without notification. La Viet Dung told 
Amnesty International that the video was immediately removed each subsequent time he tried to upload it 
before the ninth attempt, when it remained on his Facebook. He told Amnesty International that he did not 
understand why he could only post on the ninth attempt, but that he believed the treatment of his posts was 
arbitrary.127 

La Viet Dung also told Amnesty International that some of his Facebook friends who shared the video from 
his profile received notifications from Facebook saying that they had rg`qdc ®uhnkdms bnmsdms¯ `mcthat 
Facebook would therefore qdrsqhbs sgdhq `bbntmsr- Gd snkc @lmdrsx Hmsdqm`shnm`k9 ®Sgd cdbhrhnm sn qdlnud sgd
video from my Facebook account was arbitrary ... I suspect that Facebook is coordinating with the 
Vietnamese government to silence dissent.¯128   

K@ UHDS CTMF­RNINTH ATTEMPT TO REPOST INFORMATION ABOUT THE DONG TAM INCIDENT ON FACEBOOK 

 

Sq`mrk`shnm9 ®8sg `ssdlos `esdq E`bdannj cdkdsdc sgd
previous posts: I have found out that Facebook 
arbitrarily removed this video without giving me any 
notification. I have always tried to learn and follow 
Facebook's community standards, however, removing 
content without notification is too egregious, there is no 
standard allowing them to do that.  

®Gnvdudq+ sgdqd hr nmd fnnc sghmf `ants sghr+ sgd e`bs
that Facebook removed this video shows that "this 
account doesn't belong to me", so when police ask 
whether this is my Facebook account, I will not admit 
anything, because if Facebook can just remove anti-
state contents as they wish, then they can also post 
anti-state content in order to put me in danger. 

®Rnld onhmsr sn oqnuhcd bnmsdms ne sgd uhcdn9 Sgd
killing of Mr. Kinh is revenge for the resistance of 
people of Dong Tam, it also sent a threat to whoever 
dares to oppose the Communist Party. The communist 
regime always accuses those opposing them as 
terrorists, however, the only terrorist group in this 
country is the Communist P`qsx hsrdke-¯ 

In April, after Facebook announced its new policy on content moderation in Viet Nam, Trinh Ba Phuong and 
Trinh Ba Tu scrolled through their Facebook timelines in order to check whether information they had 
shared about the Dong Tam incident was still there. However, they told Amnesty International that all content 
related to this incident had been removed without their knowledge and without notification. The two then 
posted on their Facebook accounts to announce what they found and encouraged other activists to check if 
they also had had their content removed without notification.  

Before his arrest, Trinh Ba Phuong told Amnesty International: ®Facebook has contributed to the making of a 
new era in Viet Nam. Our society has changed dramatically in the past six years because people can now 
access information to which they never had access in the past. I understand that Facebook has to care 

                                                                                                                                                        

125 Amnesty International telephone interview with Truong Chau Huu Danh, 2 July 2020. 
126 Facebook account of La Viet Dung, www.facebook.com/lavietdung. 
127 Amnesty International telephone interview with La Viet Dung, 19 June 2020. 
128 Amnesty International telephone interview with La Viet Dung, 19 June 2020. 

Sgd sdws ne K` Uhds Ctmf­r mhmsg `ssdlos `s ` E`bdannj onrs sg`s
included a video related to the Dong Tam incident (supplied)  

https://www.facebook.com/lavietdung
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about profit, but I wish that Facebook could also maintain its operation in Viet Nam and continue to provide 
our people a platform where we can express ourselves freely. As for me, I will not back down even if I have to 
go to prison.¯129 

Nguyen Van Trang also told Amnesty International that he noticed content removals without any 
notification  around June 2020. He explained: ®Vgdm H sqhdc sn ehmc lx nkc onrsr+ H b`m­s ehmc sgdl
anymore. They are being removed without my knowledge.¯130   

While the precise circumstances of each reported hmrs`mbd ne bnmsdms ¬chr`ood`q`mbd­ hr hlonrrhakd sn
analyze, Amnesty International understands that only the original poster of content which is restricted 
subject to local legal restrictions receives a notification from Facebook. In other words, users who use 
sgd ¬rg`qd­ atssnm to publish content from other accounts or pages do not currently receive notifications 
if the  original content was restricted pursuant to local law.  

CASE STUDY: THE DONG TAM INCIDENT 
The Dong Tam incident refers to an infamous confrontation between villagers and security forces on 9 
January 2020, when approximately 3,000 security officers from Ha Noi raided Dong Tam village in a land 
chrotsd sg`s adf`m hm 1/06- Sgd `tsgnqhshdr g`c oqnonrdc qd`kknb`shmf uhkk`fdqr­ k`mc sn lhkhs`qx-run 
telecommunications company Viettel, whose CEO at the time was the current Minister of Information and 
Communications, Nguyen Manh Hung. Security forces killed the 84-year-old village leader in a confrontation 
in which three police officers were also killed. Twenty-nine villagers were arrested and later found guilty of a 
range of offences on 14 September in a trial marred by allegations of torture and violations of fair trial rights. 
Brothers Le Dinh Chuc and Le Dinh Cong received death sentences after being convicted for murder.  

The Dong Tam incident sparked a national outcry in Viet Nam at the time, and Facebook was the main 
platform where public debate took place. The government reacted with a nationwide crackdown on online 
expression. Amnesty International received reports from human rights defenders and activists across the 
country who were subjected to content restrictions on Facebook following the incident.131 In addition to the 
widespread restrictions on content shared on social media, many activists were arrested for seeking to share 
information online.  

Amnesty International has documented the cases of six prisoners of conscience currently imprisoned for 
online expression related to the Dong Tam incident. Details of these cases ± along with all 69 prisoners of 
conscience in Viet Nam detained for the peaceful exercise of their right to freedom of expression online ± 
can be found in Annex A. 

Amnesty International received reports from more than a dozen human rights defenders and activists who 
experienced content restrictions on Facebook during the height of social media coverage of the Dong Tam 
incident. Some reported that their Facebook livestream function was disabled, while many others reported 
being subjected to geographic content or profile restrictions. 

Media outlets also suffered content restrictions. The YouTube channel of the Vietnamese service of Radio 

Free Asia (RFA), which has half a million subscribers, incurred a restriction from YouTube on the grounds of 

violating community guidelines. These restrictions were allegedly caused by the cyber-troop battalion (as 

discussed in Chapter 4), which reportedly flooded Facebook and YouTube with complaints about certain 

posts by individual users and independent media outlets. The state-run news outlet Ha Noi Moi reported that 

a representative of the Ministry of Information and Communications praised YouTube for its quick responses 

to requests from the Vietnamese authorities after the clashes at Dong Tam. The same representative 

k`la`rsdc E`bdannj enq ®qd`bshmf udqx rknvkx `mc atqd`tbq`shb`kkx¯-132 

The Special Rapporteur on freedom expression has reported that activists globally have complained of 
suffering content restrictions without notification.133 According to the Special Rapporteur: ®Transparency and 
notifications go hand in hand: robust operational-level transparency that improves user awareness of the 
ok`senql­r `ooqn`bgdr sn bnmsdms qdlnu`kr `kkduh`sdr sgd oqdrrtqd nm mnshehb`shnmr hm hmchuhct`k b`rdr+ vghkd

                                                                                                                                                        

129 Amnesty International telephone interview with Trinh Ba Phuong, 11 February 2020. 
130 Amnesty International interview with Nguyen Van Trang, 9 July 2020. 
131 @lmdrsx Hmsdqm`shnm`k+ ®Uhds M`l9 @qqdrsr `mc rnbh`k ldch` bq`bjcnvm enkknvhmf cd`ckx bk`rgdr nudq k`mc¯+ 05 I`mt`qx 1/1/+
www.amnesty.org/en/latest/news/2020/01/viet-nam-arrests-social-media-crackdown-deadly-clashes-land/  
132 Hanoimoi, Bԍ Thông tin và Truyԁn thông: Không thԂ kiên nhӶn nԀu Facebook không tuân thԛ pháp luӷt ViԄt Nam, 11 January 2020, 

www.hanoimoi.com.vn/tin-tuc/Xa-hoi/955313/bo-thong-tin-va-truyen-thong-khong-the-kien-nhan-neu-facebook-khong-tuan-thu-phap-luat-
viet-nam   
133 Rodbh`k Q`oonqsdtq­r Qdonqs sn sgd GQB+ TM Cnb- @.GQB.27.24+ o`q`- 26- 

https://www.amnesty.org/en/latest/news/2020/01/viet-nam-arrests-social-media-crackdown-deadly-clashes-land/
http://www.hanoimoi.com.vn/tin-tuc/Xa-hoi/955313/bo-thong-tin-va-truyen-thong-khong-the-kien-nhan-neu-facebook-khong-tuan-thu-phap-luat-viet-nam
http://www.hanoimoi.com.vn/tin-tuc/Xa-hoi/955313/bo-thong-tin-va-truyen-thong-khong-the-kien-nhan-neu-facebook-khong-tuan-thu-phap-luat-viet-nam
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weaker overall transparency increases the likelihood that users will be unable to understand individual 
qdlnu`kr hm sgd `ardmbd ne mnshehb`shnmr s`hknqdc sn rodbhehb b`rdr-¯134 

                                                                                                                                                        

134 Rodbh`k Q`oonqsdtq­r Qdonqs sn sgd GQB+ TM Cnb- @.GQB.27.24+ o`q`- 26- 
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3.4 VANISHED: PROFILE BLOCKING  

®H v`ms E`bdannj `mc nsgdq bnlo`mhdr sn qdrodbs sgdhq
users. I want them to respect the right to freedom of 
dwoqdrrhnm `mc sgdhq trdqr­ gtl`m qhfgsr- H v`ms sgdl sn
qdetrd sn bnlokx vhsg sgd Uhdsm`ldrd `tsgnqhshdr­ bq`bjcnvm
nm hmcdodmcdms unhbdr-¯ 
Duong Van Thai, Vietnamese online activist135 

Bui Van Thuan is a former high school chemistry teacher 
who began using Facebook in 2015 to express his opinions 
about political and social issues including allegations of 
corruption.136 He told Amnesty International that he believes 
social media is essential for the promotion of human rights in 
Viet M`l9 ®It not only allows me to express my opinion, 
which is very important, but also helps connect people, 
sharing knowledge and information and ultimately improve 
odnokd­r `v`qdmdrr ne sgdhq qhfgsr-¯137 

As Bui Van Thuan became more engaged in online activism, 
he turned his attention to topics that were more politically 
sensitive such as the internal affairs of the CPV and political 
disputes at local governments in different provinces.  

According to Bui Van Thuan, thousands of people liked and 
shared each of his posts.138 However, towards the end of 
2019, he started receiving notifications from Facebook 
informing him that his posts had been removed from 
Facebook ctd sn ®kdf`krequirements̄ - 

In January 2020, having followed the land dispute in Dong 
Tam since 2017, Bui Van Thuan used his Facebook profile to 
inform the public of the impending police operation on the 
village after he had received photos of police surrounding the 
area a few days prior to the incident. He also updated his Facebook profile about the situation on the ground 
during the conflict. Apparently as a result, on 8 January he received a notification (pictured, above right) that 
r`hc9 ®Ctd sn kdf`k qdpthqdldmsr hm xntq bntmsqx+ we have restricted access to your profile on Facebook. This 
means that other people in your country cannot see your profile, and may not be able to interact with you 
over Messenger-¯  

Ath U`m Sgt`m­r E`bdannj `bbntms v`s made invisible to Facebook users in Viet Nam. No one in the 
country, including his Facebook friends and followers, could see his page. And though he could still use his 
Facebook and see other people, he could not interact with anyone if they were in Viet Nam.  

                                                                                                                                                        

135 Amnesty International interview with Duong Van Thai, 7 July 2020. 
136 Facebook profile of Thuan Van Bui, www.facebook.com/tienlen.01.02.1990  
137 Amnesty International telephone interview with Bui Van Thuan, 24 June 2020.  
138 Amnesty International telephone interview with Bui Van Thuan, 24 June 2020. 

Notification sent by Facebook to Bui Van Thuan stating that his Facebook profile had 
been restricted in Viet Nam due to local legal requirements. Screenshot supplied. 

https://www.facebook.com/tienlen.01.02.1990
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E`bdannj­r qdokxto Bui Van Thuan after he submitted an appeal against his account blockage. Screenshot supplied. 

Bui Van Thuan appealed the decision to Facebook. In response to his appeal, Facebook responded as 
follows:  

Vd g`ud bk`qhehdc sg`s xnt cnm­s ldds sgd qdpthqdldmsr sn trd E`bdannj- He xnt vhrg sn kd`qm
lnqd `ants E`bdannj­r onkhbhdr+ okd`rd qd-qd`c E`bdannj­r Qhfgsr `mc Qdronmrhakx rs`sdldms9
https://www.facebook.com/legal/terms/?ref=cr  

Unfortunately, due to security and confidentiality reasons, we cannot provide further 
information to explain as to why we deactivated your account. We appreciate your 
understanding since this is our final decision. 

There is no clear policy basis for such geographic profile blocking fqntmcdc hm E`bdannj­s community 
standards. As part of its transparency reporting, Facebook states: ®We may disable Instagram or Facebook 
accounts for repeat or severe violations. This means th̀s sgd `bbntms hr mn knmfdq uhrhakd `mc hsr nvmdq b`m­s
knf hm-¯139 However, there is no mention of profiles being blocked within a specific country. Cases such as 
Ath U`m Sgt`m ghfgkhfgs sgd k`bj ne sq`mro`qdmbx sg`s qdl`hmr qhed hm E`bdannj­r sqd`sldms nehuman rights 
defenders and activists who use its platform in Viet Nam. Bui Van Thuan expressed his frustration at 
E`bdannj­r cdbhrhnm9®Hs hr rn eqtrsq`shmf+ lnqd eqtrsq`shmf sg`m g`uhmf lx E`bdannj `bbntms odql`mdmskx
terminated because it is like you are living, but invisible to everyone.¯ 140  

In its latest Transparency Report covering January - June 2020 Facebook revealed, without providing further 
explanation, that upon a ®qntshmdreview̄  of their actions they had determined that they had ®restricted 
access to 14 profiles in error̄ `mc g`ud rhmbd ®corrected these mistakes and restored access to the profiles 
within Vietnam̄ -141  

The decision to block Ath U`m Sgt`m­r profile had serious personal, political and economic consequences 
for him. He told Amnesty International that he lost his teaching job in 2017 due to coercion on his employer 
from the police in retaliation for his activism ± a common tactic used to apply maximum pressure on human 
rights defenders and their families in order to force them to give up their activism.142 Bui Van Thuan then 
returned to his home town and became a farmer, and he relied on Facebook to sell agricultural goods that 
ghr e`lhkx oqnctbdc- Vgdm E`bdannj aknbjdc ghr `bbntms+ Ath U`m Sgt`m­r btrsnldqr bntkc mn knmfdq rdd

                                                                                                                                                        

139 E`bdannj+ ®Tmcdqrs`mchmf sgd Bnlltmhsx Rs`mc`qcr Dmenqbdldms Qdonqs¯+transparency.facebook.com/community-standards-
enforcement/guide 
140 Amnesty International telephone interview with Bui Van Thuan, 24 June 2020. 
141 Facebook, Transparency, Content Restrictions, Vietnam, transparency.facebook.com/content-restrictions/country/VN 
142 Amnesty International telephone interview with Bui Van Thuan, 24 June 2020. 

https://www.facebook.com/legal/terms/?ref=cr
https://transparency.facebook.com/community-standards-enforcement/guide
https://transparency.facebook.com/community-standards-enforcement/guide
https://transparency.facebook.com/content-restrictions/country/VN
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his pqnctbsr `mc ok`bd nqcdqr- ®Lx atrhmdrr g`r addm e`s`kkx c`l`fdc- Mn nmd b`m rdd vg`s H onrs `mc
therefore I cannot sell anything,¯ Ath U`m Sgt`m dwok`hmdc-143  

On 17 July 2020, Amnesty International wrote to Facebook and asked for an explanation for the geographic 
qdrsqhbshnmr nm Ath U`m Sgt`m­r E`bdannj `bbntms. Ath U`m Sgt`m­r account was restored without 
notification on 17 September 2020.144  

On 24 June 2020, land rights activists Trinh Ba Phuong and Trinh Ba Tu were arrested by police and 
bg`qfdc vhsg ®making, storing, or spreading information, materials or items for the purpose of opposing the 
State of the Socialist Republic of Viet Nam¯ tmcdq @qshbkd 006 ne sgdCriminal Code after they reported 
extensively on the Dong Tam incident.145 Their Facebook accounts have disappeared since their arrests. On 
17 July, Amnesty International wrote to Facebook and asked for an explanation for the disappearance of the 
o`hq­r E`bdannj `bbntmsr. In a written response to Amnesty International sent on 20 November 2020, 
Facebook stated that they could not discuss individual cases due to privacy obligations. 

Duong Van Thai is a freelance journalist and a member of the Vietnam Independent Journalists Association. 
He is currently seeking political asylum in Thailand due to fear of arrest in Viet Nam. He has long relied upon 
Facebook and YouTube to disseminate his opinions and research on political issues, corruption and human 
rights in Viet Nam.146 

After being allowed to visit his family for the Tet national holiday following his arrest and detention by the 
Ministry of Public Security in Ha Noi in early 2019, Duong Van Thai fled to Thailand and soon after noticed 
that both his Facebook and email accounts were the subject of hacking attempts.147 Then, in March 2019, 
his Facebook account with over 83,000 followers was suspended by Facebook. Thai reached out to 
Reporters Without Borders (RSF), who advocated with Facebook on his behalf, after which his account was 
restored. The restoration was short-lived, however: in September 2019, Duong U`m Sg`h­r `bbntms v`r etkkx
deactivated without explanation and he has been unable to recover it since.148 

Duong Van Thai estimates that he has attempted to create more than 300 Facebook accounts since then, 
none of which has survived for more than two weeks. He told Amnesty International that the most recent 
account suspension occurred in June 2020.149 He told Amnesty International that Facebook provides him 
with an option to appeal or verify the accounts after they are suspended, but even after he ®enkknvZr\ l`mx
rsdor sn oqnuhcd etqsgdq hmenql`shnm+ hmbktchmf fhuhmf lx HC¯+ gd rshkk ®mdudq qdbdhudc `mx `mrvdq ̄from 
Facebook.150  

3.5 RESTRICTIONS ON INDEPENDENT MEDIA 
Facebook has not only implemented censorship on individual Vietnamese users, it has also applied 
restrictions on the Facebook pages of independent and critical media outlets. Viet Nam maintains strict 
media censorship both on± and offline, with independent and critical media websites generally blocked. 
Several of these blocked outlets nonetheless maintain popular social media pages in Viet Nam. However, 
these pages have also increasingly been the target of censorship.  

Radio Free Asia (RFA) is an US-based news outlet known for covering Vietnamese domestic political news. 
After its website was blocked, RFA moved most of its Vietnamese content to Facebook in order to continue 
reaching Vietnamese audiences, and its Facebook page had more than 1.6 million followers as of October 
2020, making it one of the most followed Vietnamese-language news outlets on Facebook.151  

                                                                                                                                                        

143 Amnesty International telephone interview with Bui Van Thuan, 24 June 2020. 
144 Amnesty International telephone interview with Bui Van Thuan, 24 June 2020. 
145 Q`chn Eqdd @rh`+ ®Uhdsm`l @qqdrsr Entq Enq Rg`qhmf Hmen nm Cnmf S`l Onkhbd Q`hc¯+ 13 Itmd 1/1/+
www.rfa.org/english/news/vietnam/dong-tam-06242020181006.html 
146 Amnesty International interview with Duong Van Thai, 7 July 2020. 
147 Amnesty International interview with Duong Van Thai, 7 July 2020. 
148 Amnesty International interview with Duong Van Thai, 7 July 2020. 
149 Amnesty International interview with Duong Van Thai, 7 July 2020. 
150 Amnesty International interview with Duong Van Thai, 7 July 2020. 
151 E`bdannj+ īúh Û Bgüt S ֔Do, www.facebook.com/RFAVietnam/ 

https://www.rfa.org/english/news/vietnam/dong-tam-06242020181006.html
https://www.facebook.com/RFAVietnam/
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Screenshot from QE@ Uhds M`l­r E`bdannj o`fd. Photo credit: Radio Free Asia, Facebook giԏi hӱn truy cӷp 5 bài viԀt cԛa RFA chԅ trong 4 tháng!, 13 July 2020 
 

On 13 July 2020, RFA reported that between April and July 2020 ± the period following the announcement 
ne E`bdannj­s new content moderation policy in Viet Nam ± Facebook had placed geographic restrictions on 
five of its posts, thereby blocking them from being seen in Viet Nam. The restrictions began in April when 
Facebook blocked one article on COVID-19 policy in Viet Nam. In May, Facebook restricted two further 
articles covering the BOU­r internal political developments, as well as another on the death penalty case of 
Ho Duy Hai. In July, another two articles were restricted, each concerning political developments in Viet 
Nam. According to RFA, thdrd qdrsqhbshnmr vdqd itrshehdc ax E`bdannj nm sgd a`rhr ne ®knb`k kdf`k
qdrsqhbshnmr¯- E`bdannj chc mns oqnuhcdRFA with any detailed explanation as to why exactly these particular 
posts were restricted.152 

 

 

 

 

                                                                                                                                                        

152 Radio Free Asia, Facebook giԏi hӱn truy cӷp 5 bài viԀt cԛa RFA chԅ trong 4 tháng!, 13 July 2020, 

www.rfa.org/vietnamese/in_depth/facebook-restricts-access-to-5-rfa-posts-in-just-4-months-
07132020152632.html?fbclid=IwAR3N15DhaUzLetqIRu99eeZPVj93RoCuWv0rRYWY0n4zamthMh6Oz6bmdcc  

https://www.rfa.org/vietnamese/in_depth/facebook-restricts-access-to-5-rfa-posts-in-just-4-months-07132020152632.html?fbclid=IwAR3N15DhaUzLetqIRu99eeZPVj93RoCuWv0rRYWY0n4zamthMh6Oz6bmdcc
https://www.rfa.org/vietnamese/in_depth/facebook-restricts-access-to-5-rfa-posts-in-just-4-months-07132020152632.html?fbclid=IwAR3N15DhaUzLetqIRu99eeZPVj93RoCuWv0rRYWY0n4zamthMh6Oz6bmdcc



































































