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EXECUTIVE SUMMARY

®H v nt kcall ok Fagebdookstanstop cracking down on accounts that circulate political content. That is

sgd udgx a'rhb ghfgs ne sgd odnokd+  gtl " m qhfgsr cdedmc
after content critical of the Viethamese government that lpwsted on Facebook was removed by the

company in mid-2020.*

Like many Vietnamese human rights defenderdiguyen VanTrang relies primarily on his social media
platforms to share news and information related to politiesd human rights in Viet Nam? His Facebook
account has approximately eight thousand friends and followers, and he manages three Facebook pages
that have more than one million followers in total.

®H g ud knrs e hsg hm E bdannj+ rn H cnm-sgowings | tbg ~ mx
your Facebook account, posting and writing about your passion for democracy, but then in one easy act,

Facebook just erases all the work you have done over the years. That really discouraget iguyen Van

Trang explained ®Ve have been strippd of our ability to express our opinions. Our ability to reach the

public is now very limited

On 21 April 2020, Facebook announced a major shift in its content moderation policy in Viet Nadnder

this policy, it has increasinglycomplied withthe Vietn | dr d ~t sgnghshdr - gdoqdrrhud bdmr
expression deemed critical of the statt Facebookhasdisclosed thatit™ f gqddc sn ®r hf mhehb  mskx h
bnl okh>mbd vhsg qdptdrsr eqnl s gds Ubhnestm ViettNanmdafter n ud g ml d ms
concerted pressure from the Vietnamese authorities, including an enforced slowdown of Facebook services

within the country? The Vietnamese government routinely deems peaceful and legitimate criticism of the
government or informationrels dc sn gtl " m ghfgssd atdddm sg®f mghsghr sxo
expression is protected under international laws and standaréls.

The decisionby Facebookmay have farreaching global consequencesas other repressivegovernments

around the world maynow seek to apply a similar strategy by forcing Facebook and other technology

companies to restrict online expressiorAs me industry observernoted® Gnv Fnnf kd ~mc E bdannj ¢
with VietNam could offer clues to how they will protect user privacy andahdle calls for censorship in other

"tsgnghs gh " m gdf Al dr “gntmc sgd vngkc- "

E ° b d a detigionlmas marked a sea change in the social media landscape in Viet Nam. Once the great

hope for the expansion ofreedom of expressiorin the country, social mediaplatforms are fast becoming

human rightstfree zones, where any peaceful dissent or criticism of the Viethamese government is liable to

be censored and where users seefig to post such content face the risk of beinguspendedor otherwise

barredfrom the platforms.E~ bdannj -r k> sdr s Sq  mrthe fijsdsindextre@adlediisgs nm Uhds
onkhbx ne hmbgd rdc bnlokh  mbd vhsg «dfdsaglimpsmiol drd "t sgn

1 Amnesty Internationalnterview withNguyen Van Trang, 9 July 2020.
2 Amnesty Internationainterview with Nguyen Van Trang, 9 July 2020.

31 "1l dr Od grnm+ ®Dwbktrhud9 E bdannj ° ffrddtcq Rduterba1lmprih2200 nr sr ~esdqg Uhdsm’ |
uk.reuters.com/article/ukvietnam-facebookexclusive/exclusivefacebookagreedto-censorposts-after-vietnam-slowedtraffic-sources

iIJUKKCN2232K3' gdgdhm  esdqg9 | - Od qrnm+ ®Dwbktrhud9 E bdannj ~fqgddc sn bdmrng (
41 - Od grnm+ ®Dwbktrhud9 E bdannj ~fgddc sn bdmrng"

5 JohannesburgPrinciples on National Security, Freedom of Expression and Access to Information (Johesiburg Principles), Principle 7,
http://www.article19.org/data/files/pdfs/standards/joburgprinciples.pdf

6V xmd L+ ®E bdannj "mc Fnnfkd A"k > mbd Annl hhefinfoAatiomhl® ®ecember hsg Bdmr nqr gho
2019, www.theinformation.com/articles/faceboeknd-googlebalance-boomingbusinesswith-censorshippressurein-vietnam (hereinafter:

V- L +a®E] bdmc Fnnf kd (-
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the scale of this shift, revealing 3% increase in content restrictions based on local law as compared with
the previous reporting period.

Vietnamese YouTube users have also complained of increasing censorship of content which is deemed

sensitive by the Vietnamese authorities. One human rightsfdader and YouTuber, An*, told Amnesty

International:® X n t Sgtrgiry to prevent people from telling the truth, even when people are just reporting

factE Sghr “~eedbsr dudgxnmd hm rnbhdsx+® hmbktchmf uhbshlr n

An* described © Amnesty Internationahow the increasing restrictions imposed by technology companies at

the behest of the Vietnamese authoritiegre having a chilling effect on the right to freedom of expression in

Viet Nam, whichin turn is havinga major impact on the promotion and protection of human rights in the

country: ®t is unjust. It is impacting the people who are advocating for democracy and human rights in Viet

Nam. Now we have to selb d mr Ang teld Amnesty International® S g d x Id mogrestrict content that

expresses the truth. Once they do that, they just become a tool for the government to control information and

d wo g d P $pkaking-on behalf of other Viethamese human rights defenders who have been silenced, her
messagetotbt g mnknf x bnl o > mhdr nodg shmf h#i Uhds M| v r bkd g

This report+ based on interviews with 3 Viethamese human rights defenders and activists, including former
prisoners of conscience and their family members, lawyers, journalists andters + documents the
systematic repression of the right to freedom of expression online in Viet Nanreltealsthe persecution
harassment and abuse of human rights defenders and activists engaged in online expression by the
Vietnamese authorities and aalyzes the increasingly complicit role of technology giants Facebook and
Google in the censorship of peaceful dissent and expression in the country.

Sgd ghfgs sn egqgddcnl ne dwogdrrhnm hr ft g msddc ax Uhds
on Civil and Political Rights (ICCPR), which Viet Nam has ratifi@ithe UN Human Rights Council has

affirmed that the same rights people have offline must also be protected online, and that states should create

"mc | hms > hm "~ m ®dm  ddthenehjoymemtkohhomaan rihntdt Nopetheléss, thaere are

I t kshokd needmhtdminal Rade, sughdisAtlicles Mg apa 331, that empower the authorities

to prosecute people for engaging in the legitimate exercise of their right to freedohexpression online

Companiest including Facebook and Google: have a responsibility to respect all human rights wherever

they operate, including throughout their operations and supply chains. According to international human

rights standards, Facebooland Google shouldespectfreedom of expressiorin their content moderation

decisions globally, regardless of the existence of local latisit muzzle freedom of expressioriWhile

companies sometimes point to the difficulties posed by conflicting obligat®ander local and international

legalstandards, they should beguided by the UN Guiding Principle on Business and Human Rights, which

state: ®he responsibility to respect human rights is a global standard of expected conduct for all business

enterprisesv gdgqdudg sgdx nodq sd- Hs dwhrsr hmcdodmcdmskx ne R
own human rights obligations and does not diminish those obligations. And it exists over and above

compliance with national laws and regulations proténg human rights™*?

This report reveals that Facebook and Googj#ay an increasinglyprominent and complicit role in the
Uhds m™ | dr d systenmti représsidm df freedom of expressiamline in Viet Nam. Amnesty
International interviewed 13 Vietnamese human rights defendeasd activistswho have had their social
media content censored even thougkthe contentthey postedwas protected under international human
rights law.

The increasing censeship of political expression on social media in Viet Nam is occurring against a
backgroundin which the rapid expansion of internet access has profoundly changed Vietnamese society and
opened up unprecedented space for the free exchange of information amtkas, including on human rights
and political issues.In the context of strict censorship applied to all forms afaditional publication in Viet

Nam, the internet has become a key source of independent news and informationwhich people can raise
their voices expressopinionsand engage in political debate.

7 Facebook Transparency, Content Restrictions, Vietnarnransparency.facebook.com/contentestrictions/country/VN

8 Amnesty Internationainterview withAn (pseudonym), 9 July 2020.

9 Amnesty Internationainterview with An (pseudonym), 9 July 2020.

10 Amnesty Internationainterview with Nguyen Van Trang, 9 July 2020.

11 UN Human Rights Council,The promotion, protection and enjoyment of human rights on tHaternet, UN Doc: A/ HRC/38/L.10/Rev.1
(2018).

12 Commentary to Principle 11 of th&JN Guiding Principles on Business and Human RightdUNGPs.
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@ Sqhmg A" Ogtnmf+ °~ k> mc qhf gheinterhebmdhmatieregeryonsan k ¢ @ mdr s x
journalist and every Facebook page now becomes a news outlet. The government can no lohgte their
vgnmf cnhmf egnl sgd otakhb+ vghbg vhkk tk%hl sdkx aqghmf

But the story of social media in Viet Nam is not only about expanded space for freedom of expressidris

big business too. Viet Nam has become a highly lucrative market for international technology companies.
According to industry experts, it is now the biggest country by revenue for Facebook and Google in Southeast
Asia¥Hm 1/ 07+ E > bdannj -r h m$lilich + @mostlone thinddfall reveriue frord * g d ¢
Southeast Asia. Google earneddS$475 million in Viet Nam during the same period, primarily based on

YouTube advertising® The size of these profits underlines the importance of maintaining market access for
Facebook and Google in Viet Nam. Increasingly, however, it must be asked: market access at what cost?

Whilethe internet has provided an unprecedented opportunity for the Vietnamese people to express and
exchange political opinions, it has also left useet increasedrisk of harassment, intimidation, physical
assault and prosecutiorby state authorities bent on eliminating dissentn addition to the content

censorship implemented by technology companies, this report documents how human rights defendemd a
activists in Viet Namt as well astheir families+ face significant threats to their freedom and safety due to
their online activism. On the morning 080 August 2018, Nguyen Ngoc Anh,an aquatic engineer and
prominent human rights defender engaged inline activism, was arrested shortly after leaving his home in
Ben Tre province.Shortly after his departure, dozens of police officers and local militia members broke into
his housein search of® * fhsntu d g ml d ms andbedah shontng ahis wife, terrifying their three
yearold sonl®

Because ofhis Facebook activityNguyen Ngoc Anh was charged under Article 117 of the 2016riminal

Codee ngq ®I ° j h onbpteadinginfogriatioh, materials or itemdor the purpose of opposing the State

of the Socialist Republic of VieN™ | — + ° thltds naj ih compliancewithUhds M | -r hmsdgm  shnm’
human rights obligations’” In June 2019, he was sentenced to six years in prisohlguyen Ngoc Anh case

exemplifies the harstrepressionfaced bybloggers,human rights defenders and online activists in Viet Nam

in the digital era.

Viet Namtodayis one of the most repressive environments in the world with regards to freedom of
expression online At the time of publication Amnesty International reognized atleast170 prisoners of
conscienceimprisoned in Viet Nam, the highest numbesince Amnesty International began monitoring
prisoners of conscience in the country. ong this number, 69 are imprisonedon the basis ofthe peaceful
exercise of their right to freedom of expression online (see Annex Anong the 27 prisoners of conscience
newly imprisoned in 2020, 21(78%) weretargeted on the basis of online expression.

This report documents the experiences of dozens dietnamese human rights defenders and activists who

operate under the constant threat of arbitrary arrest and lengthy imprisonment simply for peacefully

expressing themselvesnline. The widespread use of theCriminal Code to suppress legitimate online

expression underlines the need for international technology companies to adopt globally applicable content

moderation standards and policieshat are explicitly based ont not merely informed by+ international

human rights lavs and standards Technologycono * mhdr - bt ggdms "~ ooqgqn  bg sn bnmsdms
local laws simply facilitates the repressive and arbitrary demands of governments seeking to suppress the

right to freedom of expression.

Bloggers, human rights defenders andther activistswho engage in online expression in Viet Nam are not
only faced with the constant threat of arbitrary arrest and prosecution, they also endure the menace of brutal
physical assault, insidious surveillance and intimidation, harassment of family members and online sébu

and bullying. These extreegal tactics are sometimes perpetrated by agents or supporters of the Vietnamese
authorities or the Communist Party of Viet NafCPV) but generally by unidentified, plainclothes individuals.
Remedies and accountability for sch abuses and ilitreatment are elusive to the point of noexistencex
human rights defenders who complain to the authorities after being beaten or harassed are rarely, if ever,
taken seriously.In respect of the casesdlocumentedin this report, Amnesty International could find no
evidence of credible investigationsonducted by the police or any cases in which those suspected to be
responsible for violations and abuses of the rights of human rights defendéd been brought to justice.

Severalof the human rights defenders interviewed by Amnesty International describlding severelybeaten
by police while they wereheld in police custody. Othersdescribed being ambushedby groups of

13 Amnesty International telephone interview with Trinh Ba Phuong, 11 February 2020.
14V- L'+ ®E " bdannj “~mc Fnnfk

15V- L'+ ®E " bdannj “mc Fnnfkd -

16 Amnesty International telephone interview with Nguyen Thi Chau, 7 September 2019.
17 Amnesty Internationatelephoneinterview with Nguyen Thi Chau, 7 September 2019.
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unidentified, armed assailants and beaten to unconsciousness full view of onlooking policefficerswho
failed to intervene Many reported suffering serious injuries, including broken ribscollarbones and hands

This report further documents the activites dff h d s Mybértroops® j mn vForce'4T + @military

unit established with 10,000 peoplevhose missionist®e hf gs ~f " hmrs vgnmf wuhdvr "~ mc cl
nm sgd byhaassingahd intimidating human rights defenders and activists @ocial media

platforms® The report additionally doumentsther h1 hk > g ~bshuhshdr ne sgd I ngd hmen
rg odgr ®Ct K,tavolontdghtrdllmrmymade up largely of activists of the Commurti®arty of

Viet Nam.

These statesponsored groups subject human rights defenders aniddividuals who express critical views
onlineto death threats and vicious psychological abus&eaving some activists in feafor their lives They
further undertake coordinated reporting campaignshat often trigger restrictions on the content and
suspensions of the accounts of their targetsn this report, Amnesty International hagslocumented and
analyzed dozens of reports from activists across Viet Nam about their experiences of being targeted by
cyber-troops and public opinion shapers in the last two years.

As noted by the UN Human Rights Committee® Eq d d ¢ n | ne nohmhnm " mc eqddcnl ne d
indispensable conditions for the full development of the person. They are essential for any society

Freedan of expression is a necessary condition for the realization of the principles of transparency and

"bbntms ahkhsx sg°s “qd+ hm stgm+ drrdmSh " k eng sgd oqgnl

The systematic repression of the right to freedom of expreasionline in Viet Nam requires urgent remedial
action. The Vietnamese authoritiesiust ensure a safe and enabling environment for human rights
defenders and all those engaged in the peaceful exercise of their human rigbtsth on- and offline The
authorities must immediately and unconditionally release all prisoners of conscience held solely for the
peaceful exercise of their human rights angrotect human rights defenders, activists and others who
express themselves onlinérom physical attacks, threatsand online abuse They mustadditionallylaunch
thorough, independent, transparent and effective investigations into all allegationswéh abusesand bring
those responsible to justice.

Technology companies including Facebook and Google must urgently dhaaul their content moderation

policies to ensure that they are firmly grounded in international human rights standards. These reformed
policies must meet the highest standards of transparency and accountability, with meaningful participation
from users ard civil society. The reformulation of these policies will provide the companies with firm ground

to stand on as they seek to resist the repressive censorship demands of the Vietnamese authorities and other
governments around the world.

The US government rast also take immediate steps to regulate technology companies domicikbére in
order to ensure they respect human rights throughout their global operationdine with the UN Guiding
Principles on Business and Human Rightand ensurethat individuals who have suffered human rights
abuses due to the actions of US firmbave access toeffective remedies

METHODOLOGY

This report is based on research conducted by Amnesty International between September 2019 and July
2020. Information was obtained from a wiel variety of sources, including 31 interviews with Viethamese
human rights defenders and activists affected by severe restrictions on freedom of expression, including
online activists within Viet Nam, members of the Vietnamese diaspora abroad includinglasyseekers
facing political persecution, former prisoners of conscience, family members of current prisoners, and
human rights lawyers.

Due to fear of retribution, some of those interviewed requested anonymity, while others wished to share their
identities publicly. Because of security concerns and the fact that Amnesty Internatiotals beenbarred

from entry into Viet Nam by the authorities, interviews were conducted remotely by researchers based
outside of Viet Nam. Amnesty International used the mostaure communication methods available for

these interviews, all of which were conducted in Viethamese. The information gathered fithiese interviews
was then corroborated with local activists, news coverage, journalists and other available sources.

18 HTn 10.000 ngWeh s g'rc iim f = K3§8 tranhitrén myng, 25 December 2017, tuoitre.vn/hon-10-000-nguoktrong-luc-luong-47-
dau-tranh-tren-mang-20171225150602912.htm

19 UN Human Rights Commitee, General Comment 34, Article 19: Freedoms of opinion and expressjayN Doc. CCPR/C/GC/34
'"gdgdhm esdg9 ®Fdmd3y "k Bnlldms 23 (+ o q -
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All intervieweesgave nformed consentin advance of being interviewedBefore asking for consent Amnesty
Hmsdgm shnm k-r qdrd qbgdq dwok ™ hmdc weuigdeuset,qmnr d ne
potential risks to all interviewegsand only proceeded with the interview once consent was given. Amnesty
International did not provide any incentives, material or otherwise, in exchange for interviews.

The organization also carried out extensive desk research using information fropen sources, including

relevant national law and international human rights standards, civil society organization reports, domestic

"mc hmsdgm shnm> k mdvr |l dch + b cdlhb intgm kr ' mc
social media accounts. Resea@hers alsoreviewed relevant national laws and policies as well te

international legal framework pertaining to freedom of expressionline.

On 17 August 2020, Amnesty International wrote to Facebook and Google and asked questions regarding
thecompanh dr - bnmsdms landprdctcessniVietiNano Amndsty Imtdrmationabgainwrote to
Facebook and Googl®n 6 November 2020 toinform the companies of relevant allegations contained in this
report. At the time of publication, Facebook had resmnded to both letters and Googlbad responded to the
first but not the second letter Relevant excepts from the responsessent by both companieshave been
included throughoutthis reportand the full responses are included in Annex BAmnesty Internatioral also
wrote to the Vietnameséinistry of Public Security and the Ministry of Information an@ommunicationsin
relation to the allegations contained in this report d November2020. However at the time of publication,
the organization had received no response.
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1.INTRODUCTION

1.10NLINE EXPRESSUWEN INAM

Viet Nam has a population of approximately 97 million people, of whom 60% are under the age o3k
recent years, the country has seean explosion in internet connectivity. Over two thirds of the population of
Viet Nam+ 64 million people+ now have internet access. The rapid expansion of internet access has
transformed many aspects of life there: from social life and commerce to politial discourse and human
rights activism.

The exponential rise in internet connectivity only began in earnest in Viet N&m2006, when the Yahoo!
360° platform migrated to Viet Nam and quickly became populaFacebook and YouTube (which is owned
by Google)have more recently become the most popular social networks in Viet Nam; indeed, they have
become the main public forums for expression of information and opinions on a range of issues, including
social justice, human rights and politics, which the governemt has traditionally targeted for censorship and
repression.

One of the major reasons for the popularity of social media in Viet Nam has been its relative freedom from
censorship, in sharp contrast to traditional media in the country. Describing the staif media freedom in

Viet Nam to Amnesty Internationgbrior to herarbitrary arrest inOctober 202Q prisoner of consciencePham
Doan Trang,the co-founder ofLuat KhoaTapCht "~ m hmcdodmcdms nmkhmd kdf
are hundreds of newpapers, but there is only one chief editor who decides what appears in every
newspaper in Viet Nam and that person is the head of th€pmmunist Party of Viet Nam]mpropaganda
cdo  gs? dms -

®Sgd hmsdqgmds +,habtransidoned k
Vietnamese society significantly. It gives people the
make their voices heard[aad]put an end to the
fnudgml dms-r c¢cnl hm s hnn
everyone can be a journalist and publish whatever
with jist a Facebook account

Trinh Ba Phuong, land rights activist and human rigl{estietenigiemprisoned since being intgfviewed

The rise of social media has provided people in Viet Nam with a platform on which they can express their
opinions relatively freely, a right that most in Viet Nam had never enjoyed before. The first independent
online news outlet Anh Ba Sam was launchedin September 2007. This encouraged the establishment of

20 Tng O Thrwg K&, kho du lieu dan so 2009,
portal.thongke.gov.vn/khodulieudanso2009/Tailieu/AnPham/ChuyenKhaoCoCauDanSo/Chuong3.pdf
21 Amnesty International telephone interview with Pham Bo Trang, 3 September 2019.

22 Amnesty International telephone Interviewith Trinh Ba Phuong 11 February 2020.
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other news sources and helped create a movement in which independent media became the dominant force

hm mdvr bnudq fd- @m @ ftrs 1/ 1/ gqgdogqdrdms shud rstcx bn
Gedg shnm Uhds M I~ ronjd sn sgd hlongs mbd ne sgd hmsdqgr
Vietnamese people:

[O]pening Viet Nam to the world has led to dramatic societal changes felt by the next
generation. Their lives are intensely digitised, intewoven with internet access and social media,
the latter of which plays a crucial role in defining identity for around one -third of respondents
across Vietnam. For many, life without the internet or social media is unimaginable 3

The expansion of internet access has, on the one hand, increased opportunities for the exercise of human
rights and, on the other, equipped the Viethamese authorities with an efficient means of conducting
surveillance and targeting government critics. Acagpanying the expansion of internet access and
associated freedoms has been a yeam-year escalation in the number of prisoners of conscienaepeople
detained solely for peacefully exercising their human rightsin Viet Nam. Amnesty International recogned
75 such prisoners of conscience in 2013and by November2020 the number had reachedat least170, the
highest number ever recorded by the organizatiolCurrently, atleast69 prisonersof conscience are
imprisonedin connection withtheir online activsm.

Viet Nam is a oneparty state in which the constitution recognizes the Communist Padf/Viet Nam(CP\j as

®sgd kd chmf engbd ne sgd Rs sd "mc Rnbhdsx  “mc deedbsh
defenders, activists and those who expss dissent or criticism of the authorities online in Viet Nam are met

with repression, as detailed irChapter4 of this report. The authorities routinely target and punish those who

"ssdlos sn bg kkdmfd sgdhg *0onvdg ng ®fn “f hmrs sgd o' qgs

VietM™ | - r-grawing egonomy attracts investment from all over the world, and it has become a highly

lucrative market for international technology companies. It has become the biggest country by revenue for

Facebook and Google in Southeast Asialn 2018, Falbdannj -r hmbnl d eqnl Uhtds M | md °
almost a third of all its revenue in Southeast Asia. Google earned US$475 million in Viet Nam during the

same period, primarily based on YouTube advertisirig).

Although the Vietnamese constitution providdsr a range of human rightgyuarantees the Criminal Code
contains numerous provisions used to prosecute people for peacefully exercising those rights. Amnesty
International has been documenting cases of arrest and prosecution of human rights defenders astivists
in Viet Nam in retaliation for their online expression since 2006, with the arrest of former prisoner of
conscience Truong Quoc Huy at an internet café in Ho Chi Minh Cify.

Today, the landscape of repression in Viet Nam has substantially $if online. Recognizing internet
freedom as a serious threat to its power, the government of Viet Natarted to respondin 2006 by using a
variety of methodsaimed at quashing political activism and dissent online, including online harassment,
intimidation, physical assault and prosecution.

Technology companiegt notably social media giants Facebook and Google, which dominate the market in
Viet Nam+ have sought to expand their operations and market shaie the countryamidst this highly
repressive environment. This has led to numerous tensions between the Vietnamese authorities and
technology companies over the years, with the Viethamese governmdaimandinga range of concessions
from them, including the handover ofuser data (including private information) and requests to the
technology companies to censor criticism of the government posted on their platforms.

1.2BIG TECH AND HUBIANR

In November 2019, as major technology companies such as Facebook and Google cemerttesr
dominance of social media and reached unprecedented levels of growth, influence and reach, Amnesty
International published a report entitlecsurveillance Giants: How the Business Model of Google and

23 British Council, Next Generation Vietnam, August 202@ww.britishcouncil.org/sites/default/files/next_generation_vietnam.pdf. 7.

243 hdl r’ $ daungdhly@®S g x [@M Dmdxdyén b + | aidorunf o ¥hd, NAA nWbe va nhan dan, kiemsat.vn/tu
do-ngorntluan-hay-ngon-luan-tu-do-de-xuyentac-kich-dong-chong-pha-dang-nha-nuoc-va-nhan-dan-56473.html

25V- L'+ ®E bdannj "mc Fnnfkd™ - -

26V- L+ n@®@ bde Fnnfkd -

27@ mdr sx Hmsdgm shnm k+ ®8qghsmif PLhg Sgrm FkHmCcEwEKd@®@R®@q30./01. 1/ /5(-
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Facebook Threatens Human Right® Surveillance Giatsg hf gk hf gsdc sgd rxrsdl hb bnrs ne
surveillancebased business model that is predicated on human rights abuse.

Sgd gdongs c¢cds hkdc sgd bnlo mhdr- “rr tks nm sgd qhfgs
related threats tohuman rights + including the rights to freedom of expression and opinion and to nen
discrimination. The reporfound ®Ansg bnl o mhdr g ud rsnnc to sn rs sdr -
their users; nevertheless, the opportunity to access such datas created a powerful disincentive for

fnudgml dmsr sn gdftk™?»d bngong sd rtqudhkk > mbd- "

E bdannj hr sgd vngkc-r andbketsthétenms far muzchof Human ahterbction b n 1 o ° mx
in the digital age If you combine users of its social platfom, its two messenger services (WhatsApp and
FacebookMessenger) and applications such as Instagram, a third of humans on Earth use a Facebook

owned service every day’

Google is arguably even more powerful. Search engines are a crucial source of informatod Google

accounts foraround98%ne f kna 'k rd gbg dmfhmd trd- Fnnfkd-r Bggnld
vda aqnvrdqgq- Hsr uhcdn ok sengl + XntStad+ hr sgd vngkc-r
k gfdrs uhcdn ok senqgl - Fnnf kmdedqgqdmmrhkgdg douwqr s himfi maghsxlIlr
smartphones?!

@ mdr s x HmsSuheillmhce Giante] dkoo-nrqs bnmbktcdc sg°s hs -®hr mnv duhcd
regulation in the tech sector is coming to an end: further stateased regulation will be necssary, but it is

vital that whatever form future regulation of the technology sector takes, governments follow a human rights

a " rdc =~ o*oMpnnmdbsgg-dkdrr+ rhmbd sgd shld ne sgd gdongs-r ot ak
developments of note in respect dftate regulation of big technology companies to ensure their business

practices conform with human rights.

Facebookand Googlehave attempted to selfregulate content ontheir platforms through @ ommunity
Standards kodies of rules that dictate what usersmay say on the platform. In recent years, Facebook has
experiencedincreasingpressure to become more accountabland transparentregarding the creation and
enforcement of itspolicies governingspeechon the platform33

Both Facebook and Google are member ne sgd ®Fkna ™ k Mds v-stakgholddmh s h™ shud™~ ' F|
platform launched in 2008 with the intent of providing human rightsggrounded standards around content

Il ncdg shnm- @ bngchmf sn sgd FMH9 ®Dudqxovecnments sdbgmnknf x
around the world to censor content, restrict access to communications services, or provide access to user

c s -~ FMH rddjr sn “ccqgdrr sghr ax ognuhchmf ® m dunkuh
making in support of freedom of exprer hn m ~ mc  o3%With redmed toghb fight soifreedom of

expression, the GNI Principles state:

9 Participating companies will respect and work to protect the freedom of expression of their users
by seeking to avoid or minimize the impact of goverrent restrictions on freedom of expression,
including restrictions on the information available to users and the opportunities for users to
create and communicate ideas and information, regardless of frontiers or media of
communication.

1 Participatingcompanies will respect and work to protect the freedom of expression rights of users
when confronted with governmentlemands, laws and regulations to suppress freedom of
expression, remove content or otherwise limit access to communications, ideas and iinfation
in a manner inconsistent with internationally recognized laws amsthndards

The GNI implementation guidelines further state in respect of content moderation:

When faced with a government restriction or demand that appears overbroad, unlawful, or
otherwise inconsistent with domestic laws or procedures or international human rights laws and
standards on freedom of expression or privacy, participating companies will in appropriate cases

28 Amnesty International Surveillance Giants: How the Business Model of Google and Facebook Threatens Human Rightex: POL

30/1404/2019) (hereinafter: Amnesty InternationalSurveillance Giants

29 Amnesty International Surveillance Giantsp. 26.

30 Amnesty International Surveillance Giantsp. 5.

31 StatCounterGlobal Stats gs.statcounter.com(Mobile Operating System Market Share Worldwide, October 2@Cktober 2019.

32 Amnesty International Surveillance Giantsp. 7.

33 °sd Jknmhbj+ ®Sgd E bdannj Nudgr hfgs An’ gqc @Fredgrpressiomféle Laosn Hmc dod mcdms Hnm
JournalVol. 129, No. 2418 @0 June 2020), ssrn.com/abstract=3639234' gdqdhm  esdq9 J- Jknmhbj + ®Sgd E bdannj \
34 The Global Network Initiative (GNf) ® @a n t glbbalRethidrkinitiative.org/abougni/

35FMH+ ®Sgd F Mibbabetworkibiteiivé. atg/grptinciples/
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and circumstances:

a. Seek clarification or modification fromthorized officials of such requests;

b. Seek the assistance, as needed, of relevant government authorities, international human rights
bodies or nongovernmental organizations; and

c. Challenge the government in domestic courts.

Facebook and Googleboto " r r dc sgd k sdrs FMH “rrdrrldms hm 1/07.08 r
goode " hsg deengsr sn hlokdl dms sgd F'MBéthcOgphneddisokdr vhsg hl o
passed the previous review in 2015/16° However, the GNI assessment does natclude a holistic

assessment of whether the company is effectively implementing these policies and procedures in practice,

including by identifying and addressing human rights impacts throughout its business, or whether

companies like Google and Faceboakre undertaking due diligence to identify and address the human

rights impacts of their business model as a whofé.

In a further effort to address the negative human rights impacts of some of its operations, specifically with

regard to content moderatiom E” bdannj g r drs akhrgdc hsr vhcdkx otakhb
judicial, quastindependent body with the power to make binding final decisions on content moderation.

Regarding tre board- r e t, whick dompmises human rights and legal expest the Oversight Boardsays

Sgd An gqc vhkk gduhdv vgdsgdg bnmsdms hr bnmr hrsdms
values, as well as a commitment to upholding freedom of expression within the framework of

international norms of human rights. We will make decisions based on these principles, and the

hl o> bs nm trdgr “mc rnbhdsx+ vhsgnts qgdf gc sn E bda
interests. Facebook must implement our decisions, unless implementation could violate the

law.40

AmnestyIntg m> shnm k bnmctbsdc " m "m kxrhr ne sgd Nudqgrhfgs An
limitation to its potential tamitigateE™ bdannj -r hl o> bs nm eqddcnl ne dwoqgdrr hn
rtbg "r Uhds M | - Rodb h eahalysiskdund that @ntentithasirestictesl gugsnants hn m™ k - r

to local law but protected under international human rights law is not subject to the review of the Oversight

Board#

In response to a query from Amnesty International, the Oversight Board confirntaé interpretation of its
bylaws, stating®Actions taken by Facebook pursuant to legal obligations are not subject to board review, no
matter the jurisdiction. If the underlying content has been blocked following the receipt of a valid report of
illegality, it is not eligible to be brought befordné Board regardless of the geographic area of the specific
local law at issue. Only cases where Facebook took action by enforcing our Community Standards are
capable of being taken before thdoard. 2

Many of the mostproblematic cases of content restriabins implemented by Facebook in Viet Nam involve
expression that is protected under both international human rights law and US law (where Facebook is
domiciled) but that violates the overly broad and restrictive provisions of Viethamésg, including Decree
72. As such, the Oversight Board will bef no benefit to individuals whose freedom of expression has been
violated by Facebook pursuant to local laws in Viet Naon in other repressive legal contexts.

Regardless of the efforts of Facebook and other temhlogy companies to improve their efforts to moderate
online expression in line with international human rights standards, seéfgulation is not an adequate
replacement for state regulation. As noted by Professor David Kaye, academic and former UN Special
Rapporteur on the promotion and protection of the right to freedom of opinion and expressi@ajor
company rethinking is only one part of the way forward. Government regulation is the other necessary fix.
Government regulation should monitor company belior, protect the space for individual expression,
reinforce the need for transparency by the companies and themselves, and invest in the infrastructure
necessary for freedom of expression in their countrie®’

36 GNI, @mplementation Guidl k h ngthlvalnetworkinitiative.org/implementatioguidelines

37 GNI, Public Report on the Third Cycle of Independent Assessments of GBibmpany Members 2018/2019 April 2020,
globalnetworkinitiative.org/wgzontent/uploads/2020/04/20182019-PAR.pdf

38 GNI, 2015/2016 Company Assessmentsluly 2016, globalnetworkinitiative.org/20182016-company-assessments

39 Amnesty International Surveillance Giantsp. 26.

40 Oversight Board®\nnouncing the First Members of thé@versight Board, 6 May 2020, www.oversightboard.com/news/announcinthe-
firstmembers-of-the-oversightboard/

41 Facebook Oversight Board Bylaws, Arkcd 1 - 0- 1- 0- Rdd "~ krn Dudkxm Cntdj+ ®E bdannj &r Nudqgr hf
R k n vUawfarer28 January 2020, www.lawfareblog.com/facebookeversght-board-bylawsonce-movingslowly

42 Oversight Boardemail response to Amnesty International, 10 October 2020n file with Amnesty International

43 David Kaye,Speech Police: The Global Struggle to Govern the Intern2019, Conclusion
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2.LEGAL FRAMEWORK

2.1INTERNATIONAL HRIGHARAW

2.1.JFREEDOM OF EXPRESSIO

The right to freedom of expression is guaranteed under Article 19 of the International Covenant on Civil and
Political Rights (ICCPR), which Viet Nam ratified in 1982 Freedom of expression is not unlimited, however:
the right may be restricted under certain narrow circumstances that are outlined in the ICCPR. The UN
Human Rights Committeet the treaty body that offers authoritative interpretations of the ICCRRotes that
the right to freedom of expression is a necessary cotidn for the realization of the principles of

transparency and accountability that are, in turn, essential for the promotion and protection of human
rights .4

Any attempt to restrict the right to freedom of expression must meet all elements of a stringénéé-part

test: the restriction must be provided by law (which must be formulated with sufficient precision to enable an
individual to regulate their conduct accordingly); demonstrably necessary and proportionéteaf is, the least
restrictive measure tachieve the specified purpose); and for the purpose of protecting specified public
interests (national security, public order or public health or morals) or the rights or reputations of othérs.

Sgd enqglr ne dwogdrrhnm oqgaskKbsHb  kmcHdgbegdr i BBO®! hdimkt q
and on public affairs, canvassing, discussion of human rights, journalism, cultural and artistic expression,
sd bghmf+ “mc g*khfhntr chrbntqgrd -

The UN Human Rights Committee has stated with regard to politiexpression:

The free communication of information and ideas about public and political issues between
citizens, candidates and elected representatives is essential. This implies a free press and other
media able to comment on public issues without censorship or restraint and to inform public
opinion. The public also has a corresponding right to receive media output*®

2.1.2FREEDOM OF EXPREB&IDE

International human rights law is clear that the right to freedom of expression applies as equally to online

expression as it does to offline communicatioff.Inregardtor s~ sdr - nakhf > shnmr sn gdrodbs
dwoqdrrhnm hm sgd bnmsdws ne hmsdgmds sdbgmnknfx+ sgd Gt
parties should take all necessary steps to fostthe independence of these new media and to ensure access

ne hmchuhc®® " kr sgdgdsn- "

44 UN Officeofgd Ghf g Bnl |l hrrhnmdg enq Gtl m Qhfgsr+ ®Uhds M| sqgd sx gq shehb™s
tbinternet.ohchr.org/_layouts/15/TreatyBodyExternal/Treaty.aspx?Countryll@2&Lang=EN

45 General Comment 34, para. 3.

46 General Comment 34, para. 21.

47 General Comment 34, para. 11.

48 General Comment 34, para. 13.

49 General Comment 34, para. 12.

50 General Comment 34, para. 15.
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The rapid expansion of digital technology and the central role that private companies have played in that
expansion has led to a situation whereby a handful of private porations now control the main forums for
public debate and freedom of expression globally. From a legal and regulatory perspective, this situation
presents many challenges, particularly because these corporations operate transnationally in diverse legal
and social contexts.

2.1.3TECHNOLOGY COMPAMIES. @M @HGNSSR NAKHF

Under international human rights law, states are the primaduty-bearers of human rights and have a duty

to protect people against human rights abuses by third parties, such as corporasoThe UN Human Rights

Council has affirmed that the same rights people have offline must also be protected online and that states

rgntkc bgd sd "mc | "hms hm "m ®&dm akhmf nthkhmd dmuhgnmld

Business also have obligatits to respect human rights under international human rights law and standards.

According toPrinciple 11 of the United Nations Guiding Principles on Business and Human Rights

(UNGPs) all companies have a responsibility to respect all human rights wherewbey operate, including

throughout their operations and supply chains. The corporate responsibility to resphoman rightsis

hmcdodmcdms ne sgd rs sd-r nvm gtl m ghfgsr nakhf  shnmr -
responsibility to respect, compnies might need to go beyond what is legally required in the relevant

jurisdiction. Under the UNGPs, a company could have an adverse human rights impact in three ways: (1)

b trhmf " m hlo bs: "1( bnmsqghat shmfanimpactbymbusihess bs: nq ' 2(
relationship.

Principle 17 of the UNGPs states thatompanies should conduct ongoing and proactive human rights due
diligence to identify, prevent, mitigate and account for how they address their impacts on human rights.
Human rights due diligence requires companies to identify human rights impacts linked to their operations
(both potential and actual), take effective action to prevent and mitigate against them, and be transparent
about their efforts in this regard. This includesddressing highlevel risks of adverse human rights impacts
prevalent within a sector because of its characteristics.

Technology companies should ensure that they are adequately addressing the risks their products and

services pose to human rights. In theantext of government requests to restrict content or to provide access

to data, the GNI Principles and Implementation Guidelines provide a framework for technology companies to

respond to such requests as part of human rights due diligence. Recenttile UN Office of the High

Commissioner for Human RightsQHCHR- r-Sé&b g Oqgni dbs "~ eehqgldc sg° s sdbg bnlo
l'trs “krn hmbktcd "~ ccqdr r hmf -drivanracticeshandrtechndlogy desggih b g ®at r h md
decisions create or exacerbateth]l * m qhf &sr qhrjr = -

Transparency is a key component of human rights due diligence. As the UNGPs make clear, companies

®&mddc sn jmnv “mc rgnv sg s sgdx gdrodbs gtl " "m ghfgsr
measure of transparency and acaantability to individuals or groups who may be impacted and to other
gdkdu " ms rs jdgnkcdqgqr- Vgdm e bdc vhsg fnudgmldms qgdptd

companies must ensure maximum transparency to make cle#eir policies and proedures for dealing with
such requests, specificrequeststhey have receivedwhether they were complied with, and what action the
company has taken to mitigate risks to human rights.

Principle 18 states that @ impact could be potential (that is, a riskpr actual (that is, it has happened).
Companies must avoid causing or contributing to human rights abuses through their own business activities
and address impacts with which they are involved, including by remediating any actual abuses. Companies
must also seek to prevent or mitigate adverse human rights impacts directly linked to their operations,
products or services by their business relationships, even if they have not contributed to those impacts.

It is important to note that where an operational @ésion + such as a decision on content moderatiot
conflicts with international human rights law, a company cannot simply justify its actions by saying it was
required to do this under the relevant national law. Moreovehe company shouldtake certain specific steps
before complying withany problematiccontent moderation requestsFailure to take such steps could mean
that the company failed in its responsibility to respect human rights.

51 Human Rights Council, Resolution on the promotiomrotection and enjoyment of human rights on the Internet, UN Doc:
A/HRC/38/L.10/Rev.1(2018), para. 5(a).

52 UN Office of the High Commissioner for Human Right8-Tech Project,Addressing Business Mdel Related Human Rights Risks,
August 2020, www.ohchr.org/Documents/Issues/Business/Bech/B_Tech_Foundational_Paper.pdf
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The major technology companieg such as Facebook, Twitter and Gogle+ operate transnationally in

diverse legal contexts, with differing local legal interpretations of what is considered legitimate expression.
The companies are then tasked with responding to the expression of problematic content on their platforms,
inbktchmf ®g > sd roddbg + “atrd “mc chrhmengl  shnm-

The rapid expansion of these internet companies globally has given them enormous regulatory power over

the new public spaces of the 21st century. In practice, however, major technology companiesuch as

Facebook, Twitter and Google: apply their own content moderation policieehq ®bnl | t mhgx r s  mc qgecr
rather than strictly applying international human rights standards as the basis for evaluating the legitimacy of

content moderation requests by government3he UN Special Rapporteur orthe freedom of expressiothas

noted in respect of this situation:

Despite taking steps to illuminate their rules and government interactions, the companies

gd! " hm dmhfl shb qgdftk  snqr + drwhichalkityrconsisteicy,” j hmc ne
accountability and remedy are elusive. The United Nations, regional organizations and treaty

bodies have affirmed that offline rights apply equally online, but it is not always clear that the

companies protect the rights of their users or that States give companies legal incentives to do

s0.53

While some content restrictions would be considered permissible restrictions under international human

rights law(for example in respect of representations of child sexual abuse, directdacredible threats of

harm and incitement to violence, presuming they also meet the conditions of legality and nece3stg

Special Rapporteur has expressed concern about certain states going beyond these types of legitimate
restrictions and engagingi®b d mr ngr gho ~mc bghl hm khy shnm sn rg od sgd

The Special Rapporteur has noted that certain states impose obligations on companies to restrict content

under vague criteria without prior judicial review and with the threat barsh penalties® The Special

Rapporteur has further noted that obligations to monitor and rapidly remove content have also increased

globally, establishing punitive frameworks likely to undermine freedom of expression even in democratic

societies® Thisg " r kdc sn bnmbdgmr sg° s ®bnl o  mhdr odgenqgl otakh]|
bntgsr "~ mc nsgdg ° b bhrhenSpecial Rdppodenr has depogted that companies face
®oqgqdrrtqgd sn bnlokx vhsg Rs  sadtdkbe orinswange, Blasghegntodsh m™> khy d b
bghshb >k ne sgd Rs  sd+ c d®%®Hehastmhgxoted®@Ogphakhd meehbh kgh
u gx “~bbngchmf sn d bg bnlo mx-r atrhmdrr I ncdk ~ mc u’
created unstable, unpredictable and unsafe environments for users and intensified government scrutitly

nm
g
ft

2.2FREEDOM OF EXPRESRIMEADER
VIETNAMESE LAW

Article 14 of theConstitution of the Socialist Republic of Viet Nam2@13)r s * sdr sg s ®gtl " m qgqhfgs
bhshydmr- qhfgsr hm sgd onkhshb™ k+ helduespected, gprbtectech | hb + bt k
andguarantalc hm bnmbngc mbd vhsg sgd Bnmrshstshnm “mc sgd kv
when prescribed by law in imperative circumstances for the reasons of national defence, national security,

social order and security, social morality and communityelta d h mf — -

"n =

While these provisions arevorded similarly to the ICCPR, the grounds for restrictions are notably broader
than thosepermitted underinternational humanrightslawlm o > gs hbt k~ g+a ®bmfl T t tmh smn & dk k
permissible ground for restrictions of human rights under the ICCPR.

The Constitution also contains further restrictions on humanrightsat™ qd f gnt mcdc hm sgd bnt msq
socialist legal traditions buthat undercut the human rights guarantees outlined in th€onstitution and
hmsdgm shnm> k gtl " m ghfgsr k> v- Enq dw |l okd+ @gshbkd 04

53 Report to the Human Rights Council, Special Rapporteur on the promotion and protectifithe right to freedom of opinion and
dwogqdrrhnm+ TM Cnb- @ GQB.27.24 'gdgdhm esdq9 ®Rodbh k Q oonqgsdtqg-r Qdon

54Rodbh" k Q oongsdtg-r Qdongs sn sgd GQB+ TM Cnb- @ GQB.27.24+ o0 q - 2/ -
55Rodbh ™ k Q opatioghe 8iRCy UN DodQA/HRC/38/35, para. 15.

56Rodbh k Q oongsdtg-r Qdongs sn sgd GQB+ TM Cnb- @ GQB.27.24+ o0 q - 05
57Rodbh " k Q oongsdtg-r Qdongs sn sgd GQB+ TM Cnb- @ GQB.27.24+ o0 q - 1/
58Rodbh” k Q oongsdtg-r Qdongs pa23gd GQB+ TM Cnb- @ GQB.27. 24+

50Rodbh "k Q oongsdtqgq-r Qdongs sn sgd GQB+ TM Cnb- @ GQB.27.24+ o0 q - 30-
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duties to the State and societg Z ° tmecpractice of human rights and citizenr - ghf gsr b mmns hmeqh
national interests and legal and legitimate rights and interests of others

The right to freedom of expression is guaranteed under the Vietname3anstitution under Article 25, which
rs sdr9 ®Sgd bhs hyfleedom gf Opkikn addnspeack, freedoch ofdhle press of acoess to
information, to assemble, form associations and hold demonstrations. The practice of these rights shall be
ognuhcdc ax sgd k v-—

2.2.1CRIMINAIODE PROVISIONSOB&HSTRICT ONLINE
EXPRESSION

Uhds M | Crminal Caieveasnenacted in 2015 and came into force in January 2018. Ti@riminal

Code contains numerousvaguely nqcdc "~ mc nudgkx aqn - c needmbdr sg s e hk
human rights obligations and contradic€Chapter Il of the 2013 Constitution, which guarantees a range of

human rights including the rights to freedom of expression, association and peaceful assentbly.

In 2019, the UN Human Rights Committee recommended that Viet Nam amerfdticles 109, 116, 117 ard
331 of its Criminal Code which it found had been used tocriminalize legitimate activitiesjncluding acts
protected by theright to freedom of expressiofit Two of these offences in particulat Articles 117 and 331
+ are most frequently used tgrosecue people on the basis of their online expression and are anadyl
further in Chapter4 of this report.

2.2.2 AVONCYBERSECURITY

On 1 January 2019, a controversidlaw on Cybersecuritygranting the government sweeping new powers to

limit online freedoms came into force in Viet Nam, having been promulgated in June 2018. The law

empowers the Viethamese authorities to compel technology companies to hand over vast amounts of data,
includingodgqr nm> k hmenqgl “"shnm+ "~ mc sn bdmrng hmsdgmds trdqgr -

According to the government, the neiwaw on Cybersecurity aims to protect internet users from cybercrime;

however, some articles within this law suggest otherwise. Articles 8 and 15 could be usedharge people

for the exercise of their rights on the basis of extremely vague offdnr + r t bg “~r ®nmadyf " shmf qgdunkt
achievemenss nqg f huhmf ®I hrkd> chmf hmengl  &hnm b trhmf bnmetr|

Prior to its promulgation, numerous concernabout the human rights implications of the proposed law were

voiced by local civil society, international human rights organization$iN bodiesand the business sectof?

The UN Human Rights Committee highlighted theawonBx adgqr d bt qhsx Severe m dw | okd ne ¢
restrictions on freedom of opinion and expression in the State pafty that appear not to comply with the

oghmbhokdr ne kdf  k bdgs ®%hmsx+ mdbdrrhsx “mc ognongshnm’

The Lawon Cybersecurityincludes numerous impermissible restrictions on freedom of expression online.

Eng dw Il okd+ @gshbkd 7 khrsr oqnghahsdc bnmctbs °~ mc bs
gdunktshnm gx “~bghdudl dmsr + c¢dr s gudndfalse infergadionm™ shnm™ k r nk
b trhmf bnmetrhnm "I nmfrs sgd bhshydmr+ b trhmf g ql sn

Such prohibitions are unjustifiable under international human rights law. The Human Rights Committee has
stated that

Laws that penalize the expression of opinions about historical facts are incompatible with the
obligations that the Covenant imposes on States parties in relation to the respect for freedom of
opinion and expressionf£ The Covenant does not permit general prohibition of expressions of

60 Vietnam, 2015Criminal Code 27 November 2015, www.wipo.int/edocs/lexdocs/laws/en/vn/vn086en.pdf

61 Concluding observations of UN Human Rights Committee: Viet Nam, UN Doc. CCPR/C/VNM/CO/3 (2019), para. 45.

62@ mdr sx Hmsdgm shnm k+ ®Uhds M 1 9 Ogqgnonrdc bxadgrdbtqghsx kv sgqgqd’ sdmr
www.amnesty.org/en/latest/news/2018/06/vigtam-proposedcybersecuritylaw-threatensto-stamp-out-online-freedom/

63Seet enq dw Il okd9 @ mdrsx Hmsdgm shnm k+ ®Nodm Kdssdqg9 Uhds M| Ltrs Qdr
41/9258/2018); Concluding observations of UN Human Rights Committee: Viet Nam, UN Doc. CCPR/C/VNM/CO/3 (2019), para. 45; Asia
Intermd s Bn " khshnm+ ®@HB Rtal hsr Bnlldmsr nm sgd Uhdsm I Cqg es Cdbqgqdd Fthch

December 2018, aicasia.org/2018/12/14/aiesubmits-comments-on-the-vietnam-draft-decree-guiding-the-implementation-of-law-on-
cybersecurity13-december-2018/
64 Concluding observations of UN Human Rights Committee: Viet Nam, UDoc. CCPR/C/VNM/CO/3 (2019), para. 45.
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an erroneous opinion or an incorrect interpretation of past events. Restrictions on the right of
freedom of opinion should never be imposed and, with regard to freedom of expression, they
should not go beyond what is permitted in paragraph 3 or required under article 20.

Rhl hk  gkx+ sgd o q rPetentbmofrand deating @th sformétidn inCcyberspace V@ith

contents being propaganda against the Socialist Republicdéfet Nam information contents which incite

riots, disrupt security or @ause public disorder; which cause embarrassment or are slanderous; or which

uhnk > sd dbnmnl hb | "m  fdl dms ngcdg  uhnk"  sSSdbsedtioss M™ | - r hm
115 prohibiting types of speechconsidered® o q n o ~ fagaimst the stateare littered with problematically

vague and ovetbroad provisions Subsections &5 further provide protections for the government against

u ftd oqgnghahs hn mrtypedffenbemthaifall 8hgrt of thle regurehtbritsgof Article 20.2 of

the ICCHR.

Subsections &9 of Article 16 create problematic requirements on website hosts and mechanisms for extra

legal censorshipArticle0 5-5 rs sdr sg' s sgd ®rxrsdl “clhmhrsqg snqg hr
and technical measures in order to prevendetect, stop and/or remove information with the contents

prescribed in Subsections 5 £ on the system it administers when there is a request from the CTF
ZBxadqgrdbtghsx S rjengbd\ - Sg hwhicthisparboftieMinistlyofs hb adb ™t r d
Public Security to place the onus on system administrators to proactively monitor and remove content,

creating an incentive for excessive censorship, seemingly without gmpcedural safeguardsuch as

independent judicial oversight

Similarly, Article 16.7 empowers the CTF to suspend information systems or withdraw domain names in
response to content listed irBections 16.1+5. The language is vague, but it seems likely thtis provision
createspowers to block content or shut downervices based on the demands of the CTF, without the
requirement for judicial oversight. Article 16.@dditionallymakes hostsresponsiblefor compliance with CTF
orders to remove conteh

@gshbkd 06-0-c ogqnghahsr ®Ot st beorét orhwaornk secxets,dogsiness bd hmenqgl * s
rdbgdsr+ odgrnm k rdbqgdsr + e | hk xpravisidnig gragblematicmc oqhu” sd kh
because®r s ° s d aredidfimpd exaeptionally broadly in Viet Nam, serving to undermiaecess to

information that is a vital component of the right to freedom of expression under Article 19 of the ICCRft

M> Il -r Rs > sd Rdbqdesrl/ Ogn <dledhmdnndiscboged idformation cadying ~r ®

important contents which is specified by the headfa competent body or organization according to

regulations of this Law and the divulgence or loss of which may bring harm to national interesa definition

so broad that it could encompass almost any informatidhat state officials wish to conceal, gardless of the

public interest in the informationt®

The provision raises further concernfrom the point of view of whistlélowers. While states may restrict the
ability of employees to pass on secret materials, people should not be punishedgdablishing secrets that
they themselves did not leak” Article 17.2.b*c places responsibilities on system administrators to
proactively monitor for this content and to remove it at the request of CERgain, withoutreference to
judicial oversight.

Article 26 ®Ft " g  msddr gdk  shmf sn h)eposedanantber of pobdeimatigc h s x hm bxac
requirements on private companieg both foreign and domestic Article 26.2.a requires companies to

authenticate user information and to provide this to th€ TF when requested in writing for an investigation.

This allows CTF to gather identifying information withoahy stated requirement fora warrant or judicial

oversight.

Article 26.2.brequires companies to delete or block transfer of information deemedrteary to the
impermissibly vague provisions of Article 16 upon request of CTF or other ministeesgain without judicial
oversight or warrant. Article 26.2.c requires companies not to provide services to people at the request of
CTF if they have sharedontent in violation of Article 16.35. Even assuming a lawful conviction was

required £ which does not appear to be the case these provisions are mostly impermissibly vague or broad.
This provision seemingly allows the extrajudicial imposition of this sanction based on the requests of CTF,
and it is unclear whether there would be anpossibility ofappeal or other recourse. Aside from these
concerns, a total ban on use of a service is an impermissible restriction on the right to freedom of expression
as it is unlikely to be the least resttive means of protecting legitimate state interests.

65 General Comment 34, paras. 15, 49.

66 State Secrets Protection Law 2018, Law No. 29/2018/QH14, article 2.

67 See, among others, The Global Principles on National Security and the Right to Information (Tshwane Pie)ipPrinciple 47,
www.justiceinitiative.org/uploads/bd50b72@1427-4fbb-8da2-1943ef2a3423/globatprinciples-nationalsecurity-10232013. pdf

-KDS TR AQD@SGD -
CENSORSAIND CRIMINALION OF ONLINEESSER IN VIET NAM

Amnesty International 18


https://www.justiceinitiative.org/uploads/bd50b729-d427-4fbb-8da2-1943ef2a3423/global-principles-national-security-10232013.pdf

Article 26.3 has been met with significant opposition from technology companies and civil society advocates
alike, as it requires foreign companies with Viethamese customers to store data in Viet Nanafperiod to

be stipulated. The provision could force internet companies operating in Viet Nam to grant law enforcement
agencies access to user data upon request, creating a grave threat to the right to privacy of internet users.
Although it depends on tle content of the implementing regulationswhich haveyet to be finalzed, this

provision may be intended to make access to private user data by the authorities easier, which could then be
used to prosecute or harass internet users for exercising their hamrights.

Thereare certain provisions of the lakhat still need to be further guided by implementing regulations and
guidelines. There are currently draft guidelines under consideration by the Vietnamese authorities, including:
a decree to implement indetail some provisions of the law, which includes guidance on the controversial
Article 26 on data localization (the implementation decree); a decree to regulate in detail the procedures for
application of cybersecurity protection measures; and a decisiafithe prime minister on promulgation of

the list of national security information systentfs.

Asia Internet Coalition, an industry association that represents global internet comparsiesh as Google,

Facebook, Amazon and Twitter on matters of public policissued a statement in November 2018 raising

sgdhg ®rdghntr b rinpledegtationdecreathatgontaigsdhe prayisiens fodata

localization under Article 26. They said that the drafdecree®q ™ hr dr rdqghntr oqghu bx "~ mc bhu
enqg sgd odnokd ne Uhdsm' I "mc rs mcr sn rhfmAehb mskx c°

2.2.3DECRHE

On 3 February 2020, the Vietnamese authorities introduced a new decree impacting on tight to freedom

ne dwogdrr hnm nmk h @8 en p@&8altibbfor ddininibtrétivelviolatibns dMy&inst regulations

on postal services, telecommunications, radio frequencies, information technology and electronic

sg - mr > bshnmr  + Cdkorgnd dg d0edd ¢ g dCcd bsgrd d” r04® snnj deedbs nm 04 @o
previous decree on penalties in the technology and telecom sectors (Decree No. 174/2013/NB)."°

Decreel5- r 011 “gshbkdr oqnuhcd enq °~ v hc dorngatioménd ne sdbgmhb®
postal sectors and create numerous administrative offencesd heavy administrative fines in the event of a

breach. In the context of internet communications, Decre&5 provides for a wide range of administrative

offences for both internet usrs and internet service providersThe decree contains a range fosevae

administrative penaltiesvhich threaten freedom of expression and access to information in Viet NaRor

example, underArticle 3.2.a, technology companies that violate thdecree can have their operating licences

suspended for up to two years

Article 99 provides for a wide range of penalties for websites (aside from social media sitlea) host
oqnghahsdc bnmsdms- Tmcdg @qshbkd 0/ / + vsprhelotheodgs ™ hmr r o
punishable offences under which a company'dicence can be suspended include:

9 @ ailing to provide private or personal information of serviasers who get involved in terror acts,
crimes or other violations against law at the request of competent authoriti€article 100.2.b)

1 @&ailing to operate a server in Viedam to serve the inspection, retention and provision of
information atthereques ne °~ bnlodsdms " tsgnghsx ng gdrnktshnm
services provided in accordance with regulations of Ministry of Information and
Communications (Article 100.2.c)

T ®Cdkhadqg sdkx rsnghmf . cdkhudqgh nsfh nhmmekn ghlmssdhgndm svrg h b g@qc
100.3.dd)

1 @ ailing to block and remove violating information as prescribe@Art 100.3i).

@ksgntfg Cdbgdd 04 cndrcdmns gddbhgrgdmgks gtdpgh@®Bbbde | i
technology firms such as Facebookrad Google, Decree 15everthelessappears to be intended for

application to the global tech giants. The creation of penalties for failure to block or remove content as

prescribed by the authorities raises further concerns regarding the role of tech compasin the censorship

68Sgnl "r | Sgdtskdg+ ®Toc sd nm sgd Hlokdldms shnm ne Uhdske | -r Mdv Bxadgq
and Gibbons, 18 December 2019www.tilleke.com/resources/updatémplementationru h d s mewcybersecuritylaw-and-status-

implementing-decrees

69@r h® Hmsdgmds Bn khshnm+ ®@HB hrrtdr rs sdldms nm Uhdwsmbel -r cq es-r hlo
2018, aicasia.org/2018/11/08/aicissuesstatementon-vietnamsdraft-implementationdecree-for-the-law-on-cybersecurity5-now-2018/

70Shkkdjd % Fhaanmr+ ®Mdv Odm kshdr enqg Onwws.tileké.cortirejotcesdlhdvpenaltiesm Rnbh ™ k Mdsvn
posting-fake-news-sociatnetworks
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of legitimate expression in Viet Nam. Similarly, Article 1@c adds to concerns regarding the right to privacy
raised by theLawon Cybersecurity which require tech companies to operate servers within Viet Nam and to
make privateuser data available to the Viethamese authorities.

Much of the content prohibited by Decree 15 falls within the definition of protected expression under Article

08 ne sgd HBBOQ+ gdmcdghmf sgdrd ognghahghfthnmr hm uhnk  sh
obligations. For example, the censorship of informatidhat®c ndr mns | " sbg sgd m shnm k hm
restriction on the right to freedom of expressiowithout a legitimate aim+ ~ rs i®mm™ k hmsdqgdr s~ hr sn
and broad to justify restrictionsn the right to freedom of expression.

Cdbgdd 04 “krn hmsgnctbdr rodbhehb “c¢cl hmhrsqg shud odm’ ks
networksthat can be imposed in addition to any civil or criminal punishments. Article 101 of Decree 15tse

out punishments for social network users. These include administrative fines of between VND 10 million

(approx.US$430) and VND 20 million (approxUS$ 860) for users who commit the following violations:

1. Posting or sharing false information (fake newsy untruthful, distorted, or slanderous information
that offends the reputation of agencies or organizations or the hamand dignity of individuals;

2. Posting or sharing information that advocates unsound customs, superstition, obscenity or depravity
which is not in line with the traditions and fine customs of the nation;

3. Posting or sharing graphic depictions of acts of slashing, killing, accidents or horror;

4. Posting or sharing fabricated information that causes panic among the population or incites
violerce, crime, social evils or gambling, or that serves gambling activities;

5. Posting or sharing press, literature and art works or publications without the permission of the
copyright holder, or works that have not been approved for circulation, or have beeanbed or
revoked;

6. Advertising, promoting, or sharing information about banned goods and services;
7. Posting or sharing inaccurate maps dfiet Nam
8. Posting or sharing links to websites with banned content.

Higher administrative fines of VND 280 million (approx. US$860+1,290) are imposedfor the disclosure of

information classified as state or personal secret@r o qduhntr kx mnsdc+ sgd Uhdsm | drd
widespread invocation of state secrecy to limit access to information raises additional concernsuaihe

potential for this provision to be misused to punish whistleblowers.

2.2.ADECRER

Decree 72/2013/NDCP on the management, provision and use of internet services and online information
(Decree 72)came into forceon 1 September2013. This wide-ranging regulation which aims to regulate
information on the internet in Viet Namis littered withvague and ilkdefined provisionsthat arbitrarily
penalize expression protected under international human rights law

Content restriction requests ant by the Vietnamese authorities to technology companies including Facebook
and Google(as discussed in Chapter 3, below) are routinely based on this highly problematic regulatian
particular, Article 5 @b b n g ¢ h mf transparé&cykepogsnal gf the restrictions ithas implemented
pursuant to local legal obligationsince July 2018were based on government requests that referenced
Decree 727

Many of the provisions of Decree 7that restrict freedom of expression are so broadly worded anddkfined
that they could encompass almost any form of criticism of the Viethamese authoritiEsr example,Article 5
prohibitsusings g d h ms d gpuosing theeStatp of@h2 8dcialist Replib of Vietham; undermining the
national security and social order and safety; sabotaging the great national unity bloc; conducting
propaganda about wars and terrorism; sowing hatred and contradictions among nations, races and
religions - Sgdr d ae tpovadue dndimprecise to meet the requirements of legality under
international human rights lawAtrticle 25 further states that social media websites apFohibited from
publishing any of content shared by social media usetthat is prohibited under Article 5.

@gshbkd 11 rs sdr sg°'s ®Zelngdhfm ngf mhy shnmr+ dmsdqoq
across the border, which is used in Vidilam or accessed from VieNam, shall comply with VieN™ | - r

71 Facebook Transparency, Content Restrictions, Vietnartransparency.facebook.com/contentestrictions/country/VN
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relevant laws in effect, this provision establishes that companies such as Facebook and Google are obliged
to comply with all Viethamese laws including lawsrestricting freedom of expressiorthat may not comply
with international human rights law and standards.

Article 25.9 obligessoci k | dch™ bnl o  mhdr sn ®qdf hrsdg+ rsngd "~mc | " m
odgrnmr sg°' s drs > akhrg oqhu sd vdarhsdr "mc nsgdg hmengql
mirrors a similar provision in the Law on Cybersecurity arttireatensthe right to privacy of social media

users in Viet Nam putting them at further risk of harassment and intimidation at the hands of the

Vietnamese authorities.

Concerningly, thealready problematic provisionsind arbitrary restrictions on freedom of expssionthat
characterizeDecree 72may possibly lead tdurther violaions ofinternational human rights standardsf a
proposeddraft amendment to Decree72 is promulgated

In April 2020, the Ministry of Information and Communicationseleased a drafamendmentto Decree 72
that contains proposedchanges to the regulations on online information and the use of internet services
These include (1) the creation ofnew categores of online information; (2) new provisions on crosisorder
transfer of information; and (3) new licensing requirements for establishing websites, aggregated news
websites, social networks, application distribution stores and online gameés.

Article 23.d of theproposed amendmentss of particular concern as it containsprovisionsthat gravely
threaten the righs to freedom of expressiorand privacyof social media users in Viet Nam, including by
requiring social networkgo:

1  Ensure that only social network members (accounts that have been verified with tatep
verification of realname and phone numbers) are allowed to interact on the platforms;

1 Have a mechanism for removing illegal content within three hours after sdi§covery or upon
request from theMinistry of Information and Communications

1 Maintain a pre-approval mechanismfor filtering content generated by users; block content
presented as journalistic products; and only allow users to post or livestream cultural,
entertainment, advertising, scientific, technology and educational contefit

These amendments threaten to fuhter restrict the space for freedom of expression online Wiet Namand
could alsofurther increase the prevalence of arbitrary censorship of online speecfhe draft provisions
threaten to expose the identities ahpersonal information of social media users, which could put individuals
who express critical views at risk of persecution and harassment by the authorities.

The draft amendment hasbeen met with opposition from business groupsn May 2020, the Asia Intenet

Coalition, American Chamber of Commerce Hanoi and Japan Electronics and Information Technology

Industries Association (JEITA) submitted a response to the draft to the Viethamese authorities and raised

severalconcerns about its contents* Also in May,Asia Internet Coalitiopubliclyr s * sdc sg° s sgd ®oqgnor
bnmsdms bnmsqgnkr g hrd rdghntr®c s oqghu bx "mc fnudgm m

72A° j d g L bVietnamy: Nidistry of Information and Communications release new Draft Decree amending earlier Decrees covering

the management, povision, and use of internet services and online information 1 &y 2020,
www.lexology.com/library/detail.aspx?g=f4fla78b37-4bf9-8152-a61c50375aac

73A° j dg L b Yietmam:Muhistry & Information and Communications release new Draft Decree amending earlier Decrees covering

the management, provision, and use of internet services and online informafionr  Mhay2020,
www.lexology.com/library/detail.aspx?g=f4fla7@b37-4bf9-8152-a61c50375aac

74 The Asia Internet Coalition, American Chamber of Commerce Hanoi and Japan Electronics and Information Techpdfatystries

@ rnbh>shnm+ ®l nhms Hmctrsqgx Rtalhrrhnm nm Cdbgdd 61 nelnel/ 02 nm sgd | " m
hmengl "shnm '@ dmcldms( ' -Cdbgdd Mn- 61. 1/ 02May20R0Ra®ia.orgiep -sgd Cq es Cdbqgd
content/uploads/2020/05/May22-English_JointSubmissioron-Decree 72-0f-2013-on-the-managementprovisionand-use-of-Internet
servicesand-online-informationrAmendment1.pdf

75AsiitHms dgmds Bn > khshnm+ ®Ldch® Rs sdldms eqnl sgd @r B2of2Bl®endlgmds Bn >  khshnn
L m fdldms+ ognuhrhnm "mc trd ne Hmsdq macasiaord/gpcdnterd/uploadsf?020/65Mkch md h mengl ~ s hn
statementVietnamsamendmentsto-Decree 72-Internet Regulations26-May-2020.pdf
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3.CENSORSHIP FOR
OQNEHS9 AHF
SILENCING OF
VIETNAMESE HUMAN
RIGHTS DEFENDERS

®Gnv b m vhdman rigltd whemleaicesal
rhkdmbdc >

Duong Van Thai, Vietnamese human rights®defender

3.1INTRODUCTION

On 5 September 2018, &eryl Sandberg, thechief operating officer of Faceboolattended a hearing at the

Senatelntelligence Committee of the US Congress. In this hearirgsenator raisedviet Nam kaw on

Cybersecurityas an example of how repressive regimes adopt laws governing expression which do not align

with international human rights standards. When asked wther Facebook supports democratic principles

when operating in other countries, sheaid ®Vd rt oonqgs sgdrd ogbhMetaukdr ~ gnt mc s
only operate in a country when we can do so in keeping with our valu€g

Despite this assurance, on 21 Apr2020 Facebook confirmed a major shift in its content moderation policy

in Viet Namthat would seethe companystepping upits compliancev hsg sgd Uhdsm I drd "~ tsgnqgh
repressive censorship regime in respect of expression deemed critical of the st&tBacebook disclosed that

itg>c “fgddc sn ®r ksfcomplatcdwitmeguests from the \detnandese government to

76 Amnesty International Interview with Duong Van Thai, 7 July 2020.
77MOQ+ ®Rdm  sd Bnll hssdd Udmsr e@ant ss hGhm "Vbjgh mf 4NeR dfohsfd | Saddbqg 1EH nOg7 +H m
www.npr.org/2018/09/05/644607908/facebookwitter-heaviessetto-appearat-senate hearing-googlemay-be-mia;

®V' sbg Khud9 Svhssdg BDN | "bj Cngqrdx+ E > bdannj BNN Rgdgxk R mcadqgf sdrsh
www.youtube.com/watch?v=mElyt2Src
781 - Od grnm+ ®Dwbktrhud9 E bdannj ~fgddc sn bdmrng -
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bdmr ng s® @misntwithinViet Nam’® The manager of a popular Facebook paghat shares political
and human rightsrelated content told Amnesty International that since the policy shift by Facebook led to
increasing restrictions on content posted on the page, their pagedauffered an estimated 40% reduction
in engagement on averagé

Facebookhas revealed thathis policy shift came about after the Viethnamese authorities put pressure on
Facebook by takingts local servers in Viet Nam offlinghereby slowing Facebook services to a crawl and
making it difficult for the company to operate in the country. A Facebook soertold Reuters that they

®adkhdud sgd “bshnm v r s jdm sn ok htg comglidncelvithh b ™ ms oqdrr
kdf "k s jdcnvm ngcdgr vgdm hs bnldr s bnmsdms sg°'s ZE b
Amnesty International calledthemod ax E  bdannj " ®cdu'rs shmf stgmhmf onh

Viet Nam and beyond ® Whereassocial media has positively transformed the landscape for freedom of

expression in Viet Nam, thidias only been the caséecause Viethamese internet uss have used these

platforms to express critical views and uncover human rights abuseé@ontrarytoE > bdannj - r

communications regarding their policy shifttis the right to freedom of expressioemns -1 ~ gjtds ~bbdrr -
that should be protectedat all cods.®?

Pressure on Facebook and other technology companies operating in Viet Nam has increased since Nguyen

Manh Hung became Minister of Informationand Communicationsin October 2018. The former CEO of

Viettel, the biggest telecommunications company Miet Nam and a military generalNguyen Manh Hung

g r gdod sdckx rs sdc sg°s ®engdhfm nvmididehasralbboh > k | dch"”
often targeted Facebook and Google in his speeches, accusing these platfowhbeing the main sourcesof

®e"jd mdvr " mc snwhb® hmengl "shnm hm Uhds M | -

MinisterNguyen ManhHungv * r gdongsdc sn g ud rs> sdc hm @ ftrs 1/1/ 9
department has been very active in fighting these networkis respect of Facebook,when the State

previously made a request, theycomplied withabout 30%, whereasnow,Z E * b d amta gfcomplianceis

about 70+75%. YouTube complies better,if was previously about 60%, now(it has increased toJaround

80-85%.

By 8 October 2020, stateowned media reportedMinister Nguyen Manh Hungas saying thathe rate oftech
bnl o> mhdr - b nl mkdval ofthad inforimatian, psogadanda against the Party and the State
reached the highest level evet. The same article reported thain 2020, Facebook removed 2,08 posts+ a
500% increase compara to 2019, complying with 99% of the government's requests whereas YouTube
complied with 90% of all requests®

Viet Nam is believed to be thdirst country in Southeast Asia and possibly the worldt where Facebook has

officially acknowledgedh policy to increase compliance witltensorship of political expression in accordance

vhsg ° f nudgqgml daheughrsuch sheethis pretected by inténational human rights law.

E bdannj-r cdbhrhnm sn bnlokx vhsg sgd Uhdsm I drd fnudgm
ramifications, as other repressivgovernmentsaround the world may now seek to apply a similar strategy by

forcing Facebook and dter technology companies to restrict online expression.

In fact, there are worrying signs that regional neighbours majreadybe followinguhds M | -r kd  ¢c- Hm @t
1/1/+ Sg hk > mc-r Lhmhrsdg ne Chf hs  lnstBabebaoolnandk gdongsdckx
accusedit of not complying with government requests to restrict content deemed illegal, includiaiieged

791 - Od grnm+ ®Dwbktrhud9 E bdannj ~fgddc sn bdmrng -

80 Amnesty International Interview with Nguyen Van Trang, 9 July 2020.

811 - Od grnm+ ®Dwbktrhud9 E bdannj "fgddc sn bdmrng"~

82 Amnesty International® Uhds M* 1 9 E bdannj |l trs bd > rd bnlokhbhsx vhsg fnudgmldms bdm
www.amnesty.org/en/latest/news/2020/04/vigtam-facebookcease complicity-governmentcensorship/

83@ mdr sx Hmsdgm shnm k+ ®Uhds M 1 9 E bdannj I trs bd ' rd bnlokhbhsx vhsg f

www.amnesty.org/en/latest/news/2020/04/vietam-facebookcease complicity-governmentcensorship/

84 Tuoi Tre, Khong lam ming x& hei ViR dihay thd myng x& hsi nWtc ngoai, 8 November 2019 tuoitre.vn/khonglam-mang-xa-hoi-viet
de-thay-the-mang-xa-hoi-nuoc-ngoai20191108074902647.htm

85 Thanh Nien, Bs tr\& ng Nguydn Mynh Hung: Facebook va Google c&lRchjo g G m geaos8@mMember 2019 thanhnien.vn/thok
su/bo-truong-nguyen-manh-hung-facebookva-googleco-ti-le-chap-hanh-tang-cac-1146078.html

86 Doanh Nhan Viet Nam, YouTube, Facebook tuandgtire hn yéu cu cga ViRvNam, 16 August 2019, doanhnhanviet.net.vn/chiih-tri-
thoi-su/youtubefacebooktuan-thu-tot-hon-yeu-cau-cua-vietnam-5921.htmi

87 Hai Trieu, Facebook % chXn qu¥hg céo chinh t, cac tai khah ph¥m ehg, Cong An 8 October 2020, congan.com.vnitin
chinh/facebookse-chan-quang-cao-chinh-tri-tu-cac-tai-khoan-phan-dong_100905.html

88 Hai Trieu, Facebook % chXn qu¥hg céo chinh tr3, céc tai khath ph¥m eig, Cong An 8 October 2020, congan.com.vn/tin
chinh/facebookse-chan-quang-cao-chinh-tri-tu-cac-tai-khoan-phan-dong_100905.html
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insults to theThail n m™ q ¥ §oon afterward, Facebook revealed thiathad taken the decision to shut
down®Qn x *~ k hr s ,laprademacracy Fabethook group critical of the Thai monarchiput said that
it planned to challenge the decision in court, without specifying further detail®.

3.2CENSORED: CONTHRIGREONS BASED ON
LOCAL LAW

®H g ud knrs e hsg hm E
Imagine if you spent years and years growing your
account, posting and writing about your passions fc
democracy, but then in one easy act, Facebook jus
all the work you havealover the years.

Sg s gd kkx chrbntg fdc
ability to express our opinions. Our ability to reach-
hr mnv udqgx khl hsdc-

Nguyen Van Trang, @enmoocracy activist currently seeking asylum in®Thailanc

Sincethe April 2020 announcement from Facebook that it would increase its compliance with content
removal requests in Viet Nam, Amnesty International has documented a significant increase in content
removals reported by Vietnamese Facebook useksn particular, by human rights defenders.

Amnesty International has interviewed 14 human rights defenders and activists whose political or human
rights-related social media content has been restricted in 202@,1 by Facebook and three by YouTube. All
available restiited content was analged by Amnesty International and verified as protected expression
under international human rights law. In some cases, content could not be anzdg because it had been
removed without notification and had not been recorded anywherése.

Rather thandeleting content from the platform, both Facebook and Google generally block content from
being visible in a specific country when the content is deemed to violate local law. This practice is known as
®eo-blocking . In respect of Facebook, Amnesty International research suggests that users are not provided
with any opportunity to appeal content restrictions which are based on local law.

890 sohbg™ S " mj rdloho s+ ®Sg"h | hmhrsdgq sggd sdmr E bd®&nnj vhsg kdf"
www.reuters.com/article/ughailand-facebook/thaiminister-threatensfacebookwith-legataction-overrestrictionrequestsidUSKBN24Z1RA

90Qdt sdgr+ ®E  bdannj r "hx rf nawkd 'gmrl dsws kedg'| K kmemfscdh Sgk'nbj fgnto bghshb ™k ne
www.reuters.com/article/ughailand-facebookstatement/facebooksaysplans-to-challenge thai-governmentdemand-to-block-group-
critical-of-monarchyidUSKBN25L0BR

91 Amnesty International interview with Nguyen Van Trang, 9 July 2020.
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Truong Chau Huu Danhs a weltknown freelance
journalist in Viet Nam. He focees on issues such as
allegedcorruption, social justice, ancallegedabuse of & Tin nhan hd tro
power by government officials. He uses his personal i
Facebook account, which has almost 150,000 followers, to

954D - N Galm

publish his work. Thousands of people interact with his Chung téi da han ché quyen truy cap vao bai
posts daily?® viét ctia ban. Hay di téi Hop thu ho tro dé tim
hiéu thém.

In June 2020, Truong Chau Huu Danh posted on
Facebook about an alleged corruption scandal in Binh
Duong province. He posted around 15 pieces of content
on Facebook about this issuewith each post attracing
thousands ofpublic interactions.Four of these 15 posts

o Xoba bai viét na
were removed in Viet Nani® y

=]

According to Truong Chau Huu Danh, Facebook sent him

notificationsthat said: &D]ue to the local legal restrictions

vd g ud gdrsghbsdc "~ bhther " » T s
posts then became invisible for Facebooltsers in Viet n Ih?ng ba? at’quantrc‘)r&g ?’ev,t?a' viet cua ban
Nam, as stated in the notification Facebook sent tdruong L Al R

Chau Huu Danh(pictured right). Do céac gidi han phap ly tai dia phuong, ching toi

da han ché quyén truy cap vao bai viét clia ban
Truong ChauHuu Danhtold Amnesty International that he tai Viét Nam.

could not contest the restrictiorbecause he was not given Tim hiéu thém.

any option to appeal This lack of an option to appealvas

confirmed by Otherhgman rights defenders and activists Facebook notificat&ent to Truong Chau Huu, doiming him that his pos
who suffered restrictions based on Iad lawby Facebook  peen restricted inside Viet Nam (image supplied)

Nguyen Van Trangs a pro-democracy activist currently seeking asylum in Thailand after fleeing an arrest
warrant in Viet Nam for his involvement with the Brotherhood for Democracy, a fstlemocracy group?* He
has a Facebook account wit around 8,000 followers and takes part in the management of three Facebook
fan pagesthat have more than a million followers combine®. He is also active on YouTuhewvhere he
manages channels with half a million combined subscribers. Trang uses social neglatforms to share
news and information related to political developments in Viet Nam, social issues including allegations of
corruption and land grabbing, and human rights violations including arrests and beating of activists.

Nguyen Van Trangold Amnesty Internationalthat he began to experience content restrictions after

Facebook announcedts new policy in April 2020% In May 2020, Trang received a notification from

E - bdannj hmenqgl hmf ghl sg s nmd ne ghbshommsr- vSgdgamnsg hd
became invisible for users in Viet Nam. Trang told Amnesty International thsince May 2020, Facebook

has restricted every piece of content he posted that contained names of two particular politicians, Nguyen

Phu Trong,the secrdary general of theCPV, and Tran Quoc Vuonga senior party membes’

The restrictions, according to Nguyen Van Trang, have had a severe impact on his political activism and

forced him and fellow activists to selfensor in order to safeguard theiremaining access to Facebook. He

said: ®he worst thing of all about this policy is that it has forced people like us to seénsor our content.

That is so dangerous to freedom of expression in Viet Nam. While in real life, we already suffer crackdowns

by the governmenttmnv + dudm nmkhmd+ v& “krn rteedg gdrsghbshnmr -~

Nguyen Van Trang also told Amnesty International that he suspects he is suffering from a ban on advertising
on Facebook. Although he received no such notification, he and others who maedgs activist pages have
been unable to®oost (purchase paid advertisingor) any content since December 2019. Nguyen Van

Trang alleged that a Facebook representative verbally informed his orgation that they will no longer allow

his group to advertie because of political pressure. Nguyen Van Trang told Amnesty International that his

92 Facebook profile offruong Chau Huu Danhwww.facebook.com/huudanh.truong.5
93 Amnesty International Interview with Truong Chau Huu Danh, 9 July 2020.

94 Facebook profile of Nguyen Van Trangyww.facebook.com/tienlen.01.02.1990

95 Amnesty International Interview with Nguyen Van Trang, 9 July 2020.

96 Amnesty International Interview with Nguyen Van Trang, 9 July 2020.

97 Amnesty Internatioml Interview with Nguyen Van Trang, 9 July 2020.

98 Amnesty International Interview with Nguyen Van Trang, 9 July 2020.
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group tried to email Facebook to get a written confirmatiaf this ban, however, he says that Facebook did
not respond.*®

@oo" gdmskx

bnmehql hmfciodfMimsgrmof Infornratios apndComfmunicationsNguyén

Manh Hung told statecontrolled media on 8 October 2020@At the request of the Ministry of Information
and Communications, Facebook [hg] agreed to block political ads from fan pages and accounts of
reactionary and terrorist organizations®® The term® q d ~ b s ik frequentlykused by the Vietnamese
authorities to refer to legitimate criticism of the government and CPV.

n An important message about your post

Due to local legal restrictions, we limited access to your post in Vietnam.

A notification sent by Facebook to a Vietnamese human rigimist 2@ féngara@enshot supplied)

While Facebook has publicly acknowledged its content moderation policy in Viet Nand its effect has

addm

j mnvm vhcdkx

sgd “bshuhrs bnlltmhsx+

opinion in Vig Nam have been scarcelyscrutinized. However, Amnesty International interviewed several
human rights defenders and activists whose content was similarly restricted by YouTube.

Hm e’

bs+ XntStad-r

gdbngc ne

Communications Nguyen Manh Hundg® Whereas Facebook only recently relented in the face of pressure
from the Vietnamese authoritieghe Viethamese government has reported consistently high rates of
compliance fromYouTubewith its content moderation requests®

Nguyen Van Trangold Amnesty International that his content is often subject to geographic restrictions and
made invisible to YouTube users in Viet Nam based on alleged violations of local law. He explained that
when thishappens, YouTube always provides notifications and an opportunity to appeal, but they do not
provide any detailed explanation as to the reason behind the restriction.

Email to Nguyen Van Trang from YouTube (suppli

D3 YouTube

Chao
Lién quan dén 18i kodn cla oen
n kniéu ngi phag ¥ ca ot co guan chinh phi vé video

video sau dy va (ca
fouTube: i (hirng) qués gia saw

con Nguydn Birc Chung: h
bdo cdo 18I, hay gini bify miu néy

N&: dung néy da br chin va khdng con xudt nién trén trang weo cla YouTube tai
{ohtrg) quéc gia s ady

VISt Nam

DE tusin thi Lt phap tai dja phuomg, YouTube 3 x63 ndi dung ki cin thift, s g
xom i bdi vt vb dorn kb il prdn 17 rén Trung thm trgr icR G ching Wi

Tedin trgng!
Nhém YouTube

Translation of email from Yoy pittaredeft

®vVd g ud gdbdhudc °~ kdf°
government agency about your video. After
reviewing, we have decided to restrict the following
video and this video will no longer appear on
YouTube in the following countries: [hidden content]

This content has been restricted and will no longer
appear on YouTube in (the) following countries: Viet
Nam

If you think your video was mistakenly restricted, you
can notify us within 30 days starting from the day
you received this report. You can onlyesnd this form
nmbd enqg d bg uhcdn-r TC

In order to comply with local laws, YouTube will
delete content when necessary. Please 1®ad the
article about legal complaints on our Support
Bdmsdgqg-

99 Amnesty International Interview vyith Nguyen Van Trang, 9 JuIy”ZOZQ; 5

Sq h dt +chXEquihg camchiph tr} cac tai khah ph¥m einf Coeng An 8 October 2020, congan.com.vn/tin
chinh/facebookse-chan-quang-cao-chinh-tri-tu-cac-tai-khoan-phan-dong_100905 html

101 Doanh Nhan Viet Nam, YouTube, Facebook tuandtst hTn yéu ctu cqa ViRvNam, 16 August 2019, doanhnhanviet.net.vn/chinhtri-
thoi-su/youtubefacebooktuan-thu-tot-hon-yeu-cau-cua-vietnam-5921.htmi

102 Zing News, Cbq1 7.000 video, g] 19 kénh nei dung xyjt &€ trén YouTube, 14 August 2019zingnews.vn/chan7000-video-go-19-
kenh-noi-dung-xau-doc-tren-youtube-post977947.html
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Nguyen Van Trangcontrasted thisopportunity to appeal withhis experiences with Facebook, which provides
for no appeal option when content is restricted based on local law (as opposed to community standards).
Trang explained that he has occasionally been told that his content violated community standatds
generdly when his videos related to specific politiciansand in such cases his appeals have sometimes
succeeded and others not. Trang stated that his appeals to Facebook have always failed if the posts
discussed thesecretarygeneral of theCPV,

Geographic caitent restrictions also affectnembers ofViethamese diaspora communities around the world,

many ofwhom have utilzed social media to promote respect for human rights in Viet Nam after fleeing

political persecution.One example isNguyen Van Daia Vietnanese human rights lawyer and cdounder of

the Brotherhood for Democracyvhois currently seeking asylum in Germany after being released from prison

on humanitarian grounds two months inta 15-year sentencehanded down in April 2018 He was

previouslyconvicted inMay 2007 and received a fiveyear prisonsentenceunder Article 88 of the 1999

CriminalCodee ng ®bnmct bshmf oqno f mc™ ~f hmrs sgd rs sd - Gd
hands of the Vietnamese authorities, including multiple brutal physical assaults, harassment, intimidation

and arrests for his activism.

Nguyen Van Dai told Amnesty lernational that he had 15 posts subjected to content restrictision
FacebookbetweenJune 2020 and August 2020. He has received notifications from Facebook every time his
content has been restricted, as shown below:

Access to your video has been restricted. Go to your Access to your post has been restricted. Go to your
Support Inbox to learn more. Support Inbox to learn more.

fl Delete this Video i Delete this Post
n An important message about your video n An important message about your post
Due to local legal restrictions, we've limited access to your video in Due to local legal restrictions, we've limited access to your post in
Vietnam. Vietnam
Learn more. Learn more.
How was this experience? How was this experience?

Notifications received by Nguayeai\supplied)

Vgdm " rjdc “ants E bdannj-r “bpthdrbdmbd sn sgd Uhdsm | d
expression,Nguyen Van Dasaidthath s v " r ®t m" b b d o s neolkide witheauthpriti€&stob d a n n j

violate international law and/iethnamese laws He also said that the restriction has affected his ability to

spread knowledge about human rights and democracy to Viethamese people inside the country, which is the

103 Amnesty International interview with Nguyen Van Dai, 25 August 2020.
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main reason he uses Facebook?* He suggesedd ®E "~ bdannj r gamst the Vietnamesec t o
fnudgml dms-r gdptdrs sn bdmrng onkhshb>k roddbg adb ™ trd
hmsdgm shnm” k% k> vr- Hs-r hkkdf > k-"—

Both Facebook and Google report information regarding their compliance with government requests to
restrict content based on local law in their periodic transparency reportn Viet Nam, Facebookegan
reporting its compliance with requests to remove ctent from the authorities in 2017, when a total of 22
restrictions were implemented in the second half of that year. The number of restrictions jumped to almost
2,000 in 2018, but restrictions then decreased to nearly 200 in 2014

On 20 November 2020, Faebook published its first Transparency Report since acknowledging its increased

compliancewith censorship requests from the Viethamese authorities. The report, covering Jantdmne

2020, showed a983% increase in content restrictions based on local lancreasing from 77 in the

preceding six-month periodto 834 in the latest reportt despite the reporting period covering only three

|l nmsgr ne E bdannj-r mdv bnmdAdardingtoB ¢ d d & eepoji,@zhese k hbx hm Uh
reports related to content alleged to violate Decree No. 72/2013/NLP, including content opposing the

Communist Party and the Government of Vietnafand] COVIDB19 misinformation

g1 Facebook

Profile I 14

Album 0

ost [ oo

Comment 0
Total 834

Facebook Transparency Repdunlaf20: Viet Ndf@strictions Byoduct

In the report, Facebook alsancludes Viet Nam in its list of countries which experienced internet disruptions

during the reporting period, referring to a seveweek disruption from February to April 2026% The report

defines internet disruptionr  intentia®al restrictions on connectivity that limit people's ability to access the

internet or specific websites and apps1® This disruption, which was confirmed by Vietnamese activists to

Amnesty International, was apparently enacted by the Viemase authorities to increase pressuren

E" bdannj sn hmbgd rd hsr bnlokh mbd vhsg sgd "tsgnghshdr

@bbngchmf sn Fnnfkd-r Sq mro gdmbx QdonqgGtentimeghbg bnudqr
government requests targepolitical content and government criticism. Governments cite defamation,

privacy, and even copyright laws in their attempts to remove political expression from our services. Our

teams evaluate each request and review the content in context in order to detine whether or not content

should be removed due to violation of local law or our content policied®

Fnnf kd-r Sq  mstates thatthelvast n@jdrity mfgegjuests it receives to remove content in Viet
Nam are based on contenthat Google clasg h d rF n'urd g@nl d ms + degpite sha fach that thistype
of speech is a crucialcomponent of the right to freedom of expression, protected by international human

104 Amnesty International interview with Nguyen Van D&5 August 2020.

105 Amnesty International interview with Nguyen Van Dai, 25 August 2020.

106 Facebook, Transparency, Content Restrictions, Vietnamansparency.facebook.com/cotent-restrictions/country/VN

107 Facebook, Transparency, Content Restrictions, Vietnatnansparency.facebook.com/contentestrictions/country/VN

108 Facebook Transparency, Internet Disruptionstransparency.facebook.com/internetlisruptions

109 Facebook Transparency, Internet Disruptionstransparency.facebook.com/internetlisruptions

110Fnnf kd Sg mro > qdmbx Qdongs+ ®F n trahspandnayneport.gpaple.cothigarernmemt gdl nud bnmsdms ™ +
removals/overview?removal_requests=group_by:requestors;period:&u=removal_requests
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rights law!*! Googlealsoreveals that the majority of requests to remove content corfrem the Information
and Communications Authority, as shown belo¥?

GOOGLE TRANSPARENCREPORT GOVERNMENT REQUESTSO REMOVE CONTENT (ET NAM)

I Government criticism [l National security Regulated goods and services 172 p
8000
Dec 31, 2019
Government criticism: 5,744
6000 =
4000
2000
0
Jan 01, 2011 Jan 01, 2013 Jan 01, 2015 Jan 01, 2017 Jan 01, 2019

Total items requested for removal from each Google prod@t@uservice mr — (

I Judicial [ Executive Information and Commu... [l Government Officials 12 p
8000
Dec 31, 2019
Information and Communications Authority: 5,780
6000 e
4000
2000
0
Jan 01, 2011 Jan 01, 2013 Jan 01, 2015 Jan 01, 2017 Jan 01, 2019

Total itemsrequestedq qdl nu” k eqnl dReduestesnnf kd ogqnctbs ng rdquhbd ' ®

Googlereports that inthesecondg " ke ne 1/ 08+ hs qdbdhudc 63 gdptdrsr sn (
from 44 in the first half of the yeat!®* Google also lists a number of examples of content moderation
decisiors it made in Viet Nam, for example:

Request: We received requests from the Authority of Broadcasting and Electronic Information,
Ministry of Information and Communications in Vietham to remove over 3,000 YouTube videos
that mainly criticized the Communist Party and government officials.

Outcome: We restricted the majority of the videos from view in Vietnam, based on Decree 7214

Sgd ehftgdr ptnsdc hm Fnnf khdtrue scalegof content regtiictiobsx gdongs t mcdgq
implemented by Google in VietNanFnnf kd ~bj mnvkdcfdr sg° s sgdrd ehftgdr ®«
removals that we regularly process every day in response to Agmvernmental user complaints across our

111Fnnf kd Sgq mro gdmbx Qdongs+ ®Fnuddshdnsmmrentydepdritdgoogle.con¥goverprdentn ud b n ms d ms
removals/by
country/VN?country_request_amount=group_by:reasons;period:;authority:VN&lu=country_item_amount&country_item_amount=group_by:r
easons;period:;authority:VN gdgdhm” esdq9 ®FnnftklkddSq mr 8hgdgmmk d@do@dptdr sr — (

112 Google Transparencyreport+ Vietnam Government Requests.

113 Google Transparency Repott Vietnam Government Requests

114 Google Transparency Repott Vietham Government Requests.
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products that® ~ x bhsd uhnk >shnm ne ntq bnM3ASeushtleseligulehdr nq bnl |
do not captureall of the content restrictions resulhg from statesponsored, systematic abuse of th@&@eport

abuse function on social media by Vietnamese public opinion shapers and cyboopsthat is documented

in Chapter 4 of this report.

RESPONSES FROMNIEB/IPA

@ccqgdrrhmf hsr bnlokh  mbd vhsg Uhdsm I drd "~ tsgnqghshdr- Kk
International dated 20 November 2020, Facebook stated:

Facebook is committed to implementing the UN Guiding Principles on Business and Human
Qhfgsr "mc FMH Oghmbhokdr- @ mnsdc hm TMFO 12+ atrh

applicablelawsandg dr odbs hmsdgm > shnm> kkx qdbnf mhydc gtl "m qhf
®r ddj v xr sn gnmntqgq sgd oghmbhokdr ne hmsdgm shnm k
bnmekhbshmf qdpthqgdldmsr-—" Hm khmd vhwiddwegdrd bnll hs

strenuously seek to minimise adverse human rights impacts of local laws that may conflict with
international human rights standards, while also ensuring that our services remain available and
usable for the millions of people who rely on them emeday. 116

While Facebook highlights the difficulties posed by conflicting legal obligatiamsder local and international

standards by citing UNGP 23, companies shouldlsobe aware of UNGP 11, the commentary to which

r s = sTderréspofsibility to respechuman rights is a global standard of expected conduct for all business
dmsdgoghrdr vgdgdudg sgdx nodq sd- Hs dwhrsr hmcdodmcdms
own human rights obligations, and does not diminish those obligationsnd it exists over and above

compliance with national laws and regulations protecting human rights”

E bdannj-r gdronmrd sn @ mdrsx Hmsdgm shnm k etgsgdg r s’

Our latest Transparency Repof b kd > qkx cdl nmrsq sdr ntgocdchb™shnm s
Uhdsm I drd odnokd hm sgd e bd ne ° wudgx bg kkdmf hmf
access to a total of 834 items in Vietnam on the basis of local legal requireménts tiny fraction of

the hundreds of millions of pieces of content createdver the same period. This is despite the fact

that, at the same time, the availability of our services was under unprecedented pressure from

Vietnamese authorities: as previously reported and as reflected in our latest Internet Disruptions

Report, access ¢ Facebook in Vietnam was disrupted to varying degrees for a period of seven

weeks between midFebruary and early Aprit®

In response to & earlierletter sent by Amnesty Internationain which the organization queried=acebook r
content moderationpractices in Viet Nam, Facebook wrote

When we receive a request from any government to remove a piece of content, we follow a
consistent global processE nt q hmsdgm k sd Il r bnmctbs ° b qdetk kd
review, and may restrict access to the ontent only in the country where it has been alleged to

be illegal. As part of this review, we consider the impact that our actions will have on the

accessibility of our services and the other speech on our platform?*®

Although Facebook purports to followonsistent global content moderation practicesheir

acknowledgementhatthey® b n mr hcdq sgd hl o bs sg's ntgq ~bshnmr vhkk g
rdquhbdr "~ mc sgd ns g duggeststhdtdomtgnt moderation decisioksiltimatatygary

by country according to the pressures they face from national governments

Also responding taqueries fromAmnesty International, Google wrote:

Google evaluates government requests for removal of content against human rights standards,
and we take several measures to narrow requests, consistent with the GNI Principles. We have
designed a methodological approach to decisioamaking that includes consideration of whether
the content: violates existing community guidelines; clearly violates local law; and involves a
matter of public interest. When we remove content, we take the least restrictive approach to

115Fnnf kd Sg  mro  gqdmbx Qdongs+ ®F n trahspardnayreport.gpayle.cothigavernmemt gdl nud bnmsdms ™ +
removals/overview?removal_requests=group_by:requestors;peridak8&moval_requests

116 Response letter from Facebook to Amnesty Internation@ November2020, on file with Amnesty International.

117 Commentary to Principle 11 of th&JN Guiding Principles on Business and Human RightdJNGPS.

118 Response letter from Facebok to Amnesty International20 November2020, on file with Amnesty International.

119 Response letter from Facebook to Amnesty International, 8 September 2020, on file with Amnesty International.
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removal by blocking it in the relevant jurisdiction, while still making it available in other

jurisdictions globally. We source local speaking agentsto review each URL, review these videos

"f "hmrs XntStad-r Bnlltmhsx Fthcdkhmdr “mc drs akhrg
identify and minimize the restrictions on political speech, and deploy government affairs and

policy experts to maintain a line of communication with the government.*?

Google further explained thait requires that

[S]pecific URLs be submitted by the government with associated rationale under local law and

specific timestamps highlighting the aspect of the video that they believielates local law. For

removal requests that are not specific enough or lack supporting evidence, we request for more

details to be sent before taking any sort ofdecisigh Fnnf kd dr s> akhrgdc °~ sd’ | ne
speaking content review agents as a direcesponse to the large volume of requests coming from

the government in Vietnam and to ensure that each URL submitted by the government was

reviewed individually and carefully. These reviewers are trained on our policies including when and

how to escalateto ensure that freedom of expression and GNI Principles are considered in each

reviewe Ntg sd Ir "m kxyd d bg TQK tmcdqgq sgd knb Kk k™ vr
cases of political speech with public interest and highlighting these cases foternal escalation
and potential pushback for more clarificatior?

While it is welcome thatGooglerequires government agencies to provide specific URLs along witbtailed

hmengl "shnm qdf gchmf ~kkdfdc uhnk s hhmumanrighesiskatb " k k> v+ s
fulfilled simply by ensuring thatfreedom of expressiorh r  ® b n mduting ehchdeview Rather, according

to the UNGPs,companieshave aresponsibility tofully respect the right to freedom of expressigms defined

by international human rights lawin their decisions and actions??

3.3SILENCEIDNTENT RESTRIQGMIGNXRS T
NOTIFICATION

Amnesty Internationadocumented a pattern of alleged cortent restrictions without notification by
interviewing eight human rights defenders and activists who repored that their Facebook postsrelated to
human rights or politics disappeared from their pages without receiving anynotification. Some
illustrative cases are included in this section, though Amnesty International was unable to verify
individual claims of posts having been removedwithout notification, as in such casesthere is no trace of
the posts in question having existed.

As to whether it notifies users of content restrictions that are based on local law, Facebook says

We provide notice to people when we restrict something they posted based on a report of an
alleged violation of local law, and we also tell people when they try view [sic] something that is
restricted in their country. We provide this notice except where legally prohibited or when
technical constraints prevent us from doing sa.!?®

Facebook does not detail what kind of legal prohibitions or technical constraints prevent the company from
providing notice of content restrictionsAnd while Facebook also restricts content that is deemed to violate
its Community Standards, such restriains are meant to be accompanied by a notification and an
opportunity to appeal, according to Facebook policies.

Truong Chau Huu Danhis a well-known freelance journalist in Viet Nam. He focuses on issues such as

allegations of corruption, social justice, and allegations of abuse of power by government officials. He

uses his personal Facebook account, which currently has almost 150,000 followers, to publish his work.

Thousands of people interact with his posts dailySqt nmf Bg ™t Gtt C”  mdbyr ogqnehkd v r
Facebook+ a status granted to prominent public figures.1

120 Response letter from Google to Amnesty International, 7gember 2020, on file with Amnesty International.
121 Response letter from Google to Amnesty International, 7 September 2020, on file with Amnesty International.
122 Commentaryto Principle 11 of the UNGPs.

123 Facebook Transparency Report Julpecember 2018, & ontent Restrictions Based on Local Law
transparency.facebook.com/contentestrictions/jutdec-2018.

124 Facebook profile of Truong Chau Huu Danlwww.facebook.com/huudanh.truong.5
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Between 26 March and 8 May 2020, Truong Chau Huu Danh posted hundreds of pieces of content on
his Facebookaccount focusing on two issues the ban on rice exports and the death penalty case of Ho
Duy Hai. Truong Chau Huu Danh told Amnesty International thathe noticed that these posts had been

removed without notification in June. ® S g d x
H chc mns qdbdhud

itrs chr ood qgqdc+

Huu Danh could not appeal against any decision to remove this content.

k kal,
mx rBecauseshie eceived nonmotificatignd Truwbvg €kau h md ¢ -

ane

La Viet Dunguses his Facebook account to expose human rights violations adigcuss matters of public
interest, such as allegations of corruption and the South China Sea territorial disptieHe told Amnesty
International that he tried to post a video about the Dong Tam incidefsee further information belowpn 2

May 2020, but that the video was immediately removedllegedlywithout notification.La Viet Dung told

Amnesty International that thevideo was immediately removedach subsequenttime he tried to upload it
beforethe ninth attempt, whenit remained on his Facebook.He told Amnesty International that halid not
understandwhy he could only post on the ninth attemptbut that he believed the treatment of his posts was

arbitrary X2

La Viet Dung also told Amnesty International that some of his Facebook friends who sharedvideo from

his profilereceived notifications from Facebook saying that theyadr g ~ g d ¢
sgdhgqg

Facebookwould thereforeq d r s ghb's

®u h n k dhats

bbnt msr - Gd snkc

video from my Facebook accounivas arbitrary... | suspect that Facebook is coordinating with the

Vietnamese governrmant to silence dissent %28

K@ UH DNINHATMEVPTRTO REPORWATION ABEIDDDNG TAM INCOINERNACEBOC

Dang tiép 1&n 9 Vi Facebook lai xoa:

Minh vira phat hién ra Facebook tu dong xoa clip nay
ma khong hé cé bat cir mét théng béao nao.

Minh luén ¢6 géng tuan thi va doc Ki tiéu chuan cong
déng clia Facebook vé bai déng, nhung viéc gd bai
ma khéng théng béo thi rd 1a Facebook qua bay, ching
theo mot tiéu chudn nao ca.

Tuy nhién, diéu nay cling c6 céi hay la cang chirng td
"Facebook khong phai ctia minh" khi céng an hdéi. Cha
dai gl phai nhan, vi Facebook ¢é thé ga bai, thi né ciing
c6 thé dang bai "chéng phd nha nudc" dé hai minh :D

Tom tat lai may y cla cdi clip nay la:

- Vu giét cu Kinh 1a dé TRA THU ngudi dan Dong Tam
da dam dung Ién chong cudng quyén va DAN MAT tat
ca nhifng ngudi dam phan déi chinh quyén céng san
Viét Nam.

- Chinh quyén cong san hay vu cho ngudi dan 1a khing
b6, nhung chang cé khiing b6 nao & Viét Nam ma ac
han cdng san!

Sgd sdws ne K° Uhds Ct mf -
included a video related to the Dong Tam incident (supg

Sq mrk > shnm9 ®8sg "~ ssdl
previous posts: | have found out that Facebook
arbitrarily removed this video without giving me any
notification. | have always tried to learn and follow
Facebook's community standards, however, removing
content without notification is too egregious, there is no
standard allowing them to do that.

®Gnvdudg+ sgdgd hr nmd fr
that Facebook removed this video shows that "this
account doesn't belong to me", so when police ask
whether this is my Facebook account, | will not admit
anything, because if Facebook can just remove anti
state contents as they wish, then they can also post
anti-state content in order to put me in danger.

®Rnl d onhmsr sn oqnuhcd ¢k
killing of Mr. Kinh is revenge for the resistance of
people of Dong Tam, it also sent a threat to whoever
dares to oppose thedCommunist Party. The communist
regime always accuses those opposing them as
terrorists, however, the only terrorist group in this
country is theCommunistP* gs x hsr dke- "~

0 s

bnmsdms

@l

sgdl +

mdr s x

In April, after Facebook announced its new policy on content moderation in Viet Nam, Trinh Ba Phuong and
Trinh Ba Tu scrolled through their Facebook timelines in order to check whether information they had
shared about the Dong Tam incident was still therélowever, they told Amnesty International that all content
related to this incident had been removed without their knowledge and without notification. The two then
posted on their Facebook accounts to announce what they found and encouraged other activistcheck if
they also hadhad their content removed without notification.

Before his arrest, Trinh Ba Phuong told Amnesty Internation&@Facebook has contributed to the making of a
new era inViet Nam Our society has changed dramatically in the pasbsyears because people canow
accessinformationto which theynever had access in the past. | understand that Facebook has to care

125 Amnesty International telephone interview with Truong Chau Huu Danh, 2 July 2020.
126 Facebook account of La Viet Dungyww.facebookcom/lavietdung

127 Amnesty International telephone interview with La Viet Dung, 19 June 2020.

128 Amnesty International telephone interview with La Viet Dung, 19 June 2020.
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https://www.facebook.com/lavietdung

about profit, but | wish that Faceboolcould alsomaintain its operation in Viet Nam and continue to provide
our people aplatform where we can express ourselves freels for me, | will not back down even if | have to
go to prison *?°

Nguyen Van Trangalso told Amnesty International that he noticed content removals without any
notification around June 2020. He explained: ®Vgm H sqhdc sn ehmc | x nkc onrsr+ H
anymore. They are being removed without my knowledge**°

While the precise circumstances of eachreportedh mr s " mbd ne bnmsdms -chr ood  q mbd-
analyze, Amnesty International understandsthat only the original poster of content which is restricted

subject to local legal restrictions receives a notification from Facebook. In other words, users who use

sgd -r g tpgublistadorsgentrirom other accounts or pages do notcurrently receive natifications

if the original content was restricted pursuant to local law.

CASE STUDY: THH BRONGBCIDENT

The Dong Tam incident refers to an infamous confrontation between villagers and security forces on 9

January 2020, when approximately 3,000 sewity officers from Ha Noi raided Dong Tam village in a land

chrotsd sg' s adf m hm 1/ 06- Sgd "~ tsgnqghshuhr g ¢c ognonrdc
telecommunications company Viettel, whose CEO at the time was the current Ministeinformaion and

Communications, Nguyen Manh Hung. Security forces killed the 8fearold village leader in a confrontation

in which three police officers were also killed. Twentyine villagers were arrested and later found guilty of a

range of offences on 14 Sefgmber in a trial marred by allegations of torture and violations of fair trial rights.

Brothers Le Dinh Chuc and Le Dinh Cong received death sentences after being convicted for murder.

The Dong Tam incident sparked a national outcry in Viet Nam at theng, and Facebook was the main

platform where public debate took place. The government reacted with a nationwide crackdown on online
expression. Amnesty International received reports from human rights defenders and activists across the
country who were sulected to content restrictions on Facebook following the incidett. In addition to the
widespread restrictions on content shared on social media, many activists were arrested for seeking to share
information online.

Amnesty International has documented the cases of six prisoners of conscience currently imprisoned for
online expression related to the Dong Tam incident. Details of these caseslong with all69 prisoners of
conscience in Viet Nam detained for the peadel exercise of their right to freedom of expression online
can be found in Annex A.

Amnesty International received reports from more than a dozen human rights defenders and activists who
experienced content restrictions on Facebook during the height fcial media coverage of the Dong Tam
incident. Some reported that their Facebook livestream function was disabledhile manyothers reported
being subjected to geographic contenbr profile restrictions

Media outlets also suffered content restrictionThe YouTube channel of the Vietnamese service of Radio
Free Asia (RFA), which has half a million subscribers, incurred a restriction from YouTube on the grounds of
violating community guidelines. These restrictions were allegedly caused by the cytveop battalion (as
discussed inChapter 4, which reportedly flooded Facebook and YouTube with complaints about certain
posts by individual users and independent media outlets. The staten news outletHa Noi Moireported that

a representative of the Ministry of Information and Communications praised YouTube for its quick responses
to requests from the Vietnamese authorities after the clashes at Dong Tam. The same representative

k>l a~rsdc E bdangnxj reknngv k&xq d “nbcsfamifqg dudt bg ™ shb ™ k k x — -

The Special Rapporteuon freedom expressiorhas reported thatactivists globally have complained of

suffering content restrictions without notificatiaf®® According to the Special Rapporteur®ransparency and

notificatiors go hand in hand: robust operationalevel transparency that improves user awareness of the

ok sengl-r “ooqn bgdr sn bnmsdms qdlnu  kr ~kkduh’ >sdr sgd

129 Amnesty International telephone interview with Trinh Ba Phuong, 11 February 2020.

130 Amnesty Internationainterview with Nguyen Van Trang, 9 July 2020.

131@ mdrsx Hmsdgm shnm' k+ ®Uhds M 19 @qdrsr "mc rnbh k lIdch” bg bjcnvm e
www.amnesty.org/en/latest/news/2020/01/vietam-arrestssociatmedia-crackdown-deadly-clashesland/

132 Hanoimoi, Bs Thong tin va Truyln thong: Khéng thkdkién nh['n ndu Facebook khéng tuan tig phap lurt ViRsNam, 11 January 2020,
www.hanoimoi.com.vn/tirtuc/Xa-hoi/955313/bo-thong-tin-va-truyen-thong-khong-the-kien-nhan-neu-facebookkhong-tuan-thu-phap-luat-

vietnam

133Rodbh>k Q oongsdtg-r Qdongs sn sgd GQB+ TM Cnb- @ GQB.27.24+ o q - 26-
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weaker overall transparency increases the likelihodkat users will be unable to understand individual
gdlnu kr hm sgd “~ardmbd ne m#fshehb shnmr s  hknqgdc

134Rodbh k Q oongsdtg-r Qdongs sn sgd GQB+ TM Cnb- @ GQB.27. 24+
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3.4VANISHBEPROFILE BLOCKING

®H v ms E bdannj "mc ns
users. | want them to respect the right to freedom ¢
dwogdrrhnm "~ mc sgdhqg tr
gdetrd sn bnl okx vhsg s
nm hmcdodmcdms unhbdr -

Duonyan Tha¥ietnamese online aétivist

» G = .l 52% & 04:57 PD
Bui Van Thuanis a former high school chemisy teacher
who began using Facebook in 2015 to express his opinions € Tin nhan hd tro
about political and social issues including allegations of
corruption.**® He told Amnesty International that he believes

social media is essential for the promotion of human rights in Dus fo el requikements i your comivy we ave

restricted access to your profile on Facebook. This

VietM" | & no@only allove me to express my opinion means that other people in your country cannot see
which is very important, but also helps connect people, your profile, and may not be able to interact with you
sharing knowledgeand information and ultimately improve over Messenger.

odnokd-r v gdmd@rr ne sgdhg

As Bui Van Thuanbecame more engaged in online activis,
he turned his attention to topics that were more politically
sensitivesuch as the internal affairs of theCPVand political
disputes at local governments in different provinces.

Thong bao quan trong vé ndi dung clia ban
Hom nay luc 14:49

Due to legal requirements in your country, we have
According to Bui Van Thuan, thousands of people liked and restricted access to your profile on Facebook. This
shared each ofhis posts!3 However, towards the end of means thatother people i your country cannot see
2019 he started L tificati ’ f E book your profile, and may not be able to interact with you
, » he started receiving notifications from Faceboo o Mesacrer ILearn more.

informing him thathis posts had been removed from

Facebookc t d s nreg@itlerdents k

o

Xoa
In January 2020, having followed the land dispute in Dong m
Tam since 2017, Bui Van Thuan used his Facebook profile tONpotification sent by Facebook to Bui Van Thuan stating that his Face
inform the public ofthe impending police operationon the been restricted in Viet Nam due to local legal requirements. Screenst
village after hehad received photos of policesurrounding the
area a few days por to the incident.He also updated his Facebook profile about the situation on the ground
during the conflict. Apparently as a result, on 8 January he received a notificati¢pictured, above right)that
r hc9 ®Ctd sn kdf  k quephavh mdritted mcass tgoor profiebnd-ackbodk.fikisy x +
means that other people in your country cannot see your profile, and may not be able to interact with you
over Messenger

Ath U ' m Sgt m-r E'madkavisible to Fazdbook users invWiet Nam. No onrethe
country, including his Facebook friends and followers, could see himge. And though hecould still use his
Facebook and see other people, heould notinteract with anyoneif they were in VietNam.

135 Amnesty Internationainterview with Duong Van Thai, 7 July 2020.

136 Facebook profile of Thuan ¥n Bui, www.facebook.com/tienlen.01.02.1990

137 Amnesty International telephone interview with Bui Van Thuan, 24 June 2020.
138 Amnesty International telephone interview with Bui Van Thuan, 24 June 2020.
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E " b d a n wBui fan Tdfieeikhsubmitteedn appealgainst hiaccourttlockageScreenshot supplied.

Bui Van Thuan appealed the decision to Facebook. In response to his appdadcebookresponded as
follows

Vd g ud bk gqghehdc sg s xnt c¢cnm-s | dds sgd gdpthqgdl dm
Il ngd "~ ants E bdannjqgd  conB hbbdhadmrntj -ork dQhrfdg sgrd ~ mc Qdr onmr
https://www.facebook.com/legal/terms/?ref=cr

Unfortunately, due to security and confidentiality reasons, we cannot provide further
information to explain as to why we deactivated your account. We appreciate your
understanding since this is our final decision.

Thereis no clear policy basis foisuch geographicprofile blockingf gqnt mc d ¢ hswontnurityd a n nj -

standards.As part ofits transparency reportingFacebook states®Ve may disable Instagram or Facebook

accounts for repeat or severe violations. Thismeanstts sgd ~bbntms hr mn knmfdg uhrha
k n f *HHowever, there is no mention of profiles being blocked within a specific country. Cases such as

Ath U m Sgt m ghfgkhfgs sgd k' bj ne sq nmumandgitsnbx sg s qd
defenders and activists who use its platform in Viet NarBui Van Thuanexpressed his frustration at

E bdannj - ®Hsdbhr hmme@qtrsq shmf+ I nqd eqtrsq shmf sg " m g°
terminated because it is like you ardving, but invisible to everyone 14

In its latest Transparency Report covering Januarylune 2020 Facebook revealed, without providing further
explanation that upon a® g n t reviewin df their actionsthey had determined thatthey had ®@estricted

access to 14 profilesinerror - mc g “@&pdectedithede thistakes and restored access to the profiles
within Vietnam 4!

The decision to blockAt h U™ m pi®fiethadmserious personal, political and economic consequences

for him. He told Amnestylnternational thathe lost his teaching jokin 2017 due to coercionon his employer

from the policein retaliation forhis activism+ a common tactic used toapply maximum pressureon human

rights defenders and their families in order to force them ive up their activism‘*?> Bui Van Thuan then

returned to his hometown and became a farmer, andhe relied on Facebook to sell agricultural goods that

ghr e Il hkx ogqnctbdc- Vgdm E bdannj aknbjdc ghr “~bbnt ms+

139E" bdannjg# s®Tmechdnf sgd Bnl | t mhsx R gansparénay.tacelndR.ooenfcammadnitydtamdard®d on g s — +
enforcement/guide

140 Amnesty International telephone interview with Bui Van Thuan, 24 June 2020.
141 Facebook Transparency, Content Restrictions, Vietnartransparency.facebook.com/contentestrictions/country/VN
142 Amnesty International telephone interview with Bui Van Thuan, 24 June 2020.
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hispgnct bsr "mc ok bd ngcdqr- ®Lx atrhmdrr g r addm e’
therefore | cannot sellanything At h U™ m Sg4¥ " m dwok  hmdc -

On 17 July 2020, Amnesty International wrote to Facebook and asked for an explanation for the gaplgic
gdrsghbshnmr nm Ath U.Mmtisgt™ ma®gutE Was tbstaned yithoutbo b n t ms
notification on17 September 2020

On 24 June 2020, land rights activist3rinh Ba Phuong and Trinh Ba Tuwvere arrested by police and

b g gqf denakind, staging®r spreadinginformation, materials or itemgor the purpose of opposing the
State ofthe Socialist Republic of VieNam  t mc d q @q s Erimindl Cdiiéfeer timeg reporeed
extensively on the Dong Tam inciderit® Their Facebook accants have disappeared since their arrés. On

17 July, Amnesty International wrote to Facebook and asked for an explanation for the disappearance of the
o  hqg-r E° bd.dmamwyitten résponse tm smnestinternationalsent on 20 November2020,

Facebook stated that theycould notdiscuss individual cases due to privacy obligations.

Duong Van Thais a freelance journalist and a member of the Vietnam Independent Journalists Association.
He is currently seeking political asylum in Thailand due to feaf arrest in Viet Nam. He has long relied upon
Facebook and YouTube to disseminate his opinions and research on political issues, corruption and human
rights in Viet Nam?46

After being allowed to visit his family for the Tet national holiday following higeat and detention by the

Ministry of Public Security in Ha Noi in early 2019, Duong Van Thai fled to Thailand and soon after noticed

that both his Facebook and email accounts were the subject of hacking attempts Then, in March 2019,

his Facebook accounwith over 83,000 followers was suspended by Facebook. Thai reached out to

Reporters Without Borders (RSF), who advocated with Facebook on his behalf, after which his account was
restored. The restoration was shotived, howeverin September 2019 DuongU™ m Sg > h-r ~bbnt ms
deactivated without explanation and he has been unable to recover it sin¢e.

Duong Van Thai estimates that he has attempted to creatgore than 300 Facebook accounts since then,
none of which has survived for more than two wke. He told Amnesty International that thenost recent
account suspension occurred in June 2020% He told Amnesty International thaFacebook provides him

with an option to appeal or verify the accounts after they are suspended, but even after®e n k k nv Zr \

Facebook!*°

3.5RESTRICTIONS OREINDENT MEDIA

Facebook has not onlymplemented censorship onindividual Vietnamese users, it has alsapplied
restrictions on the Facebook pages of independent and critical media outlet¥éet Nam maintains strict
media censorship both or and offline, with independent and critical media websites generally blocked.
Several of these blocked outlets nonetheds maintain popular social media pages in Viet Nam. However,
these pages have also increasingly been the target of censorship.

Radio Free AsigRFA) is an USbased news outleknown for covering Vietnamese domestic political news.
After its website wadlocked, RFA moved most of its Vietnamese content to Facebook in order to continue
reaching Vietnamese audiences, anils Facebook pagenad more than 16 million followersas of October
2020, making it one of the most followed Viethamedanguage news ou#its on Facebook:®!

143 Amnesty International telephone interview with Bui Van Thuan, 24 June 2020.

144 AmnestyInternational telephone interview with Bui Van Thuan, 24 June 2020.

145Q  chn Eqdd @rh™+ ®Uhdsm’ I @qqgdrsr Entq Eng Rg ghmf Hmen nm Cnmf
www.rfa.org/english/news/vietnam/dongam-06242020181006.html

146 Amnesty Internationainterview with Duong Van Thai, 7 July 2020.

147 Amnesty Internationainterview with Duong Van Thai, 7 July 2020.

148 Amnesty Internationainterview with Duong Van Thai, 7 Jul2020.

149 Amnesty Internationainterview with Duong Van Thai, 7 July 2020.

150 Amnesty Internationainterview with Duong Van Thai, 7 July 2020.

151E° bdannj + T Db wwiv.faBabdabk.cori/RFAViethnam/
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https://www.rfa.org/english/news/vietnam/dong-tam-06242020181006.html
https://www.facebook.com/RFAVietnam/

ScreenshotfrQgie @ Uh ds M’ .IPhoto crEdialiol Free Agia, Faceisblgkngiruy m 5 bai & aga RFA &fiong 4 thang!, 13 July 2020

On 13 July 2020, RFA reported thabetween April and July 2020t the period following the announcement

ne E  bsdewrconjent moderation policy in Viet Namt Facebook hadplaced geographicrestrictions on

five of its posts thereby blocking them from being seerin Viet Nam.The restrictions began in April when

Facebook blocked one articlon COVID19 policy in VietNam. In May, Facebook restricted two further

articlescoveling the B O Uinternal political developmentsas well asanotheron the death penalty case of

Ho Duy Hai. In July, another two articles were restricted, eacloncerning political developments inviet

Nam. Accordingto RFA,tllr d qdr sghbshnmr vdqd itrshehdc ax E  bdannj
gdr sghbshnmr = - E RFAwithany detailedcexptamason as ¢orwhytexactly thegarticular

posts were restricted>?

152 Radio Free Asia, Facebook gi hyn truy cfp 5 bai vidt cqa RFA chrirong 4 thang!, 13 July 2020,
www.rfa.org/viethamese/in_depth/faceboetestrictsaccessto-5-rfa-postsin-just-4-months-
07132020152632.html?fbclid=IwAR3N15DhaUzL etqlRu99eeZPVj93RoCuWvOrRYWY0n4zamthMh60Oz6bmdcc
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https://www.rfa.org/vietnamese/in_depth/facebook-restricts-access-to-5-rfa-posts-in-just-4-months-07132020152632.html?fbclid=IwAR3N15DhaUzLetqIRu99eeZPVj93RoCuWv0rRYWY0n4zamthMh6Oz6bmdcc
https://www.rfa.org/vietnamese/in_depth/facebook-restricts-access-to-5-rfa-posts-in-just-4-months-07132020152632.html?fbclid=IwAR3N15DhaUzLetqIRu99eeZPVj93RoCuWv0rRYWY0n4zamthMh6Oz6bmdcc




































































































