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GLOSSARY

TERM

AUTHORITARIAN
PRACTICES

CHILLING EFFECT

COMMAND AND
CONTROL

DEFAMATION MEDIA

HIGHLY INVASIVE
SPYWARE

HIRAK ELRIF

IMSI CATCHER

JUDICIAL
HARASSMENT

MAKHZEN

MAN-IN-THE
MIDDLE (MITM)

MASS
SURVEILLANCE

DEFINITION

A pattern of actionsthat entrench or concentrate power in ways that generally
lead to or facilitate human rights violations. These can include surveillance,
smear campaigns, and judicial harassment, used to silence dissent and shrin}
civic space.

The fear produced by surveillance and repression that causes journalists,
activists and human rights defenders to limit their speech, reporting or
activism.

The remote server infrastructure used by an attacker to communicate with,
control and exfiltrate data from devices infected with spyware. Commonly
“aaqduh® sdc “r -B1l- -

Term used locally to describe radia outlets aligned with state interests and
used to carry out smear campaigns against dissidents, journalists and human
rights defenders.

Highly invasive spywards spyware which can gain complete access to all data
on a targeted device and whose functionality is not limited to accommodate th
need for proportionality, or spyware wtse use cannot be independently
audited or verified in case of abuse.

The Hirak ERif movement was a series of demonstrations organized in the R
region of northern Morocco in 2016 and 2017 demandingn end to the
marginalization of their communities and making social justice related
demands.

An International Mobile Subscriber Identitgatcheris a device that imitates a
mobile phone tower in order to identify nearby phones and intercept calls or
data in real time.

The use of legal proceedings, prosecutions or unfair trials to intimidate, silenc
or punish critics, journalists and human rights defenders.

A term used to refer tathe governing apparatus of Moroccazentred onthe
monarchy and associated security and political elites.

A man-in-the-middle is an attacker who can read, modify, and block the
network traffic from a target. A MM capability can be used to censor the
target or perform network injection attacks.

The largescale interception, monitoring or collection of communications and
data across networks or populations rather than against a single target.
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TERM

MOBILE FORENSICS
TECHNOLOGIES

NETWORK
INJECTION

OSINT

PHYSICAL
INFECTION

PREINFECTED
PHONES

SMEAR CAMPAIGN

SPYWARE

SSs7

SURVEILLANCE
FORHIRE

SYSTEM
INTEGRATOR

TECHNG
AUTHORITARIANISM
TRANSNATIONAL
REPRESSION

VPN SERVER

ZERGCLICK ATTACK

1-CLICKATTACK

DEFINITION

Mobile forensic tools or mobile data extraction products are specrid

systems used by law enforcement or intelligence services to recover, asaly
and interpret data from mobile devices for legal or investigative purposes. irhe
tools can be used norconsensually to unlock devices or bypass device
security mechanisms.

Network injectionis a technique where internet data packets are injected in the
internet traffic of a target to block, intercept or manipulate their traffic.

Opensource intelligence

The covert installation of spyware through temporary physical access to a targ
device.

Phones covertly loaded with spyware before being sold or otherwise passed t
target.

Hm sghr gqdongs+ sgd sdql =-=rld q b’ I
defamation andother forms ofstigmatizing and harmfulmedia and online
harassment campaigns which serve to discredit, undermine or sully the
reputation of the target.

Spywareis software which enables an operator to gain covert access to
information from a target computer system or device.

Signaling System Number 7s a set of signalling protocols and standards used
in telephone networks to perform actions such as cadistablishment, routing,
and roaming between national and international mobile phone providers. The
protocol was designed without modern security defees and has been
exploited by commercial surveillance vendors to enable various attacks
including location tracking and communications interception.

The commercial market in which private companies provide governments witt
surveillance products or related services.

A broker or intermediary that sources, combines, deploys and sometimes
supports surveillance technologies from multiple vendors for a client.

A pattern of actions where governments, corporate actors and/or other power
non-state actors use digital technologies to monitor, control and suppress
populations to unduly build, retain or concentrate power.

hc'

Rt qudhkk™ mbd+ hmshl shnm

borders to target critics living abroad.

ng g q !

A virtual private network server

A zeroclick attack is a surveillance industry marketing term for any vector
which can infect a device without requiring a user action, such as clicking on ¢
link.

A 1-click attack requires action from the target to enable the infection of their
device, typically by opening a malicious link. Various social engineering
techniques are used to trick the target into opening the link, including spoofing
legitimate websits or news articles. If clicked on, the attack link loads an
exploit chain to first compromise the web browser and ultimately install the
spyware agent on the target device.
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ACRONYMS

WORD
AMDH

APK

ANRT

CNDP

CODESA

DGSN

DGST

HRD

IMEI

DESCRIPTION

Association Marocaine des Droits Humain@loroccan Association for Human
Rights)

Android Package Kitthe standard file format for installing software on Android
devices

Agence Nationale de Réglementation des Télécommunicatiofisational
Telecommunications Regulatory Authority)

Commission Nationale de Contréle de la Protection des Données a Caractere
Personnel(National Commission for the Supervision of the Protection of Personi
Data)

Collectif des Défenseurs Sahraouis des Droits Humains au Sahara Occidental
(Collective of Sahrawi Human Rights Defenders)

Direction Générale de la Sareté National®irectorate General for National
Securit)+ Lngnbbn-r m shnm k onkhbd engt
wider security apparatus.

Direction Générale de la Surveillance du Territoi(BirectorateGeneral for
Territorial Surveillancgr Lngnbbn-r c¢cnl drshb hmsdk

Human rights defender;a person who works to protect or promote human rights
"mc vgn hr nmd ne sgd gdongs-r bdms:

International Mobile Equipment IdentityA unique identifier assigned to a mobile
device
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SUMMARY OF COMPAN
AND SURVEILLANCE
TECHNOLOGIES

This report features a number of companies, many of which have undergone extensive renaming, changed
their corporate structure or been acquired. This table summarizes the primary companies featured in the
report, their surveillance products (in italics), rd the naming conventions that Amnesty has used for
readability purposes in this report. The list is a neexhaustive summary of corporate changes (renaming,
restructuring and acquisitions) but provides a reliable guide for the purposes of this report.

Company

Product

NSOGroup Q NSO Groupis a company based in Israel that develops and selegasus a form
Cyber Technologies of zeroclick spyware.

SARL,Circles

Q Cyber Technologies SARE a Luxembourgbased company affiliated with NSO
Pegasus Group. It is a corporate entity within the NSO Group structure referenced in
relation to Pegasus customer deployments and internal customer identification.

Circlesis a Bulgariabased affiliate of the NSO Group. It develops an S®ased
phone-tracking technology and technical infrastructure associated with
surveillance operations.

Hacking Team, Hacking Teamwas an Italian surveillance company that produced thRCS

Memento Labs (Remote Control System3pyware, including physical infection vectors and mudti
platform device infection capabilities.

RCS
In 2019, Hacking Team was acquired by InTheCyber group and renamed as
Memento Labs

Verint, Cognyte, Verintis a US technology company that provides a variety of software services

ACE Labs and products, including surveillance products.

Reliant 12, End Verint produced theReliant 12, used for the collection and analysis of

Point Interception,  telecommunications data. Verint also offered a spyware product line termedd
WeblIntPro Point Interception (EPI)
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Company

Product

Nexa Technologies,

Amesys, Trovicor
Intelligence,
Datafusion

Eagle, Cerebro

Gamma Group,
FinFisher

FinSpy
Cellebrite

CellebriteUFED

Interionet

Nighthawk

Al Fahad Smart
Systems,
FSSysTech, Al
Fahad Group,
ETIMAD/EDGE

Maroc Telecom

In 2021, the cyber intelligence division of Verint was spun out as a separate
entity, Cognyte,which specialises in cyber intelligence products. Cognyte create:
the social media monitoring producWeblIntPra Cognyte included the offensive
cyber companyACE Labswhich closed in 2022.

Nexa Technologiesvas part of the Nexa group of companies which were
operated mainly from France. The group was created in 2012 to take over the
surveillance business of the French companfmesys Amesys was a telecom
and defence company, which created a masmonitoring system callecEagle
capable of performing mass surveillance of internet (IP) traffic at the scale of a
whole country. Amesys ceased its activities in the cybsurveillance business in
2012, after the transfer of its assets to Nexa Technologies, which renamed Eag|
as Cerebro

In 2020, the Nexa group decided to abandon Nexa Technologies as a brand an
began to operate under the commercial nam&rovicor Intelligence In 2024, the
Trovicor group of companies rebranded aBatafusion

Gamma Group is a BritisiGerman company that produces surveillance products
FinFisher Labs is based in Germany. The companies developed fRaSpy
spyware, which researchers identified as operating in Morocco.

Cellebriteis a digital forensics and intelligence company headquartered in Israel

Cellebrite produce the UFED (universal forensics extraction device) mobile
forensic tool that is used to recover, analyse, and interpret data from mobile anc
other digital devices.

Interionetis an Israeli cyber intelligence company.

Interionet produceNighthawk a product that allows for remote intrusion into
cameras.

Al Fahad Smart Systemsalso known asFSSys Techis a UAEbased surveillance
broker. It is part ofAl Fahad Groupand is now part ofETIMAD/EDGE

Maroc Telecomis a former state company that is now majority owned iB& of
the United Arab Emirates (UAE), although the Moroccan state maintains a 30%
stake.
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1. EXECUTIVE SUMMAR

®&gdgd "~ gd vghssdm Kk vr
sg s mn nmd gdrodbsr - £
authorization, warrants. Sometimes you can even ¢
cq Vv to sgd cnbtl dmsr +
complete impunity. We stiht the verdict.

Safiy former membebwéction Générale de la Surveillance dyD®@8Bitdire

®@ sdrs + ® fthmd®™ ohf 9 sghr hr gnv “Dirdcioer ne Lngnbbn-
Générale de la Surveillance du Territoif®GST) described the human rights defender and academic Maéti

Lnmi ha vgdm sgdx bgnrd ghl sn ad nmd ne sgd ehgrs odnokd
2017. But for Maéti Monjib, the outcome was anything but theoretical. His targeting by th&BT confirmed

what he had long suspected that he was under surveillance by the Moroccan authorities for his human

rights work and his academic writing. It also laid bare his entire digital life to the authorities: his messages,

calls, camera, location, ontacts, and more. At the same time, Maéti Monjib was facing criminal prosecution

and repression for his work. In 2015, he was subjected @criminal trial on charges of receiving foreign

funds to train journalists and was barred from leaving Morocco. Years later, he was sentenced to one year of

imprisonment. In 2020, he was again subjected to trumped up criminal charges related to money launidg

and embezzlement and Amnesty International called for his immediate and unconditional release.

Throughout this period, he faced relentless smear campaigns from staafigned news outlets and online

actors. Although eventually pardoned in 2024, the hassment did not stop. As recently as 2025, videos of

ghl bhgbt k> sdc nmkhmd bk > hl hmf gd v r cqghmjhmf ~kbngnk+
Maati Monjib believes the strategy was not only to silence him, but to frighten others intersie. As he put

hs+ o g ogg rhmf °~ Lngqnbb™ m ognudga9 ®ghs sgd ahf nmdr +

L Ush Lnmiha-r dwodghdmbd hr e q eqnl tmhptd- Rhlokx engq
defenders are routinely the victims of a combination of unlawful surveillance, smear campaigns, and judicial

harassment or criminal prosecution. Agentsf the DGST operate without judicial oversight or accountability

and target in secrecy and with impunity those who dissent. The range of tools they deploy is broad, but the

goal is clear: to blackmail, discredit, shame and, if necessary, imprison those wémeak out in defence of

human rights in Morocco.

This report provides the most detailed and comprehensive picture to date of the surveillance ecosystem that

enables the Moroccan authorities to use repressive tactics to harass, discredit and ultimately silence human

rights defenders. It draws on new testiony from sources who have worked inside the Moroccan intelligence

services who were involved in the unlawful surveillance of human rights defenders; leaked surveillance data

and targeting records internal to the government; leaked material from surveiltanvendors; and original

intgm khrshb hmudrshf>shnmr b qghdc nts ax @ mdrsx Hmsdgqg

Morocco was among the first countries where activists and journalists were found to be targeted with
advanced spyware tools, with evidence of Hacking Team spyware attacks revealed in 2012. Moroccan civil
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society was again identified among the global set of Pegasus spyware targets in 2019, and the extensive
scope of Morocco's surveillance against human rights defenders was brought to light during the 2021
Pegasus Project. This documented history of spywaaad surveillance abuses makes Morocco a unique

case in which to analyse how states exploit a range of surveillance technologies to target critics and limit the
work of civil society.

Lngnbbn-r rtqudhkk  mbtech tddsnincluding hdghly invasivensgywarensath gsh f g

Pegasus, as well as oldashioned techniques including following a target in person, taping conversations

and everything in between. Personal devices ammmpromised. People are secretly videoed and audio

recorded in detention, in their own offices and cars, and even in their own bedrooms. Phone calls are
systematically recorded and spied upon. Location data is tracked, revealing daily movements, contants a

more. Phone shops sell mobile phones prinfected with malware by DGST agents. Neighbours are recruited

r hmengl  msr sn qdo n g $iRDs)dailg movemants@rid aagisties. Adl df thesenc d g r - '
tactics extend not only to the targeted human rights defenders but also to their families, friends and

professional networks, both inside Morocco and abroad. In short, for human rights defenders in Morqgcco

sgdgd hr mnvgdgd sn ghcd “-encompassingwelxof sumeillahceb " od sgd r s’ sd-

@ ~ gdrtks+ sgd I nrs hmshl sd cds hkr ne gtlff m qghfgsr
and are exploited to silence them. Data, including video and audio recordings of a personal, intimate or

sexual nature, may be captured and at ties shared with statealigned media outlets, who conduct public

smear campaigns aimed at sullying the reputations of activists and discrediting them in the eyes of the

Moroccan public. Women human rights defenders in particular, or women linked with promimemale

targets, are subject to attempts to publicly shame them for real or perceived transgressions of conservative

social norms. These campaigns can last for years and are promoted online by an army of sdfiiated

commenters to boost the reach andisibility of the content. These campaigns are so wédhown that the

ntskdsr sggntfg vghbg sgdx ~gd Inrs bnllnmkx bnmctbsdc

Together with unlawful surveillance and smear campaigns, human rights defenders have been repeatedly
targeted with judicial harassment and politically motivated and/or trumpeg criminal charges, arrest,

detention and imprisonment following unfair trialand on the basis of a legal framework which violates
international standards. Some have been prosecuted for acts protected by their right to freedom of
expression or association on charges which are not recognizable crimes under international law, such as
broadly defined speech offences used to prosecute people for dissent or other legitimate expression. In some
cases, HRDs are pressured to provide false testimony against others.

Sgd s qfdshmf ne gtl " m ghfgsr cdedmcdqr hr mns khl hsdc
from abroad, continue to be targeted for surveillance and smear campaigns. Even foreign officials and
diplomats have been drawn in.

The wider result of these combined tactics is the creation of a profound chilling effect on other human rights
defenders, and on any other potential dissent within society at large. With no way to know when they are
being observed and recorded, facing unkown risks for family and friends, fearing public shaming or even
imprisonment if they speak out, the cost of dissent in Morocco grows ever higher.

And yet, many continue to speak out and attempt to hold those in power to account. Their cases are
highlighted in this report. Their stories underscore the urgent need for Morocco to end the impunity enjoyed
by the DGST, reform its laws and practices, améspect, protect and fulfill the human rights of journalists

and human rights defenders.

THE USE OF UNLAWFUL SURVEILLANCE IN MOROCCO

Covert surveillance does not in and by itself constitute a human rights violation. It can be conducted lawfully
provided a number of guarantees are met, set out in the International Covenant on Civil and Palitical Rights
(ICCPR), to which Morocco is a payt and related to the protection of the rights to privacy, opinion and
expression. The Human Rights Committee determined that the right to privacy required that robust,
independent oversight systems were in place regarding surveillance, interception anakiag. The UN

General Assembly, in its resolution 73/179, noted that surveillance of digital communications must be
consistent with international human rights obligations and must be conducted on the basis of a legal
framework, which must be publicly accesible, clear, precise, comprehensive and nediscriminatory.

Surveillance is unlawful even when undertaken in accordance with domestic legal procedures if these
procedures violate or contravene international human rights standards. Surveillance is unlawful, for example,
when conducted without judicial authorizatiomnd oversight as required under procedures governing its use.

Under international human rights law, Morocco must not only refrain from committing human rights
violations, but must also protect people from abuses by private actors. Further, Morocco must not only
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ensure the legality of surveillance conducted within its borders, but also extaaritorially. The use of spyware
and other surveillance tools as mechanisms of transnational repression has been increasingly noted as a
subject of concern by a growing lisbf UN authorities and experts.

In Morocco, surveillance is carried out by the DGST, often without legal authorisation, and for the unlawful
purpose of targeting human rights defenders for their work. This surveillance extends not only to the human
rights defenders themselves, but alsmttheir families, legal representatives and social and professional
networks. This surveillance is undertaken without independent oversight and is routinely carried out without
regard for domestic legal procedures.

Under international law and standards, interference with the right to privacy is permissible only when it
meets the requirements of legality, necessity, and proportionality, and is conducted for a legitimate purpose.
Thus, surveillance undertaken to targdtuman rights defenders because of their work in defence of human
rights is unlawful under international human rights law and standards, regardless of whether it complies with
the requirements of domestic legal procedure.

To meet their obligation to respect the right to privacy, it is crucial that the authorities have in place legal and
other safeguards capable of preventing abuses of surveillance technology in practice. The lack of adequate
judicial oversight, accountabity measures or access to an effective remedy results not only in violations of
the right to privacy of those targeted for surveillance, but also creates a chilling effect that causes journalists,
activists, HRDs, and many other community members, to limtteir speech, reporting or activism, thus
reducing civic space for all.

While Morocco bears the primary responsibility for upholding human rights law, private companies, both
domestic and international, also bear human rights responsibilities to avoid causing or contributing to human
rights abuses. These obligations exist ovand above domestic law.

The compatibility of surveillance measures with human rights law depends not only on the law and practice

of state agencies, but also on the particular tools used. Mass surveillance, as carried out using tools like

those purchased from Amesys or Verint, afia the extralegal cooperation of telecommunications providers,

is contrary to human rights law and standards. Many forms of modern highly invasive spyware used by the

Lngnbb™ m "tsgnghshdr+ rtbg ~r MRRemdieqQoritral Syster®@S)," rtr ~ mc G°
are fundamentally incompatible with human rights due to their design. Amnesty International has called for a

global ban on these forms of highly invasive spyware, because they allow unlimited access to devices and

their use cannot be independently adited.

Additionally, privacy and other human rights can be violated through the use of a range of tools, even if they

“gd mns bnmrhcdgdc ®rtqudhkk mbd™ snnkr hm sgd rsqghbs rd
forensics tools, IMSI catchers, athso on. Nor does the lawfulness of surveillance depend on the technical

sophistication of the devices used. Even the simple act of recording or listening in on a target must accord

with international human rights law and standards.

HMRHCD ODF@RTR9 GNV SGD VNQKC-R LNRS MNSNQHNTR
BY MOROCCO TO TARGET HUMAN RIGHTS DEFENDERS AND JOURNALISTS

Eng xd gqr+ MRN Fgnto-r Odf rtr roxv gd g r addm trdc sn
world on a massive scale. As part of this report, Amnesty International drew on previously unpublished

internal NSO Group marketing material and technicahaterials which were disclosed as part of a long

running US civil court caseinitiated by WhatsApp and Metaand which provide the most complete picture to

date of how the Pegasus system is built, operated and maintained.

This new analysis provides valuable findingms spyware accountability, including outlining the degree to
which the system used by government clients requires ongoing maintenance and support by NSO Group to
enable its ongoing functioning. The newly disclosed documents also independently corroborate the
authenticity and accuracy of the leaked dataset foundational to the origirRégasus Projectnvestigation

This enhanced understanding of Pegasus has allowed Amnesty International to build upon its previous

gdongshmf qgqdf gchmf sgd trd ne MRN Fgnto-r Odf  rtr roxv’
that, despite official denials, the Moroccan authoritieused Pegasus spyware between 2017 and 2021, and

possibly later. Amnesty International documents how the use of Pegasus in Morocco evolved in tandem with
cdudknoldmsr hm sgd sdbgmnknfx hsrdke- Engdhlitshb duhcdmbd
"mc hmedbshnm sdbgmhptdr( vdqgqd trdc sn ‘-lslkshibjj ged " bm rgh# g
vghbg sxohb > kkx gdkx nm sgd wubhkbhsbhjl “bsksh bbjjhrmf+ nvng h'b gl bk hnb hrnt
infect a target without themhaving to click a link, or indeed take any action at all; and network injection

attacks, which were dependent on using the Maroc Telecom network.
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This report also draws on the aforementioned internal NSO Group documentation to demonstrate the steps
NSO Group takes to register unique attack infrastructure for each customer. This finding validates the
methodology of the spyware accountability commupgiin linking clusters of spyware attacks to the same
operator. This is of particular importance in the case of the Moroccan authoritiese of the tool, since it can
be used to establish that the same customer is responsible not just for attacks on human rights defenders in
Morocco, but also for unlawful surveillance attacks using Pegasus spyware against Moroccan activists and
journalistsliving abroad, as well as certain activists, journalists, diplomats and other officials who are
nationals of other countries.

HOW A SHADOWY NETWORK OF SURVEILLANCE COMPANIES FACILITATES A RANGE OF SUR}
TECHNIQUES IN MOROCCO

While the use of Pegasus spyware by the Moroccan authorities is of great significance given the capabilities

"mc hlo bsr ne ghfgkx hmu > rhud roxv gd+ hs hr nmkx nmd c
surveillance ecosystem. The Moroccan goverrant relies on a range of techniques as well as tools

purchased+ without public scrutiny+ from various corporate actors based in Israel, the EU and the United

States of America. It also relies on the extjadicial cooperation of at least one domestic tommunications

provider.

This report documents that in addition to contracts with NSO Group, two Moroccan security agencies, the

DGST and the High Council for National Defenc€¢nseil Supérieur de la Défense Nationgl€SDN) had

contracts with the now defunct Italian spyware company Hacking Team (later rebranded as Memento Labs)

rhmbd ~s kd'rs 1//8- Lngnbbn v r nmd ne sgd sno btrsnldgq

spyware.

Research from other civil society organizations has also identified instances of FinSpy spyware, produced by
the British-German network of companies Gamma Group and FinFisher, being used in Morocco.

In addition to targeted surveillance technologies, Morocco has used a number of mass surveillance

technologies which allow for the widespread and bulk monitoring, interception, storage or analysis of user

materials. For example, since December 2009, Moroochas used the Eagle system (later rebranded as

Cerebro) from French telecom and defence company Amesys (later renamed Nexa Technologies, and

subsequently Trovicor Intelligence, and which was renamed again as Datafusion in 2024). This technology is
capable of monitoring internet (IP) traffic at a countswide level. The project,coden™ | dc ®Onobngm  ax
Amesys, involved the deployment of the Cerebro mass internet interception technology in Morocco.

Sgd gdongs " krn cnbtldmsr Lngnbbn-r 1/03 otgbg rd ne sgd
enables the unified collection and analysis of telephone communications, data from mobile internet service
providers, and internet traffic data.

The DGST have used IMSI catchers, devices which are designed to replicate mobile phone antennas and
can catch the data from nearby devices, including from encrypted messaging apps prior to transit, allowing
"fdmsr sn rox nm ° bs h sueilance of uigan nghts defermders. s n bnmct bs

The DGST also have recourse to the Universal Forensic Extraction Device (UFED) from the Israeli company
Bdkkdaghsd- Sghr rtgqudhkk > mbd snnk ~kknvr bnlokdsd "~ bbdr
custody. The authorities have used &iations such as detention or airport transits to unlawfully access the

devices of human rights defenders without their knowledge.

Morocco is also a customer of cyber intelligence company Cognyte, which was spun off in 2021 from US
based company Verint Systems and whose tools allow customers to control fake social media accounts
"® u s qr ( hm ngcdqg s nmddiasegdoqto laumch dokidd énfjimkenibgdattacka.nt s r nb h ™ k

According to former DGST agerBafir " m drrdmsh  k dkdl dms ne sgd CFRS-r rtqgl
cooperation of a domestic telecommunications provider. He described how DGST agents have direct access

to data and communications over the network, including accessing calls that ageotm listen to or

sq mrbghad s vhkk- Sgd cdrbghadc rtqudhkk mbd b o ahkhs
RELIANT product, a mass surveillance system which was sold to Moroccan authorities in the-id 0 / - r +

according to internal \érint sales records. The sales records also list Maroc Telecom as the potential

purchaser of Verint network interception products as part of the wider system. Forensic investigations have

bnmehqgldc sg° s L gnb Sdkdbnl - rpyward attacksghrough atechragqded m t r dc sn
jmnvm “r —mdsvngqj hmi dbshnm- -

Unregulated access to private telecommunications infrastructure and data has also enabled the DGST to
conduct network injection attacks to install spyware and freely track location data. By providing identifying
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technical information to DGST outside of legal processes, this provider also facilitates unlawful surveillance
by DGST.

The DGST and other agencies also rely on less technologically sophisticated tools, such as hidden audio and
video recording devices placed in homes, cars, offices, public spaces, and places of detention. GPS trackers
b m sqg” bj T s g f dvhichDGKTradgentscanview thraudhgheisowh libspoke interface.
These techniques are used in combination with human recruits charged with reporting on the activities of
human rights defenders in their orbit or with access, for instance cafe staff, logagrchants or neighbours,
targeted for unlawful surveillance.

DGST agents also carry out video surveillance via networks of public video cameras, and can access private
cameras via a tool called NightHawk, a device the size of a small suitcase produced by Israeli cyber
intelligence company Interionet.

To deploy this range of tools, the DGST relies on partner agencies and a host of techniques. For example,
RCS spyware was deployed using physical infection of devices, often via USB drives, targeting people during,
for example, airport transfers, or by phgically infecting devices in internet cafes.

Spyware has also been deployed by being piestalled onto mobile devices that are then placed in shops
and sold to targets.

While there's no doubt that implementing strong digital security practices can make it more difficult for the
DGST to surveil human rights defenders, with so many techniques in use this broader surveillance
ecosystem can be almost impossible to escape.

THE USE OF SMEAR CAMPAIGNS TO DISCREDIT HUMAN RIGHTS DEFENDERS

This report documents that one of the key purposes of unlawful surveillance of human rights defenders is to
discredit them publicly.

In several instances documented in this report, private information gathered through DGST surveillance
operations against human rights defenders later appeared in media coverage and was used in coordinated
smear campaigns against them. These campaigns weliequently carried out by media outlets politically
aligned with the authorities, such as Chouf TV, Barlamane and Le360, and often featured private images
and videos of targets. Smear campaigns of a sexual nature were used in attempts to discredit womendn
rights defenders or women linked with prominent journalists and human rights defenders in particufdrhile
Amnesty International could not independently verify the source of the information disclosed by these media
outlets, the nature of the material, including intimate images and private communications, and the apparent
absence of any other plausible maas through which these outlets could have obtained access to it, raise
serious concerns that information obtained through surveillance may have been disclosed to, shared with, or
otherwise made available to media actors by Moroccan authorities.

These campaigns are amplified online. Examples of coordinated inauthentic social media behaviour
bl o hfmr s qfdshmf gtl m ghfgsr cdedmcdqgr hm Lngnbbn g°
parent company. According to insider testimony, such campgns are assisted by statéunded commenters
whose role it is to comment on, and therefore raise the visibility of online smear campaigns.

These smear campaigns continued often after human rights defenders were imprisoned, released or
pardoned, and even after they left Morocco.

Morocco is in violation of its obligation to respect the right to privacy of human rights defenders where it
shares or leaks surveillance data to media outlets, or otherwise directly supports smear campaigns harassing
human rights defenders. In addition, nder international human rights law, the Moroccan authorities must

also protect and fulfil the rights of human rights defenders by taking steps to protect them from smear
campaigns by private actors, andhey must also take steps to fulfil the rights of human rights defenders by
creating a safe and enabling environment in which they can carry out their work.

JUDICIAL HARASSMENT AND REPRESSION

In conjunction with unlawful surveillance and defamatory smear campaigns, human rights defenders have
been repeatedly targeted with criminal prosecution in the form of politically motivated and/or trumpau
charges, arrest, detention and imprisonment falving unfair trials, and/or prosecuted for acts the
punishment of which is contrary to international law.

L mx rtbg sqgqh kr g ud addm | "ggqdc ax uhnk shnmr ne cds"’
rights defenders have faced trumpedip charges or charges that criminalized their legitimate activities in
violation of human rights law. Sahravéctivists and people active in the Hirak ERif protest movement were

WE START WITH THEVERDICT
HMRHCD LNQNBBN-R RTQUDHKK@MBD L @BGHMD

Amnesty International 15



o gshbtk gkx rhmfkdc nts eng sgdhq ognsdrs "~ bshuhshdr " m
hmsdgm k rdbtghsx ne sgd rs sd -

This report also documents cases in which human rights defenders were pressured by the authorities to
provide false testimony against other human rights defenders.

While some of the human rights defenders targeted in this way have been released or pardoned, many
remain in detention.

CONCLUSION

Sgd Lngnbb™ m “tsgnqhshdr- bnlahmdc trd ne tmk vetk rtqud
resulted in violations of numerous human rights, including the rights to privacy, liberty, and to freedom of

expression, association and peaceful asseryb

It has also created profound chilling effects, causing psychological, social and professional harms to those
targeted, and deterring others and society at large from the lawful exercise of human rights.

RECOMMENDATIONS

TO THE MOROCCAN AUTHORITIES:
1 Release people imprisoned in connection with the lawful exercise of their human rights

1 Immediately cease surveillance of human rights defenders and journalists lawfully exercising their
human rights and respect and ensure their right to privacy.

1 Undertake legislative reforms needed to implement a human rights regulatory framework governing
surveillance that is capable of preventing abuses in practice, including by the DGST and other
security agencies. Until such a framework is implemented, a momatum on the purchase, sale,
transfer and use of surveillance equipment should be enforced.

1 Ensure an independent, effective and systemic investigation into the DGST, including all reported
cases of unlawful surveillance, hold all those responsible to account and provide for effective
remedies for victims, including meaningful pathways for judaliredress, for physical and mental
harm, as well as loss of livelihood.

1 Cease any and all participation by state actors in defamatory smear campaigns against human rights
defenders and journalists, including on social media, and take steps to protect human rights
defenders from such campaigns in media outlets.

TO ALL STATES:

1 Deny export authorization of spyware, digital forensics tools, and other privéttyasive technology to
Morocco until such time as there has been a thorough, independent and effective investigation into
unlawful surveillance of journalists, political aciists and human rights defenders, and a system of
human rights safeguards is in place capable of preventing human rights abuses in practice.

1 Prohibit companies from producing, selling, transferring or supporting highly invasive spyware, the
functionality of which cannot be limited and whose use cannot be independently audited.

TO STATES FROM WHICH SURVEILLANCE ORNVABBEYCGPRICABIOLOGY IS EXPORTED, SOLD
OR BROKERED:

1 Conduct an investigation into the export, sale, transfer or brokering of technology linked to human
rights abuses in this report, and revoke export licences where there is evidence or significant risk of
its link to human rights abuses.

1 Prevent companies from brokering or otherwise facilitating the sale, transfer or support of
surveillance and other privacyinvading technology to Morocco until such time as there has been a
thorough, independent and effective investigation into unlawful sxeillance of journalists, political
activists and human rights defenders, and a system of human rights safeguards is in place capable
of preventing human rights abuses in practice.

TO COMPANIES INVOLVED IN SUPPLYING SURVEILLANCGIENAMD DIGTEBROPRIDACEBY TO

MOROCCO:
1 Halt all sales, exports and transfers of all surveillance technologies to Morocco, as well as all
brokering or other support for such sales, transfers or support, until such time as there has been a
thorough, independent and effective investigation into tewful surveillance of journalists, political
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activists and human rights defenders, and a system of human rights safeguards is in place capable
of preventing human rights abuses in practice.

1 Implement robust mechanisms for reparations, including compensation for targets of unlawful
surveillance or other forms of redress.

TO TELECOMMUNICATIONS PROVIDERS (MOBILE OR INTERNET) IN MOROCCO:
1 Carry out adequate human rights due diligence in order to identify, prevent, mitigate and account for
adverse human rights impacts, including in relation to surveillance, in particular by thoroughly
assessing the risks of unlawful data sharing, and makinigk assessments public.

1 Develop accessible and safe grievance mechanisms through which complaints regarding surveillance
technology and its use can be addressed effectively. These mechanisms should be available in all
countries and measures must be taken to ensure these mechanisrare accessible to all.
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2.METHODOLOGY

This report builds on an extensive body of firdtand documentation, technical investigations and source
interviews conducted by Amnesty International between mD19 and May 2026 on the unlawful
surveillance practices of the Moroccan authorities.

Most significantly, this report draws on new and unpublished testimony from sources who worked within the
Moroccan intelligence services; leaked surveillance data and internal targeting records; leaked material from
surveillance vendors; and original joumlistic investigations conducted by research partners.

This report focuses on unlawful surveillance in Morocco, documenting both the targeting of journalists and
human rights defenders HRDs) in the course of their legitimate activities, and how safeguards against
abuses are either absent or evaded. Furthermore, the report provides evidence of the use of tools, such as
highly invasive spyware, which are unlawful by design, given the leeéinterference with the right to

privacy. While states can conduct surveillance in line with international human rights law, such surveillance
is unlawful if people are targeted for the legitimate exercise of their rights, or in a discriminatory fashion
because of their identity. In cases where there may be a legitimate basis to conduct surveillance, for
example, where there are reasonable grounds to suspect criminal wrongdoing, such surveillance may still be
unlawful if there are inadequate safeguards agnst abuse?!

Amnesty International conducted extensive interviews with a whistleblower who was a former member of

Lngnbbn-r c¢cnl dr shb IDirestibrkGéhéfale dedadSurvedlanee kbTerritai(®@GST )d

who directly participated in numerous surveillance operations during their decatteng employment at the

CFRS- Sn dmrtgd sgdhg r edsx " mc sn “unhc dhkesghatshnm+ @
Odf "rtr Ogni db s SurvéillancenMachine have nidedtine-pseudonynBafir for this

whistleblower. Amnesty International has verifiggafir r hcdmshsx+ dl oknxl dms ghrsnqgx
of their testimony via independent sources. Further verification was undertaken by Forbidden Stories and

media partnersof theOd f " rt r Oqni dbs9 Hmr hc @eebaloy imthis seetion). Bralx hmf L bghnm
interviews withSafirconducted by the Moroccan journalist Hicham Mansouri have also been cited in this

report.

Safir r sdrshl nmx v r e-thgckay dgginstindepbnedntdechnicairevidebcq and the

testimony of other sources, including two Moroccan ertelligence officials and surveillance industry

ognedrrhnm  kr vhsg | mnyv kpdactiCed. Mang of thenkgyclaiimsxmade bgafirgre d h k k © mb d
supported by leaked data and other unpublished material reviewed during the investigation, including

sdbgmhb k gdbnqgqcr+ sgd sdrshlnmx ne rtqudhkk > mbd s  gfdsr
intelligence services. This whistleblger testimony provides a critical and unique opportunity to peel back the

Il "mx k> xdgr ne rdbgdbx+ ed g "mc tmbdgs hmsx vghbg rtqgqgn
technologies against civil society. This testimony and the leaked materials alsovide a rare holistic view

into how a national surveillance apparatus can combine cuttirefdge digital surveillance with more

traditional surveillance methods to target human rights defenders.

The leaked surveillance data reviewed and analysed by Amnesty Internationalidentifies specific

hmchuhct " kr rdkdbsdc enqg rtqudhkk mbd trhmf I tkshokd che
roxv gd+ G bjhmf Sd’' 1| -r QBidhsystemsvA sapsetof thisieaked rgateriatl f dnknb°
also included raw surveillance data, such as photos and audio recordings covertly gathered from phones

* UN Office of the High Commissioner for Human Rights (OHCHRIhe Right to Privacy in the Digital Ag&UN Doc. A/HRC/27/37), 30
June 2014, https://docs.un.org/en/a/HRC/27/37para. 21.

2 Forbidden StoriesPegasus Project: Inside Morocco's spying machin6 July 2026, forbiddenstories.org/projects_posts/pegasysoject
inside-moroccosspying-machine/
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infected with spyware by Moroccan authorities. Additionally, Amnesty International analysed two distinct
Android spyware agents which were used in recent years to target activists and journalists in Morocco and
abroad (see Section 5.3).

This report is published as partofth®©d f ~rtr Oqni dbs9 Hmr hc,dredcarchn bbb n-r Ro x h mf

collaboration of 14 media partners coordinated by the investigative journalism network Forbidden Stc¥ies.
Amnesty International worked with the Forbidden Stories consortium to analyse and verify an unprecedented
range of materials on surveillance technologies and operations. Media partners in Begasus Projechave
verified key findings with sources in the cybesurveillance industry, European intelligence and policing
organizations, and with Moroccan sources knowledgeable about the inner workings of the security services,
including the two exintelligence offiers mentioned above. Members of the Forbidden Stories consortium
collaborated on research leads, shared interview transcripts, and conducted fact checking on the overall
project findings. Each partner remains solely responsible for the content of their opublications; however,

the source material is common to all media partners. Where Amnesty International drew on interviews or
analysis of consortium partners, this is referenced in the report.

In addition, Amnesty International conducted iperson and remote interviews with 10 journalists and

human rights defenders from Morocco who have endured repression in the form of surveillance, defamation
and/or judicial harassment. Of these, four currentlreside in Morocco. Informed consent was obtained to
conduct all interviews and to publish their testimony in this report. Interviews with individuals located in
Morocco were conducted remotely. Amnesty International provided no remuneration to the inimees or
sources in exchange for testimonies. The interviewees who consented to be named in this report are, in
alphabetical order: Fouad Abdelmoumni, Afaf Bernani, Mohamed Majaoui, EI Mahjoub Maliha, Hicham
Mansouri, Maati Monijib, Kholoud Mokhtari, OmaRadi, Soulaiman Raissouni and Ali Salem Tamek.

Other sources used by Amnesty International in conducting research for this report include satellite imagery
analysis, image geolocation, company records, trade data and other material on the workings of the cyber
surveillance industry, as well as extengvmedia reports, UN agency reports and reports from human rights
organizations. Additionally, the research team carried out analysis of content from online news outlets and
social media platforms, specifically focusing on disinformation and defamatory ma#btargeting Moroccan
civil society.

As part of the research conducted for this report, Amnesty International, in coordination with Forbidden
Stories, reanalysed the leaked dataset of Pegasus targeting information, which was foundational to the 2021
Pegasus Project publicatiorf. Amnesty International found that almost 13,000 unique phone numbers were
selected as potential targets by the Moroccan Pegasus customer, the DGST; the DGST was the largest
customer in the dataset based on unique targets. Since the earlier publication bétoriginalPegasus Project
reporting, the full original dataset of around 50,000 nhumbers which included numbers targeted by a dozen
other Pegasus customers was further validated by authorities in Poland, France, and Hungary, who
confirmed that individuals whose phone numbers weridentified in the list were in fact targeted and infected
by Pegasus. Further forensic investigations were carried out to confirm spyware infections consistent with the
dataset.

Safirnamed specific individuals holding key senior positions within the DGST, including the officers

responsible for overseeing these spyware surveillance operations and telecommunication intercepSarfir

also provided work phone numbers for some DGST staff members who they alleged were involved in testing

"mc cdoknxhmf MRN Fgnto-r Odf rtr roxv gd hm Lngnbbn-

The analysis in Chapters 4 of this report, addressing the technical capabilities and surveillance
technologies used by the DGST, is based on technical material, leaked documentati®agasus Projectiata

and other material that is consistent with, but independent o§afir r sdr shl nmx- Bg osdg 6 cgq

heavily on whistleblower evidence to map how the various surveillance technologies (analysed in Chapter 5)
and disparate tactics are woven together to build a muliyered net of surveillance.
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WhiletheOdf " rtr Ogni dbs9 Hmr h cldas Heenq oatlabaration beRveen muttiple L ° b g h md
media partners, it is built on an initial body of research by the Moroccan journalist and human rights

3 Forbidden Stories, Pegasus Project: Inside Morocco's spying machine, https://forbiddenstories.org/projects_posts/pegasjmsctinside-
moroccosspyingmachine/ (accessed on 4 August 2026).

4 Amnesty International Security Lab, Case study: The Pegasus Projéttps://securitylab.amnesty.org/casstudy-the-pegasusproject/
(accessed on 4 August 2026).
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defender Hicham Mansouri. Since 2023, Hicham Mansouri has conducted hundreds of hours of interviews
with Safir, human rights defenders and other sources. Transcripts of some of these interviews were shared
with Amnesty International, and Hicham Mansouri alsconducted fact checking for this report. We extend to
him our sincerest thanks and appreciation. Hicham Mansouri is publishing his research on this project with
the Moroccan media outlet Hawamich.

5 Hawamich Media, w1 B MM & ORI T YT /b3y D LIF rofiRE8HBte monitoring mechanisms. An investigation from within the
Moroccan spy system] 17 July 2026 https://hawamich.info/11983/ (in Arabic).
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3. BACKGROUND

Journalists, human rights defenders and whistleblowers play a key role in exposing authoritarian practices

carried out by states® Reducing or limiting criticism levelled at those in authority is a key strategy used by

rs sdr sn du cd "~ bbntms ahkhsx "mc oqdudms chrbtrrhnmr n
shrink civic space and build, accumulate or consolidate unfegted power. A core objective of these tactics is

to spread fear and send a chilling message to limit further potential dissent. As a result, individuals engaged

in the defence of human rights or otherwise critical of the government are often among thetficsbe

targeted and silenced by the authorities. So too in Morocco. For decades, Amnesty International and other

human rights organizationshave documented repression of journalists and human rights defenders across

the country.

Journalists and civil society in Morocco operate in a highly restricted environment and face a variety of
authoritarian practices, including unlawful surveillance, smear campaigns and judicial harassment. This is
the three-pronged strategy facing human rigts defenders that works to silence dissent, attack media
freedom, shrink civic space and entrench powet.

Physical surveillance targeting civil society is a lorsganding tactic used by the Moroccan authoritie$lt was

particularly prevalent during the period from the mid960stothemid0 8 8/ r + j mnvm ~r sgd -Xd qr
Interviewees for this report told Amnesty International that they had been subjected to physical surveillance:

they reported the presence o€ars in front of their houses and strangers following activists on foot. As

technology and the surveillance industry have evolved over the years, so too have methods of surveillance.

Physical surveillance tactics are still used today but are accompanieddareinforced by planted surveillance

tools such as cameras, microphones and location (GPS) trackers. Digital surveillance is one of the pillars of
techno-authoritarianisni®, a pattern of actions where governments, corporate actors and/or other powerful

non-state actors use digital technologies to monitor, control and suppress populations to unduly build, retain

or concentrate power.

Despite a royal pardon from King Mohammed VI in July 2024 for around 2,460 prisonétdyloroccan

authorities continue to repress dissent and target journalists, activists and government critics using

surveillance, along with other tactics in their repression toolbox. Several of the human rights defenders
interviewed for this research descrthc adhmf rtai dbsdc sn rtqudhkk mbd “"r °~ ®
society. Consequently, individuals take precautions to varying degrees, depending on their previous

experience of being surveilled. All interviewees indicated that they were awarehef tapacity of the

% International human rights law and standards do not define authoritarian practices. Political theorist Marlies Glasius defiehoritarian

og bshbdr "r ®o0o ssdgmr ne “~bshnm sg s r ans fd ;obthertepresénttivdashbg x sn odnokd
l'd > mr ne rdbgdbx+ chrhmengl "shnm “mc chr akhmf unhbd™ -andsmgt: A ngd hmenqgl ~ st
og bshbd odgrodbshud™ + L x 1/ 07 + httdsdodoggr0.109Bfiafiy0s) a@eVarlies Glasits, Unkt | d 83+ Hrrtd
Authoritarian Practices in a Global Age2023.

" For example, Moroccan Association for Human Righté¢sociation Marocaine des Droits Humain®A\MDH): https://amdh.org.ma/(in

Arabic).

SHm ° 1/ 11 gdongs+ Gtl " m Qhfgsr V' sbg cdrbghadc sgdrd "~ ooqteh,bgdr “r Lngnb
®Sgdx-kk Fds Xnltndimblhnsrs d@k Vxa rs,R2022, stips:/@wwi. hrwgorg/Bepart/2022105/28/theylbetyou-no-
matter-what/moroccosplaybookcrush-dissent

® Ahmed Boukhari,Le secret Ben Barka et le Maroct Un Ancien Agentdes Services Spéciaux Parle [The Secret: Ben Barka and Morocco

+ A Former Special Services Agent Speaks OuZ)22 (in French).

YEkngdmbd F-rdkk+ ®Chfhs "k @ sgnghs gh " mhrl 9 Eqnl rs> sd bnmsgnk sn " kfnqght
papers.ssrn.com/sol3/papers.cfm?abstract_id=5117399

1 Amnesty InternationalSgd Rs  sd ne sgd Vnqgkc@dndex:@0OU10/85615Q026)g28 Apdil 2@ qh k 1/ 14
https://www.amnesty.org/en/documents/pol10/8515/2025/enp. 263.
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Moroccan authorities to intercept communications, with most using ertd-end encryption wherever possible
in their confidential exchanges.

The information gathered by authorities from their surveillance operations can be used to fuel defamation or

rid g b lo>hfmr ~f hmrs chrrhcdmsr+ ng ad rtal hssdc "r ®
unfair trials. This is not always doneovertly. In fact, these tactics are often used so brazenly that human

rights defenders, journalists and government critics routinely seénsor to protect themselves.

3.1PROSECUTIONS AND HEAVY PRISON SENTEN:!
FOR EXPRESSION

Targeted muzzling of online and offline expression is one of the strategies used by the Moroccan authorities
to crack down on dissent. Moroccan authorities continue to investigate, prosecute and imprison journalists
and activists for speaking critically abut the government and particularly the King, as well as Western
Sahara and religion. The Moroccan Penal Code includes a range of speech offences that are broadly
defined, not recognizable offences under international law, and that provide heavy prisontegices for acts
protected by the right to freedom of expression.

For example, in July 2025, human rights defender Saida-Bllami was detained on charges linked to her

nmkhmd “~bshuhrl - Hm Rdosdladg+ ° bntgs rdmsdmbdc gdg sn
hmengl "shnm + ®hmrtkxshmé ®hmotakdbbmhmr skhdft skhkhxm ngf mhydc
Moroccan law!?SaidaEl@k * | h+ °~ |1 dl adg ne sgd bnkkdbshud ®Lngnbb ™  m V

had previously been imprisoned in 2022 on separate charges regarding social media posts in which she
publicly denounced the harassment she faced at the hands ofthepch bd ~ mc bghshbhydc sgd " ts
repression of journalists and activists

Those targeted by the criminalization of critical speech are often human rights defenders or activists. In
2023, the Rabat Court of Appeal sentenced journalist and member of the Moroccan Association for Human
Rights (AMDH), Rida Benotmane, to 18 months iprison on charges relating to social media posts and
YouTube videos dating from 2021 in which he criticized abuses by the security forces, called for the release
of political detainees and accused the government of oppressing free speeéiBenotmane was released in
March 2024, after serving his full sentencé®

Mohamed Ziane, an 83yearold human rights lawyer and exminister for human rights, knows better than

most about the arsenal of oppressive tactics deployed by the Moroccan authorities against critical voices.

Ziane resigned from his role in the Moroccan gernment in 1996, and since 2011 has been an outspoken

critic of the authorities and the King and publicly defended a number of activists and journalists, including

Nasser Zefzafi, a key figure in the Hirak Hif movement. The Moroccan authorities had aady arrested

"mc rdmsdmbdc Yh md sn sggqgdd xd gqgr- hloghrnmldms hm 1/ 11
marital infidelity, after he criticized the director of the Moroccan national security forces in reaction to a

defamatory vided® In 2025, additional charges were brought against him following statements he made

from prison criticizing the King!’” This led to a sentence of a further three years, which the Court of Appeal

refused to merge with his previous sentenct.

Dudm nmkhmd bnlldms gx gdk sdc sn sgd "~ tsg
oghrnm rdmsdmbd- Eng dw lokd+ hm I "mt gx 1
response to the earthquake, was sentenced®gqgqdd | nmsgr - hl oghrnm

2 Amnesty InternationalSgd Rs sd ne sgd Vngqkc(previotlytittdm Qhf gsr 9 @oghk 1/ 14

B@ mdrsx Hmsdgm  shnm  k+ ®Lngnbbn9 Rsno bghl hm k hmudr sh2025 hnmr ~f hmrs gt
https://www.amnesty.org/en/latest/news/2022/04/morocesiop-investigationhuman-rights-defenders/

“@ mdr sx Hmsdgm shnm k+ ®Lngnbbn. Vdrsdgm R g g 9 Etgsgdg dmengl "shnm9 Gt
(Index: MDE 29/6493/2023), 28 February 2023https://www.amnesty.org/en/documents/mde29/6493/2023/en/

“Eqnmskhmd Cdedmcdqr+ ®Qhc”™ Admnsl "md gdkd rdc “esdg rdquhmf ° rdmsdmbd r
https://www.frontlinedefenders.org/en/case/ridbenotmanereleasedafter-servingsentence-18-months-prison

@ mdrsx Hmsdgm shnm k+ ®Lngnbbn9 Gtl ' m ghfgsr k> vxdg rdmsdmbdc hm " ar dms
https://www.amnesty.org/en/documents/mde29/6397/2023/en/ Ak > ch- mds + -IBLmhlgmddbqm edmlr sdogw udk “~esdg bghshb
“ardmbd ™ + 04 Mitips:Mdeh.bladimet/mdratchbbars-minister-from-travetcriticizing-king-absence,97802.html

Sgd Shl dr + ®LIngmhorbsnd g “ehrkg bdgphshbhr hmf - ardms- jhmf + 11 1 tkx 1/ 13+
https://www.thetimes.com/world/africa/article/morocemils-former-minister-for-criticising-king-ves|6kOpg

BT@BBNQC+ ®Lngnbbn9C@BMNMHI B8dd ohkl4hn@dongshmf odghnc9 | "mt gx 1/12 sn @tftrs
https://www.ecoi.net/en/file/local/2135028/ACCORD_Morocco_December_2025.pdf X" ahk > ch+ ®Q  a's bntgs qgqdidbsr Lng"

gdpt dr s~ + 3https:Hemyhbilddi.chni/articles/details/195961/rabatourt-rejectsmohamedziane
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https://www.amnesty.org/en/latest/news/2022/04/morocco-stop-investigation-human-rights-defenders/
https://www.amnesty.org/en/documents/mde29/6493/2023/en/?utm_source=annual_report&utm_medium=pdf&utm_campaign=2021
https://www.frontlinedefenders.org/en/case/rida-benotmane-released-after-serving-sentence-18-months-prison
https://www.amnesty.org/en/documents/mde29/6397/2023/en/
https://en.bladi.net/morocco-bars-minister-from-travel-criticizing-king-absence,97802.html
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https://www.ecoi.net/en/file/local/2135028/ACCORD_Morocco_December_2025.pdf
https://en.yabiladi.com/articles/details/195961/rabat-court-rejects-mohamed-ziane
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Moroccan authorities continue to be particularly intolerant of all expression and assembly related to the
rights of Sahrawis in Western Sahafd.The Collective of Sahrawi Human Rights Defenders (CODESA)
regularly reports on arbitrary arrests of Sahrawi activists, prolonged surveillance, house arrests of entire
families and systematic censorship tactics used against protest organizers. In Laayoand other cities in
Western Sahara, Moroccan security forces regularly disperse peaceful demonstrations that call for Sahrawi
independence and seldetermination, leading to arrest and prosecution of Sahrawi activists.

Almost all of the human rights defenders interviewed for this research continue to be subjected to
harassment by governmentligned news websites and other media outlets. This phenomenon plays a
central role in manipulating public opinion and threateninghe safety of those targeted by these
campaigns?

Unlawful surveillance and judicial harassment of activists are accompanied by public smear campaigns
aimed at undermining their public reputation. These campaigns, which take place online and over traditional
media, are so commonplace that outlets known tconduct them are colloquially referred to as the

®cde | "shnm I dch™ -

Nm 13 Cdbdladg 1/ 14+ Lngnbbn-r O gkh Il dms “~cnosdc Cq es
Press Council(Conseil National de la Pressegffectively increasing government control over the media.

Human rights groups expressed concern that this could potentially result in a renewed chilling effect on

media freedom in Morocc*Hm Edaqt " gx 1/ 15+ Lngnbbn-r Bnmrshstshnm k
of the draft law unconstitutional and ruled that amendments were necessary. The government submitted an

amended version, Draft Law No. 09.26, which the Moroccan parliament appexvin June 202622

The use of repressive laws that criminalize legitimate forms of dissent by human rights defenders, journalists
and activists is a key component of authoritarian practices that Morocco has used to sabotage accountability
and entrench power, including by inslling a climate of fear and seltensorship?®

Amnesty International and other civil society organizations have documented various cases of judicial
harassment of Moroccan human rights defenders and journalists in recent yedfs-or this research,

Amnesty International spoke with the following individuals who have each experienced judicial harassment of
some kind: Fouad Abdelmoumni, Afaf Bernani, Mohamed Majaoui, Hicham Mansouri, Maati Monjib, Omar
Radi, Soulaiman Raissouni and INSalem Tamek. Judicial harassment for these individuals has taken

various forms, including denial of fair trial procedures and politically motivated convictions for financial
irregularities, espionage and defamatiof?.

Sgd knmf gd bg ne sgd Lngnbb ™  m “tsgnghshdr- rtqudhkk mbd
living outside of Morocco. Amnesty International and othéfshave documented cases of transnational

repression, whereby Moroccan and Sahrawi human rights defenders and journalists living in other countries

are harassed digitally or in person. This harassment is conducted through digital surveillance, smear

campaigrs, criminalization, and sometimes physical surveillance. As Fouad Abdelmoumni, who now lives in

Y@ mdrsx Hmsdgm  shnm  k+ ®Lngnbbn. Vdrsdgm R g ' q 9 S qfdsdc02Bg bjcnvm ne R’
https://www.amnesty.org/en/documents/mde29/4404/2021/en/

2®Kd Cdrj+ ®00/ intgm khrsdr | "gnb hmr cadamnmbdms k° oqgnkh/@l®q shnm cd | ach"’
journalistesmarocainsdenoncentla-proliferationde-medias-de-diffamation/

2@qgshbkd 08+ ®Lngnbbn9 Drs akhrg sqtkx hmcdodmcdms Oqdrr Bntmbhk enkknvh
https://www.article19.org/resources/moroceestablishtruly-independentpress-council-following
ruling/https://www.article19.org/resources/moroceestablishtruly-independentpress-council-followingruling/ Article 19,
https://www.article19.org/resources/moroceestablishtruly-independentpress-council-followingruling/

2@qgshbkd 08+ ®Lngnbbn9 Ldch® rdbsng kdes nts ne bnmrtks shnmr eng mdv ogq
https://www.article19.org/resources/morocemedia-sectorleft-out-of-consultationsfor-new-press-council-law/
https://www.article19.org/resources/morocemedia-sectorleft-out-of-consultationsfor-new-press-council-law/

2 Amnesty International and othersDissent on Trial: Strategies to Counter Rising Criminalizatigndex: POL 40/0502/2025, 25

November 2025, https://www.amnesty.org/en/documents/pol40/0502/2025/en/

“Rdd+ enqg dw Il okd+ @ mdrsx Hmsdgm shnm k+ ®Lngnbbn. VdrsddorR g g~ 9 Rsno
(Index: MDE 29/003/2007), 5 February 2007 https://www.amnesty.org/en/documents/mde29/003/2007/enAmnesty International,

®Lngnbbn9 Qdkd rd gtl " "m ghfgsr cdedmcdq o q htpsd/wwsathoestynam/es/latest/peessc t o bg ™ gf dr ~
release/2021/01/moroccereleasehuman-rights-defenderprosecutedon-trumped-up-charges! @I mdr sx Hmsdgm shnm k+ ®Lnqgnbb
Intgm khrs s> qgfdsdc ax ° t btpsv/gimsamuesty.oeg/etlatest/peseleasé/2021/04mo@ocedurkalist / 1 0 +
targetedby-authoritiesfaces-trial/

% See Human Rights Watch® Sgd x - kk Fds Xn(previduslycited)s s dgq Vg~ s~

% See for example: The Citizen Lab, No Escape: The Weaponization of Gender for the Purposes of Digital Transnational Repression

December 2024, https://citizenlab.ca/research/theveaponizatiorof-genderfor-the-purposesof-digitattransnationatrepression{,and

European Parliament, REPORT of the investigation of alleged contraventions and maladministration in the application of Uaioim

relation to the use of Pegasus and equivalent surveillance spyware, May 2088&ps://www.europarl.europa.eu/doceo/document/8-2023-

0189_EN.html (para 361).
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https://www.article19.org/resources/morocco-media-sector-left-out-of-consultations-for-new-press-council-law/
https://www.article19.org/resources/morocco-media-sector-left-out-of-consultations-for-new-press-council-law/
https://www.amnesty.org/en/documents/pol40/0502/2025/en/
https://www.amnesty.org/en/documents/mde29/003/2007/en/
https://www.amnesty.org/en/latest/press-release/2021/01/morocco-release-human-rights-defender-prosecuted-on-trumped-up-charges/
https://www.amnesty.org/en/latest/press-release/2021/01/morocco-release-human-rights-defender-prosecuted-on-trumped-up-charges/
https://www.amnesty.org/en/latest/press-release/2021/04/morocco-journalist-targeted-by-authorities-faces-trial/
https://www.amnesty.org/en/latest/press-release/2021/04/morocco-journalist-targeted-by-authorities-faces-trial/
https://citizenlab.ca/research/the-weaponization-of-gender-for-the-purposes-of-digital-transnational-repression/
https://www.europarl.europa.eu/doceo/document/A-9-2023-0189_EN.html
https://www.europarl.europa.eu/doceo/document/A-9-2023-0189_EN.html
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2" Interview by phone with Fouad Abdelmoumni, February 2026
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4.INSIDE PEGASUS: TH
EVOLUTION OF THE
VNQKC- R L NRH
NOTORIOUS SPYWARE
SYSTEM

MRN Fgnto-r Odf rtr roxv qd g ' r addm trdc sn e bhkhs  sd
massive scale. Amnesty International calls forgobal ban on Pegasus and other forms of highly invasive

spyware, because they allow unlimited access to a device and their use cannot be independently audited,

and therefore incompatible with international human rights law. This chaptbuilds on previous technical

gdongsr " mc engdmrhb hmudrshf > shnmr ax @ mdrsx Hmsdgm sh
complete analysis to date of Pegasus spyware and how it is used by NSO Group custoritdigprovides

important background context for chapter 5, which documents the use of Pegasus spyware by Morocco.

The chapterdraws heavily on confidential customer documentation and internal NSO Group records which
were disclosed as part of a longunning civil case taken by WhatsApp and Meta against NSO Group in US
court.?® It provides the most detailed view yet into the inner workings of the Pegasus spyware system. This
includes confirmation of key technical capabilities such as the infection vectors and methodologies used to
infect devices, supported by analysis of internal Nl5Group documents, that until now had only been
identified via forensic investigations. It also presents new material that validates the accuracy and
significance of the dataset underpinning the original 202Regasus Project investigatiorFinally, this

research provides an updated analysis, drawing on previously published Pegasus forensic evidence and

% A version of this chapter was originally published on in July 2026. Amnesty International Security Labide Pegasus: the evolution of

sgd vngkc-r | nrs mnl$ duty B028, httpsr/secunitylah.@nmnesty.org/latdstA2026/07/insidpegasusthe-evolutionof-

the-worlds most-notoriousspyware/

2 District Court, N.D. CaliforniayWhatsApp Inc. v. NSO Group Technologies Limite@ase 4:19¢cv-07123,
https://www.courtlistener.com/docket/16395340/whatsapnc-v-nso-group-technologieslimited/ (accessed on 16 July 2026).

@ mdrsx Hmsdgm shnm k-r Rdbtghsx K a g r bgd sdc =~ qdeoestoflmakinggx ne ne sgd |j
this important material more accessible for all researchers and advocates working on spyware accountability effamsesty International,

-Hmrhcd Odf rtr9 jdx cnbtl dmsr e g nhttpsVoihutscon@dnmestyFechihfidpedasusit o- + 05 |t kx 1/ 15-
Every file in the repository is an extract from documents filed on the public court docket. Each page carries the couiitgfdtamp (Case

4:19-cv-07123-O01 G £ Ehkdc £( "mc sgd o gshdr & AMRBRNE( #mtrl rmdgmx ' dWRNEKMIGSASHR @O O E +s V" @
its source filing and page. All documents in this repository are now in the public domain as public court exhibits. SomeycartHIGHLY

CONFIDENTIALE ATTORNEYS' EYES ONLY" stamp. That was their designation during the litigation, before the caieted them filed

publicly; the stamp is a record of that history and has no bearing on their status now. All references in this chapter areera the Amnesty

International repository, for ease of reference.
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https://securitylab.amnesty.org/case-study-the-pegasus-project/
https://securitylab.amnesty.org/latest/2026/07/inside-pegasus-the-evolution-of-the-worlds-most-notorious-spyware/
https://securitylab.amnesty.org/latest/2026/07/inside-pegasus-the-evolution-of-the-worlds-most-notorious-spyware/
https://www.courtlistener.com/docket/16395340/whatsapp-inc-v-nso-group-technologies-limited/
https://github.com/AmnestyTech/inside-pegasus

newly released materials, to validate the technical methodology used to forensically link Pegasus spyware
attacks targeting different victims as originating from the same Pegasus customer.

A key aim of this publication is to document and demystify the functionality and operations of technological
systems like Pegasus, and to inform the wider spyware accountability community on how complex
surveillance systems such as Pegasus are used by govment customers. Public understanding of how

such spyware systems operate is of critical value to technologists, researchers, and policy makers and others
with an interest in understanding the targeted surveillance ecosystem and threats posed to humahtsdy
surveillance technologies.

4.1THE PEGASUS INFECTION PROCESS FROM T
ATTACKER PERSPECTIVE

Odf "rtr hr rnkc sn -té-chnuad q nhhtedlesge soluton. NS® GRydpniscresponsible for
building and integrating the various technical components needed to perform spyware attacks, including
creating exploits and infection vectors, depying and monitoring anonymization servers, and designing a
user interface which allows the ultimate endiser + a government custome¥ + to perform highly technically
sophisticated attacks with little need for technical capabilities of their own.

Key components of the system, including the Pegasus user dashboard and the storage servers which archive
rtgudhkk >  mbd ¢ s° f sgdgdc egnl ° wuhbshl-r cduhbd+ "~ qd h
server room at the customer site or headaguters.

However, other important components of the Pegasus system, particularly those used to send attacks and
securely transfer the surveillance data from infected devices, are run and managed by NSO Group.

To keep attacks from being traced back to the customer, NSO Group operates much of the delivery and

gdk x hmeqgq rsgqtbstgd hm " m "mnmxl|l hydc e rghnm- Hm MRN&r
infrastructure. A dedicated NSO team®NVhite Services, is responsible for acquiring this infrastructure while

aiming to prevent any attributable connection to NSO Group or the Pegasus customer. Much of the server

infrastructure appears to be paid for with cryptocurrencies in order to achieve that g&allo avoid cross

contamination, NSO Group builds separate independent infrastructure and accounts for each customer,

where technically feasible.

Anonymizing Network

The ATN is built from anonymized connectivity nodes spread over worldwide locations; they enable
agent connections to be directed along varying paths before reaching the Pegasus servers.
Anonymized nodes serve only a single client who can choose to manage their setup.

See Section 7.3 Anonymizing Transmission Network for more information.

@1

®@mnmx| hydc mncdf rdqud nmkx ° rhmfkd bkhdms™

rdquhbdr- e kk hmsn svn jdx b’ sdf

Sgd MRN Fgnto =1l "m fdc
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"mc sgd ®vghsdmdc
messaging services).

d
b
Sgd ehgrs b sdfngx hmbktcdr vg' s MRN Fqnto g 'r sdqgldc sg

Md s v Bavhich #s the custom VPN network used to hide the location and actions taken by the Pegasus
customer system. It is used to send the spyware payload to the target device, and to forward collected

MRN Fgnto rs " sd sg s sgdhg ognctbsr “gd rnkc nmkx sn fnudgmldms ~fdmbhdr
hmsdkkhfdmbd “mc kv dmengbdldms "~ fdmbhdr enq sgd rnkdGraog qonrd ne oqdudms
Governance https://www.nsogroup.com/governanceaccessed on 26 July 2026).

% District Court, N.D. CaliforniayVhatsApp Inc. v. NSO Group Technologies Limite@ase 4:19¢cv-07123, Video Deposition of Ramon

Eshkar, https://github.com/AmnestyTech/insidepegasus/blob/main/documents/testimony/eshkateposition.pdf p. 84.

32 District Court, N.D. CaliforniaWhatsApp Inc. v. NSO Group Technologies LimiteGase 4:19cv-07123, Pegasus version 3.G: Product

Description, August 2018 https://github.com/AmnestyTech/insidgpegasus/blob/main/documents/productsand-capabilities/pegasus

product-description-2018.pdf, p. 14.

¥-0df rtr Ognctbs Cdhttisddmbes.dacumentclou@org/dokuments/d5997538SOPegasus/ p. 17 (accessed on

16 July 2026).
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https://embed.documentcloud.org/documents/4599753-NSO-Pegasus/

surveillance data back to the customer's osite system, arranged so that neither the target nor an
investigator can readily identify the customer or the wider Pegasus network behind it.

The second category, examined later in this report, includes the individual attack accounts, infection

cnl >hmr "mc rdqudgr trdc ~f hmrs ° btrsnldq&r s gqgfdsr- S
standard practice, fresh, customeispecific accountsand domain names for each custome#* This practice

aligns with the Security Lab's own forensic observations that a given account or domain is only found on

target devices which could plausibly have been targeted by the same customer. This crucial observation,

now confirmed by NSO Group docuentation, allows attacks to be reliably clustered and attributed based on

forensic evidence.

Due to the complex technical nature of the spyware system and network, NSO Group maintains a Network

Nodgq shnm Bdmsdqg ' ®MNB  ( gqdronmr hakd enagdof nmhsnqghmf btrs
operational security alerts. Customez = b hmf c¢cnbtl dmsr rs > sd sg°' s vghkd MRN Fqr
MNB ®b " m rdd rdbtghsx "~ kdgsr+ sgdx -¢pbdknmnd’e Thidresv™ ~-mx bnkkd
time monitoring capability suggests that NSO Group must receive some level of telemetry or alerts from

customer systems, necessary to detect failed or exposed infection attempts.

Note: Our 24/7 Support Center monitors security alerts arriving from all client systems; however,
while the Support Center can see security alerts, they cannot view any collected target or operational-
related data. Should there be a security incident, the client must immediately follow Support Center
guidance and directions.

@

24/7 Support Center monitors $ecurity

4.1.1THE PEGASUS DASHBOARD: USERS, GROUPS, AND CASES

Bdmsg k sn sgd btrsnldg-r trd ne sgd roxv gd hr sgd Odf "’
vngj hmf eng MRN-r fnudgmldms btrsnldqr+ sn,l " m fd ~mc hm
including launching new spyware infections and analysing the retrieved surveillance data.

NVESTIGATE

Redacted - PlII

"
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2,366 activities

Diego  Brazil
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The Pegasus 3 Daslboard

3 District Court, N.D. CaliforniaWhatsApp Inc. v. NSO Group Technologies LimiteGase 4:19cv-07123, Eshkar transcripts,
https://github.com/AmnestyTech/insidgpegasus/blob/main/documents/testimony/WhatsApgNSO EshkarTranscrips_Case4-19-cv-
07123-PJH.pdf pp. 2-11.

% District Court, N.D. CaliforniayWhatsApp Inc. v. NSO Group Technologies Limite@ase 4:19¢cv-07123, Pegasus version 3.Gt Product
Description, https://github.com/Amnesty Tech/insidgpegasus/blob/main/documents/productgnd-capabilities/pegasusproduct-description
2018.pdf, p. 22.

3 District Court, N.D. CaliforniaWhatsApp Inc. v. NSO Group Technologies LimiteGase 4:19cv-07123, Pegasus version 3.G: Product
Description, (previously cited), p. 22.

%7 District Court, N.D. CaliforniayWhatsApp Inc. v. NSO Group Technologies Limite@ase 4:19¢cv-07123, Pegasus 3z Introduction
https://github.com/AmnestyTech/insidgpegasus/blob/main/documents/productsind-capabilities/pegasus3-introduction.pdf, p. 25.
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NSO Group provides the Pegasus dashboard as a udegendly browserbased console, only accessible

knb> kkx nm sgd fnudgmldms btrsnldg-r oqdl hrdr- Sgd rxrsd
distinguishes multiple roles for each individualser account such asanalyst operator, supervisot and

administrator.

Permissions Q

DFQUDIZGU on's SyStem Users = Administrator creates and edits system users

Administrator assign users to groups
A user can be assigned to multiple groups

= Administrator assign groups to cases
Cases | Cases Cases | Cases (o lS{=S0 NBJBEIEEl - A case can be assigned to multiple groups

@1

Tiered permissions limiting case visibility by usefand group

@mx rtgqudhkk mbd nodg shnm trhmf Odf rtr hr | "m fdc °~ mc
administrators or other individuals on the customeside with supervisor privileges can assign specific
individuals, termed® m™ kxr sr ~+ sn nmd ng | ngd fgntor- Fgntor ~gd tr

analysts, determining which cases they have access to. Once assigned to groups and cases, analysts gain
the ability to view gathered surveillance records and, depending opssem permissions, to launch new
surveillance operations. This layered permissions system means access to case information is tightly
restricted on the customer side and on a neetb-know basis. Individual analysts are only able to see their
assigned casesand do not have visibility into how the overall system is being used. Individual analysts and
cases can be assigned to more than one group.

% District Court, N.D. CaliforniayWhatsApp Inc. v. NSO Group Technologies Limite@ase 4:19¢cv-07123, Pegasus 3z Introduction,
(previously cited), p. 29.
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Mission hierarchies Q

Users are granted permissions based on their cases

‘/\/Qf Investigation of a key intelligence topic

@  Entity that can provide valuable information
= Contributes towards a full data picture

Collects data from the monitored source

Software-based component :
Agent | Agent Agent | Agent Agent | Agent & - Residesonan endpoint device (source)

@1

A case organizes targets around a key intellfjence topic

S 'gfdshmf hm sgd Odf rtr rxrsdl adfhmr vhsg sgd nodmhmf
Il "m fd s qfdsr~ ~mc b  m-fads gtdrgdhcmfs nd ef egnngt sor h*ngsndtknkch f d n@&jdd x h

such as a particular organization or a particuldnvestigation*® Multiple individual targets can be added
hmrhecd ° rhmfkd ®b rd -

4.1.2 AUNCHING A PEGASUS ATTACK: TARGET SELECTION, DEVI

FINGERPRINTING, AND VECTOR DELIVERY

Once the case is created, the spyware operator (the person using the Pegasus system) can add new
prospective spyware targets to the case. For each target, the operator can enter one or more phone
numbers. The target phone number is the primary identifiersed in the Pegasus system. The phone number
is often all that is needed to perform an attack.

Pegasus training material describes situations where it may not be possible to attack a target directly, for
example if they do not use a smartphone or are highly securigonscious in how they use their device. In

sgnrd bhgbtlrs mbdr+ MRN Fg-bhgbktf hchedbstHwm™ mchifijf d s h@bk

to the target, potentially including colleagues, friends or family members of the primary target in order t
gather information about them indirectly.

Pegasus use has previously been documented against the family membséiaf political opposition members
and journalists, including some who were childreéf when they were targeted.

% District Court, N.D. CaliforniayWhatsApp Inc. v. NSO Group Technologies Limite@ase 4:19¢cv-07123, Pegasus 3z Introduction,

(previously cited), p. 15.

“0 District Court, N.D. CaliforniayWhatsApp Inc. v. NSO Group Technologies LimiteG@ase 4:19¢cv-07123, Pegasus 3tHms gnct bs hn m-
(previously cited), p. 22.

“Ft "gch  m+ ®Gnsdk Qv mc" “bshuhrs-r c¢c tfgsdg ok bdc tmcdg Odf rtr
https://www.theguardian.com/news/2021/jul/19/hoteiwanda-activistdaughterpegasussurveillance

“2Bhshydm K a+ ®Qdbj kdrr dwoknhs9 Ldwhb m intgm khrsr+ k> >vxdgr ° mc
https://citizenlab.calresearch/recklesexploit mexico-nso/
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But, what happens if f

= Target does not use a smartphone
* Target frequently changes his phone
= Target’s phone number is unknown

= Target is highly aware and alert

Close-circle infection

@

Closeircle infectitin

Nmbd sgd s gqfds ognmd mtladg hr “ccdc+ sgd Odf rtr rxrsd
determine critical information about the target device. This verification step is needed before an attack can
be launched. The fingerprinting step includs checking:

1. if the target phone number is attached to a smartphone (rather than another type of device),
2 if the phone runs Android or iOS,

3 if the phone is currently switched on and connected to the mobile network,

4. sgd ognmd-r btgqgdms mdsvngqgj +

5 if the phone is roaming in another countryand

6 which apps are installed on the device (such as WhatsApp or iMessage).

This fingerprinting process occurs only after the target phone number has been entered by the Pegasus
operator as a potential target. As this process can require active probes being sent to the target device and
network, it has the potential to leave foresic traces in various locations, such as in logs of which messenger
accounts have tried communicating with a device.

When referring to Pegasus Project records, Amnesty International uses the terminolsgjgctedor selected

for targetingto refer to phone numbers entered in the Pegasus system as potential targets. Being entered in
the system andselectedas a target already shows the intention of the Pegasus operator to carry out covert
surveillance on the target device, whether or not it was ultimately infected.

“ District Court, N.D. CaliforniayVhatsApp Inc. v. NSO Group Technologies Limite@ase 4:19cv-07123, Pegasus 3+ Introduction,
(previously cited), p. 29.
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3 Mobile Device Installations

The heart of any endpoint-based intelligence operation is installing 2 mobile endpoint on a
target’s device—each installation is carefully planned to ensure success.

The solution supports installation methods and capabilities that satisfy various operational
scenarios. The following sections describe the different endpoint installation tools and
techniques that are provided by the system.

The solution has worldwide global coverage and is MNO independent.

3.1 OS Detection

Due to the system’s vast intelligence collection capabilities, certain intelligence pieces can
be collected even prior to successful installation, and some of them can serve the
operator’s efforts to maximize the installation success rate. The operating system (0S)
detection capability helps the operator decide which installation vector to use. The system
will suggest the most effective and secure installation vector for the designated OS and
thus help the operator overcome the multi front battle of the diverse mobile market.

3.2 Installation Vector Selection

Once the operator identifies the target’s OS, they can select one of the system’s multiple
installation vectors.

The system will automatically suggest the most efficient and secure vector to match the
current conditions, but the operator can override this suggestion and choose a different
vector to suit the operational needs.

The system offers multiple vectors which require minimal user interaction—requiring no
more than a single click.

3.2.1 Social Engineering

As targets today are extremely security-aware and no longer naive, special precautions
must be taken to ensure the safety of an operation.
The solution offers tools for composing tailored, yet innocent looking messages—this is

crucial as content credibility greatly affects whether a target clicks a link. The messages are
designed to be sent at different times through various channels.

3.3 Installation Progress Tracking

During the installation process, the operator can keep track of the endpoint’s installation
status, to understand exactly what the status of each installation stage is and be in control
on the entire operation. By viewing a clear status of the installation progress, the system
operator can ultimately plan the operation.

@1

Validation steps the system performs before launchffig an attack

The fingerprinting results help the Pegasus system, and the spyware operator using it, to determine if they

g ud ° uh” akd noongstmhsx sn “~ssdlos hmedbshmf sgd
should be used against the target. NSOgent o0 hmsdgm  k | "sdgh k “~ood qgr s
referring at times to a particular exploit, and other times to a broader capabilite(zero-click targeting

Vg sr@oo(- Vd vhkk rhlhk> gkx trd ®udbsng  sn qgqdedq

“ District Court, N.D. CaliforniayVhatsApp Inc. v. NSO Group Technologies Limite@ase 4:19cv-07123, Mobile Endpoint+ Product
Description, https://github.com/Amnesty Tech/insidgpegasus/blob/main/documents/productgnd-capabilities/mobileendpointproduct-
description.pdf, p. 46.
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Each Pegasus deployment is bound by licensing restrictions on the customer side, including the number of
unique targets, the number of simultaneous infections and the countries that may be targeted. The country
bncd ne sgd s gf ds - rurrentldcaiah@re chatked aggirst thege termd before bn
infection can proceed. Certain countries, such as the United States and Israel, are barred for most
customers. However, this is a policy rather than a technical limitation, and NSO Group has indicithat
customers based in those countries could be provided the capability to infect local numbers. There are also
likely exceptions for NSO Groumanaged systems used to perform demonstrations of the product for
potential customers, as will be seen latén this report.

The list of permitted countries can change over time, and a customer may license additional countries
subject to approval by NSO Group and most likely the relevant export authority.

4.1.3THE PEGASUS INFECTION PROCESS

Pegasus supports a range of exploits (malicious code used to gain access to a target) and infection

sdbgmhptdr 'sdqldc ®udbsngr ax MRN Fqnto(- Sgd rds ne r
vectors get developed by NSO Group and exploits gettphed by device vendors or otherwise stop working.

These are broadly dividedintozerbo k hbj ' ®Bmkihigjs '(®®qh fof dgdc~ ( udbsnqgr + cd
hmsdg bshnm qdpthgdc eng sgd hmedbshnm oqfediahr r sn rtbbd
Udbsngr ( qduhdvr vg s hr jmnvm “ants Odf rtr hmedbshnm

el
d
Nmbd sgd nodq sngq "~ooqnudr sgd hmedbshnm "~ ssdlos ' ®Hmr s’
the spyware infection process in the background. The operator can monitor the stages of the infection
attempt and will get a notification if the gyware agent is successfully installed on the device, or if it fails for
some reason.

Abort \miallﬁlhr:\\ i

Istallstion is sent to gl instdlationatterpt |
the target device b starts

Sends relevart
installation payload to
the device

¥

installagentonthe |
device

@

Diagram showing manual steps triggered by the operator, and automatic steps matfaged by the system

Documents from the WhatsApp court case include a screenshot of a failed Pegasus infection attempt which
provides further details about the infection process. The status page (shown below) shows the home mobile
nodqgq snqg "~ mc bt gqdm$onerdimbeminfgrmatioa likalygdrives froqnfa diame Location
Register (HLR) lookup. An HLR lookup reveals which network or country a mobile subscriber is currently
connected to, without alerting the subscriber. A separate internal NSO Group document indésathat HLR
lookups are an integrated part of the target validation proces.

Sgd rbgddmrgns “krn rgnvr sg° s sgd fclitl dndd, askach didnr s kk s hnm
not require use of an SMS message provider or a social engineering cover story. Additionally, the failure

ldrr > fd r > xr ®hmsdg bshnm v r | ¢cd vhsg sgd cduhbd: xnt
attempts could also result in forensitraces being left on a device. Internal design documents show NSO

% District Court, N.D. CaliforniaWWhatsApp Inc. v. NSO Group Technologies Limite@ase 4:19cv-07123, Pegasus version 3.& Product
Description, (previously cited), p. 14.

“ District Court, N.D. CaliforniayVhatsApp Inc. v. NSO Group Technologies Limite@ase 4:19cv-07123, Pitch: Happy Flow,
https://github.com/AmnestyTech/insidgpegasus/blob/main/documents/businesand-customers/pitchthappy-flow.pdf, p. 95.
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Group explicitly addressing and documenting device interactions and other operational security risks when
designing new infection vectors.

INSTALLATION STATUS

Joao Pedro | 51937742595

v Added to queue

instalistion method
Covert

REINSTALL

@1

Error message showing a failed "Covelitkjzerfection attethpt

Other operational security and targeting restrictions also apply to protect the customer and NSO Group from
exposure, including limiting how often the same person can be targeted, and the wait period between
subsequent targeting attempts. These operationsécurity restrictions differ between vectors and NSO Group

7 District Court, N.D. CaliforniayVhatsApp Inc. v. NSO Group Technologies Limite@ase 4:19cv-07123, Expert report of Anthony Vance,
https://github.com/AmnestyTech/insidgpegasus/blob/main/documents/testimony/vaneexpertreport.pdf, p. 13.
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ood gr sn | " hms hm °~ rxrsdl b kkdc ®@atrd *®Ogdudmshnm s
Spyware operators may want to test the system and ensure a vector is correctly configured before launching

it against an important target. This appears to have been common practice. An NSO Group employee

described in court testimony that the Pegasussydte g ¢ ° ®vghsdkhrs™ ed stgd sn = kkr
infections, without any wait period restrictions, against one or more testing devices in the possession of the

customer?® These show that customers may perform test infections as part of normal usage of Pegasus
system.

Such repeated infection attempts would otherwise be blocked for operational security reasons. This testing
activity would result in the operator or operatarontrolled phone numbers beingselectedas target phone
numbers, and being recorded in logs created by the Pegasus system. As a result, investigations drawing on
Pegasus Project targeting records have been able to identify suspected spyware operatared phone
numbers selectedin multiple countries, likely for testing purposes.

L+ ]

LATIONS

Installations & wownstaanon

Targets

Last communication » Device Template m“‘“‘

Apple iPhone X 16 Apr 2015
2 minute 30 P Operational (m:‘

12 hours ago o Operational

972542645456 15 Apr 2015

Operational 1512

* 7 ditys ago p
L instaliation

Aviaitng
instaliation

Operational
912542645467 21 days ago

Operational

sung SM-G930F it
S5119R929747 2 month a0 Semng eCI Avaking

@ = B a9 2 § 2

@1

Demo Pegasus interface showing the status of various instaftation attempts

@esdqg °~ rtbbdrretk hmrs kk > shnm+ sgd nodg shnm | nudr eqgn
dashboard (second tab seen in the top left corner dlie image above) lets the operator view and manage all

data exfiltrated from the compromised devices. For each compromised device, the data is organized by data

type, including calls, messages, email, calendar, contacts, browsing, files, applications, and photos.

“8 District Court, N.D. CaliforniayvhatsApp Inc. v. NSO Group Technologies Limite@ase 4:19cv-07123, Opsec Rule Engine PRD,
https://github.com/AmnestyTech/insidgpegasus/blob/main/documents/operationand-opsec/opsecrule-engine-prd.pdf, p. 14.

“ District Court, N.D. CaliforniaWWhatsApp Inc. v. NSO Group Technologies Limite@ase 4:19cv-07123, Video Deposition of Ramon
Eshkar, (previously cited), p. 82.

% District Court, N.D. CaliforniaWhatsApp Inc. v. NSO Group Technologies LimiteGase 4:19cv-07123, Expert report of Anthony Vance,
(previously cited), p. 15.
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Redacted - PlI

"

sages

. | IR o

2,366 activities

Redacted ~ Per Court Order

Diego Braz

Redacted — PII

Redacted - Pl

No problem, one sec.

@

Pegasus interface shown to operator after successful infection of a target

Mns > akx+ sgd rxrsdl krn ogdrdmsr ° ®bgdcdmsh ™ kr~ s> a+ k
snjdmr " mc nsgdq bgdcdmsh kr f > sgdgdc eqnl sgd uhbshl -r

Access to these stolen credentials provides an opportunity for the Pegasus operator to gain and maintain

access to sensitive online accounts of the victim, even when the mobile device itself is no longer infected.

Indeed, partial redacted documentation fnm a 2018 Pegasus product description explicitly talks about the

power of data accessible from cloud account® Bk nt ¢ aqghmfr hm ° bnmshmt k eknv ne
months at a time..

Redacted — Export Controlled

Data Collection

Data is securely extracted from clouds—there is nc impact, whatsoever, on the behavior of device
applications and user accounts.

Data stored on mobile devices merely hints at the mass of available historical information—dating
back months and even years—that can be retrieved. Cloud brings in a continual flow of information
that can last months at a time.

Newly generated information is securely transmitted to the Pegasus system.

- Instant messaging - Email
- Location history - Browsing histery
- Account backups - File-sharing storage

@

Description of Pegasus data collection capabilities from cloud accounts

! District Court, N.D. CaliforniaWhatsApp Inc. v. NSO Group Technologies LimiteGase 4:19cv-07123, Pegasus 3z Introduction,
(previously cited), p. 25.

%2 District Court, N.D. CaliforniayWhatsApp Inc. v. NSO Group Technologies Limite@ase 4:19¢cv-07123, Pegasus version 3.Gt Product
Description, (previously cited), p. 12.
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In addition to providing access to collected surveillance data, the Pegasus dashboard also allows the

roxv - qd nodq shnm sn ptdtd to mdv ~bshnmr ' ®Bnl |l > mcr ( s
sgd hl fd adknv+ sgd ®Bivelcdmmandsrtobe $ent toire dr mork tlargetsina”™ b s
fgnto+ hmbktchmf sn s jd ognsnr trhmf sgd ognmd-r b Il dqg"
knb>shnm ne sgd s qfds- Nsgdqg cnbtldmsr hmchd (d sg s r
can be pre-scheduled and run automatically when the target is known to have an important meeting

scheduled in their calendar.

TARGET COMMANDS

Hidden Princess (12)

Redacted - PII

@1

Pegasus commands module allowing for manual action to be launched offthe target device.

The newly public NSO Group material provides valuable new evidence on internals and capabilities of a
sophisticated mercenary spyware product. The documents confirm and validate years of civil society
research on the operations and functionality of the Pagus spyware. They also provide new and important
visibility into the workflow and exact methodology used by customers of the Pegasus spyware to target and
infect devices.

4.1.ANEW MATERIAL FURTHER VALIDATES SIGNIFICANCE OF PEC
PROJECT LEAK

As part of the 2021 Pegasus Projec, Amnesty International had access to a leaked database of phone
numbers selectedas potential Pegasus targets by NSO Group customers around the world. Numerous
individuals, whose phone numbers appear in the original leak, have later been forensically confirmed to have
been infected with Pegasus, by many different Pegasus customéps.

The underlying dataset is clearly divided into distinct groups of phone numbers which, in most cases, map

directly to a specific Pegasus customer or customer system. This allows for a presumptive attribution based

on the geographical scope and individuabrgets selected in each group. For ease of reference, we will refer

sn sgd chrshmbs fgntor ne s qfdsdc ognmd mtladqgr ~r ®bkt
because not all groups map directly to specific production customers.

Rnld ne sgdrd s qfds fgntor ng ®bktrsdgr + “r vhkk ad rg
controlled Pegasus systems used when performing peales demos of the Pegasus system for potential
clients given the evidence in the WhatsApp filing&nother cluster appears to have been used for internal

%3 District Court, N.D. CaliforniaWhatsApp Inc. v. NSO Group Technologies LimiteGase 4:19cv-07123, Pegasus 3z Introduction,

(previously cited), p. 27.

5 Amnesty International Security Lab, Case study: The Pegasus Project, (previously cited).

% Amnesty InternationalEn gd mr hb Ldsgncnknf x Qdongs9 , Bduly2@h b sbg MRN Fgnto-r Odf rtr
https://www.amnesty.org/en/latest/research/2021/07/forensinethodologyreporthow-to-catch-nso-groups-pegasus/
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testing within NSO group, with phone numbers associated with multiple NSO Group staff members
appearing in that cluster.

Two of the clusters in the original Pegasus Project leak map directly to a Pegasus deployment which NSO
Fgnto hmsdgm kkx gqdedg sn ~r ®R kdr 2~ " mc ®R  kdr
case. A screenshot of a Pegasus dashboard incled in the WhatsApp filings shows numerous apparent test
infections targeting numbers in various countries in 2019 including Israel, Peru, Brazil and the United

States®® Many of these same phone numbers also appear in the Pegasus Project cluster which we infer is
shdc sn ®R  kdr 2 rxrsdl -

@cchshnm”  kkx+ ° TR o gn mdhicmiVhasApp co®tfiligs indicieswasiudet by an
NSO Group sales representativewas repeatedlyselected for targetingn two Pegasus Project clusters
bnggdronmchmf sn MRN Fgnto-r ®R > kdr 2 " mc ®R  kdr

number was selected for targeting again on 9 May 2019, the same day that the NSO Group representative
sentascreenshotof e hkdc hmedbshnm “ssdlos s qgfdshmf sg’s
Operations Center (NOC).

% District Court, N.D. CaliforniaWhatsApp Inc. v. NSO Group Technologies LimiteGase 4:19cv-07123, Expert report of Anthony Vance,
(previously cited), p. 15.
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<@

Installation status panel for
Pegasus on the phone numb
+12027655322.

INSTALLATION STATUS

Steve Grover | 12027655322

Failed

313, 15: Installation
failed, interaction
was made with the
device; you may try

again later

REINSTALL

v Added to quetfe

Installation method

Covert

Cover story

The same witness document filled by WhatsApp also includes an infection attempt in May 2019 targeting a
ognmd mtladg ®*40826631484 + ~f > hm ~o0o0  gdmskx
Project records again show the same Peruvian phone numbegs selected on 7 May 2019 in the two

Odqtuh™ m

bktrsdqgr

"rrnbh’sdc

vhsg MRN Fqnto-r ®R  kdr 27

57 District Court, N.D. CaliforniayWhatsApp Inc. v. NSO Group Technologies Limite@ase 4:19¢cv-07123, Expert report of Anthony Vance,

(previously cited), p. 10.
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<@

Installation status panel for
Pegasus on the phone numb
+51937742595.

Joao Pedro | 51937742595

L R —

v Added to queue

313, 13 Instakistion

SEINETALL

In sum, the newly disclosed WhatsApp material provides a further, independent verification of the evidentiary

value of the Pegasus Project dataset. The dataset repeatedly records phone numbers belonging to NSO

Group employees, falling within clusters thatorrespond to internal Pegasus deployments used for software

testingandprer - kdr cdl nmrsq  shnmr+ hmbktchmf svn vghbg MRN Fqgnt
5 - Sghr bknrd bnggdronmcdmbd adsvddmanagaePddasush nm ~ ssdl osr
systems and Pegasus Project records, demonstrates that the Pegasus Project data reflects and corresponds

with genuine activity on Pegasus systems. It stands in direct contradiction to NSO Group's repeated position

that "we still do not see any caelation of these lists to anything related to use of NSO Group technologfés".

The Pegasus Project records are highly consistent with the findings of Amnesty International's independent
forensic investigations. Individuals whose devices we have forensically confirmed as targeted and infected
with Pegasusreappear in the Pegasus Project records as targets of one specific Pegasus customer system.

% District Court, N.D. CaliforniaWhatsApp Inc. v. NSO Group Technologies LimiteGase 4:19cv-07123, Expert report of Anthony Vance,

(previously cited), p. 13.
®Ft "gch > m+ ®Qdronmrd eqnl MR N htpsiovw.theguhmlianl comimews/2021/j0l/ I8/rdsgohsitom-hso-1 0 +
and-governments
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In these cases, the victim's phone number was frequently selected, orselected, shortly before an infection
attempt was carried out, as evidenced by the/hatsAppfilings.

NSO Group maintained standalone Pegasus systems used to test features and to perform product
demonstrations for potential or existing clients, including the DSGT. Between 17 December and 19
December 2018, two Moroccan phone numbers were entered repeatedhto one of these separate NSO
Group-controlled sales demo Pegasus systems. This followed WhatsApp implementing a sesid# block

for the initial Heaven WhatsApp vector on 5 December 2018. This suggests that NSO Group was actively
testing functionality @ demonstrating new Pegasus features at this time. The same demo numbers were later
selected in the Morocco customer system on 24 December 2018 and 17 January 2019.

4.2EVOLUTION OF PEGASUS INFECTION VECTOR

Internal NSO Group documentation and marketing materidéscribethe evolving set of infection vectors

(exploits and infection techniques) offered to customers over time, from targetiBtackBerry devices as

seen in an early 2013 brochure, to developing advanced attacks targeting iPhones. Broatigse include

Triggered (Zclick), Covert (zereb k hbj (+ S  bshb k Mdsvngj Dkdldms ' ®Mdsvngqj
'"mdsvngqgj h mi d b s,lwhene(the operatar ha®ghgsical drtdess ko the device. One redacted

methodology most likely refers to infection of a device over radio interfaces (such as WiFi or Bluetooth) when

®v h s g h rof thee targét device®

4.1 Remote Installation (Unlimited range)

Remote installations include both covert and social-engineering methodologies. The Pegasus solution
offers many tools for composing tailored, yet innocent-looking messages—this is crucial as content
credibility greatly affects whether or not a target will click a link.

Using the below methods, only a target’s phone number (MSISDN) is required for a successful
installation.

Covert

1. A covert message is sent to 2 mobile device; the target is not engaged—there is no need to click
a link or open a message.

2. The message causes the smartphone to download and install the agent—the device shows no
signs of change or interference.

3. The installation is completely invisible.

The Pegasus system’s unique, remote installation capability gives our solution a vast advantage over
other offerings found in the market.

« Covert installation process is invisible to the target and doesn't require their engagement.
e System is MNO independent.
« Activation is handled from a command and control center.

* Solution has an unlimited range and works using any MNO. Thus, the Pegasus agent can be
installed on any supported device, anywhere in the world.

Triggered (Social Engineering)

System operators can choose a different approach and craft an SMS, instant message (IM), or email.
This approach prompts a target to click on 2 message link.

« One click, whether active or unintentional, leads to an agent installation.

* The process is completely covert and there is absolutely no sign that software is being installed
on their smartphone.

@1

Excerpt from Pegasus product manuassppuitegifection methodologies.

Zero-click attacks are preferred in the system where available and supported for the target device. When a

zerobk hbj ng ®Bnudgs ~ss bj udbsng hr mns rtoongsdc en
odqgenqllriggefed " h&edbshnm- Sgd Odf "rtr rxrsdl b m sgdm " h
tailored social engineering message to attempt to infect the target.

% District Court, N.D. CaliforniaWhatsApp Inc. v. NSO Group Technologies LimiteGase 4:19cv-07123, Pegasus version 3.G: Product
Description, (previously cited), p. 12.
% District Court, N.D. CaliforniayWhatsApp Inc. v. NSO Group Technologies Limite@ase 4:19¢cv-07123, Pegasus version 3.Gt Product
Description, (previously cited), p. 12.
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The precise vector (or exploitation technique) is not necessarily revealed to the operator. Instead, the system
proposes the besthigk dudk “~oogn bg a rdc nm sgd btggdms rxrsdl b o
k> adkkhmf hs hm aBmudgsdgl ®@mddmghc rB®hANRs ng ®hNR Sqghffc

The set of infection vectors supported by NSO Group has evolved over time due to the development of new
capabilities and the changing set of devices and operating systems used by targets. Older NSO Group
marketing material from 2013 describes capabilitie® infect BlackBerry devices which appears to have
become less important as Android and iOS devices have come to dominate the mobile phone market.

Pegasus ZXclick attacks require action from the target to enable the infection of their device, typically by
opening a malicious link. Various social engineering techniques are used to trick the target into opening the
link, including spoofing legitimate wbsites or news articles.

<
13:47 o 4G "4’-"' Screenshot of a Viber messa

containing adlick attack,

+381659940263 b k Eg;elr\]/efd Ey\the §erbian jourr

m° % nm

<4 Last seen a moment ago

+381659940263 is not in your contact list

+ Add to contacts

Block and Report Spam

@ Block Contact

(7) Messages in this chat are private and
protected by Viber's end-to-end encryption.
Learn more

Imas li i ti info da je on sledeci? Ja
sam nesto potpuno drugacije
Cula..

https:// I et/
I

Check if this message contains spam

If clicked on, the attack link loads an exploit chain to first compromise the web browser and ultimately install
sgd roxv . qd “fdms nm sgd s qfds cduhbd- cligdPegdsus x Hmsdgm' s
spyware attacks on multiple occasionsncluding in Serbia, Poland, India and Mexico, among others.

The same zereday exploits which target welbbrowsers can also be used to perform a form of zero

hmsdg bshnm ss bj+ he sgd Odf "rtr btrsnl dcleg r sgd bnno

2@ mdr sx Hmsdgm  shnm> k Rdbtghsx K a+ ®Rdgah 9 Intgm khrsr s> qfdsdc vhsg
https://securitylab.amnesty.org/latest/2025/03/journalistsrgetedwith-pegasusspyware/
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mdsvnqj hmi dbshnm “ss > bjr trd mdsvngjhmf sq eehb | "mhotk
spyware infection URL simply while the target is browsing the web.

4.2.1INFECTION WITHCZHR® ATTACKS

Forensic investigations conducted prior to this technical research indicate that NSO Group had remote zero
click capabilities against iOS from at least 2017, and against most Android devices from early 2018.

These insights into NSO Group infection vectors gleaned from forensic investigations are now validated and

significantly deepened by new NSO Group material disclosed as part of the WhatsApp case.-Zécl

vectors targeting Android devices via WhatsApp veethe only Covert/zeralick vector method in the 2018

2020 period, although the exact underlying exploit changed over this time. The expert report of Anthony

U mbd gdognctbdr " m hmsdgm k MRN rtoongs crwedfordms gdbngc
production. This version introducest Heavenx the first O-clicks installation vector for Broad Android

cduhbdr ~+ "mc rs sdr sg s ®Nsgdg hmrs kk shnm “ss bj ud
-Dghrdc+- " mc sgdrd "mc Gd udm ~gd gqgdedgqdckumoitsn ax sgd t|
Vg sr@ o hm nqgcdg s n SHeaven was kirst @leased fot produetign usesarolind -

January 20185 The ERISED vector was delivered via WhatsApp but appears to have only been functional

on Samsung devices. The Samsunrgnly exploit shows similarities to more recent-tie-wild Samsung zere

click exploits® which used manipulated DNG files targeting the Quram library, an image parsing library

specific to Samsung devices.

NSO Group also had multiple iOS vectors during that time, although the WhatsApp material is less detailed

on these vectors. Azerdd k hbj Diablds vwgr® u > hk > akd hm 1/07 " mc khjdkx bnc
targeting iOS 11.X devices which has been observed forensically as targeting the Voieas-WiFi

implementation on iOS. A message from an NSO psales engineer, put to Joshua Shaner at his depitien,

khrsr sgd udbsng " knmfrhcd Gd udm9 ®Snlnggnv s sdm vd&k
(Smart). Sales4,oneo k hbj + Ch ™ akn = fhNSOGdoupdadenrelledDgt a mejv iOS 12.X vector

®@ragonfy vghbg s qfdsdc uh® hiLdrr > fd- Sgd udbsng v r trdc u
was likely inadvertently mitigated in iOS 12.4.1 in response to Google Project Zero research into the

iMessage zereclick attack surface®”

Ogduhntr enqgdmrhb hmudrshf shnmr ax @ mdrsx Hmsdgm shnm’
continued to deploy further iPhone zeralick exploits in 2020 and 2021 including an iOS 13 zeralick

vector targeting Apple Photos, an iOS 13 zerdick exploit targeting iMessage (publicly terme&ISMET) and

the widely documented iOS 14 zeralick (publicly termed Megalodon/FORCEDENTRY).

4.3FORENSIC ATTRIBUTION OF ATTACKS BASED
CUSTOMERECIFIC INDICATORS OF
COMPROMISE

Testimony from NSO Group employees, published following the WhatsApp litigation, describes a dedicated
teamtsgd ®Vghsd Rdqg ultespahsible for ahonynpesly kegissering the email addresses,
WhatsApp accounts, servers and domains needed foeBasus on behalf of each customer. The team set
these up in a deliberately anonymized way, to shield the customer and the wider Pegasus infrastructure from
discovery by the targets or researchefs.

% District Court, N.D. CaliforniaWhatsApp Inc. v. NSO Group Technologies LimiteGase 4:19cv-07123, Expert report of Anthony Vance,
(previously cited), p. 17.

% District Court, N.D. CaliforniaWhatsApp Inc. v. NSO Group Technologies LimiteGase 4:19cv-07123, Pegasus 2.50 Android release
notes, https://github.com/AmnestyTech/insidepegasus/blob/main/documents/releaseand-versions/pegasus?.50-android-release
notes.pdf p. 13.

% Google Project ZeroA look at an Android ITW DNG expgil2 December 2025, https://projectzero.google/2025/12/androiitw-dng.html
% District Court, N.D. CaliforniayWhatsApp Inc. v. NSO Group Technologies Limite@ase 4:19¢cv-07123, Video deposition of Joshua
Shaner, https://github.com/AmnestyTech/insidgpegasus/blob/main/documents/testimony/shaneteposition.pdf p. 129.

57 Virus Bulletin, Exploit archaeology: a forensic history of-the-wild nso group exploits28 September 2022,
https://www.virusbulletin.com/uploads/pdf/conference/vb2022/papers/VB20Zxploitarchaeologya-forensic-history-of-in-the-wild-NSO-
Group-exploits.pdf

% District Court, N.D. CaliforniayVhatsApp Inc. v. NSO Group Technologies Limite@ase 4:19¢cv-07123, Video Deposition of Ramon
Eshkar, (previously cited), pp. 2L1.
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https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/releases-and-versions/pegasus-2.50-android-release-notes.pdf
https://projectzero.google/2025/12/android-itw-dng.html
https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/testimony/shaner-deposition.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2022/papers/VB2022-Exploit-archaeology-a-forensic-history-of-in-the-wild-NSO-Group-exploits.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2022/papers/VB2022-Exploit-archaeology-a-forensic-history-of-in-the-wild-NSO-Group-exploits.pdf

The Pegasus zerelick vectors which target Apple devices will typically be configured by the operator with

rodbh kkx bgd sdc ® ss bj  “bbntmsr trdc sn rdmc dwoknhs
MRN Fgnto-r ®Vghsd 4Rjtepm hds first created adotymBud BadieronOutlook email

accounts, and later registered these accounts for use with iCloud to be used in Apple device targeting. This

is why many of the malicious Apple accounts used for Pegasus attacks and detailedhis section are also

Gmail addresses.

As discussed in Section 4.1, for operational security reasons, NSO Group prepares a distinct, isolated set of
infrastructure for each customer. While this is intended to protect customers from exposure, it has also
provided a key opportunity for the foreris attribution of observed Pegasus attacks to a specific Pegasus
customer.

It is possible to use customespecific indicators of compromise (IoCs), such as iCloud accounts used to
send zeraclick infection attempts, to forensically link (ocluster) multiple Pegasus infections as having been
performed by the same Pegasus customer. The unique, peustomer assignment of a zeralick attack
account is what allows attacks to be clustered and attributed: where the same iCloud account appears
across muliple targets, those targets were selected by the same Pegasus customer. Phone numbers
targeted by the same attack accounts have typically had a geographic or thematic link that suggests a
common Pegasus operator. Other technical evidence, such as the timnel of attacks, reinforces the
evidence that attack infrastructure is customespecific. Across hundreds of cases, Amnesty International
has never detected evidence to suggest a single attacker account or infection domain being used by more
than one Pegass customer.

Zero-click attack accounts are also understood to be created for use with a specific infection vector. Different

Vg sr@oo "~ bbntmsr vdgd bgd sdc "~ mc trdc vdidtwas® mdv u  gqh
launched. Similarly, forensic analysiscarie nt s ax @ mdr sx Hmsdgm shnm k-r Rdbtq
Apple accounts being used when a new iOS zewdick vector is deployed by the same customer.

In some instances, multiple Pegasutinked malicious iCloud accounts were observed sending probes to a

s qfds ognmd nudgqg °~ mtladg ne | hmtsdr+ khjdkx hmchb  shud
testing different infection vectors to see whicban be used to infect the device. Testimony from NSO Group

employees indicates the choice of vector was made internally in the system, and was not a visible choice for

the surveillance operator. This behaviour, where multiple Pegasus attacker accounts wesed to probe the

same target device, also allowed researchers to link the unique email accounts used for different vectors to

the same customer.

4.4HOW NEWLY DISCLOSED DOCUMENTS ENHAN
PUBLIC UNDERSTANDING OF PEGASUS SPYW

The internal NSO Group material disclosed in the WhatsApp litigatisupportedand enhanced by Amnesty
Hmsdgm shnm  k Rdbtghsx K a-r engdmrhb hmudrshf > shnmr+ ogq
Pegasus system is built, operated and maintained. Three findings are particularly notable.

First, Pegasus is not a product that is operated autonomously by the government customer. NSO Group

builds new exploits and infection vectors, registers and operates t@whitened (anonymized) infrastructure

used to deliver them, and runs @\etwork Operation Centerto monitor key components of the system,

including responding to security alerts raised by failed @otentiallydetected attack attempts. Every software

update released by the companies selling mobile devices and managing their operating systems (such as

Apple) can break infection vectors or techniques, requiring ongoing maintenance and support by NSO
Groupforanypt r snl dg r xr sdl sn gdl "hm et mbshnm k- Sgd rxrsdl b
ongoing involvement.

Second, the newly disclosed documents independently corroborate the authenticity and accuracy of the
leaked dataset foundational to the Pegasus Project. Two clusters of target phone numbers in the leaked
Pegasus Project records link directly to two interhBlSO Groupmanaged Pegasus deployments that NSO
Group internally labelsgsales 3 and ®ales 6, used for pre-sales demonstrations. Other clusters appear to
be linked to a Pegasus system used for internal testing.

Test infection attempts shown in NSO Group's own Pegasus dashboards appear in the Pegasus Project
records with the same specific test phone numbers and matching targeting dates. As previously documented
in the original Pegasus Project, the records also gespond closely with forensically confirmed infections
against the same targeted devices and phone numbers. NSO Group has long claimed that the Pegasus
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Oqnidbs ¢ s* ad qgqr mn gqgdk shnm sn hsr sdbgmnknf x-

own testing of Pegasushow otherwise.

Third, NSO Groups ®Vhite Services team registers unique attack infrastructure for each customer,
including Apple IDs and their associated email addresses, domains and servers. Amnesty International has
never observed a given attacker account or infection domain being used by more than austomer at any
time. The accounts and domains recovered in forensic analysis therefore function as customer fingerprints.
Where the same account or domain recurs across different victims, Amnesty International assesses that
those victims were targeted bthe same customer.

Duhcdmbd gdk > shmf sn sgd ®Vghsd Rdquhbdr~ sd’ | u
community in linking clusters of spyware attacks to the same operator. The same methodology has and
continues to be invaluable for the further attributioof Pegasus spyware attacks to the responsible customer.
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5. THE USE OF PEGASL
SPYWARE IN MOROCC

®Ve never start with Pegasus. It's the rmanségon.

Safir

This chapter reviews the previously documented history of Pegasus surveillance abuses in Morocco and
draws on new evidence to present a detailed case study of how one spyware tool can be used for both
transnational repression and to crush civil society aratitical voices in the country.

The chapter first draws primarily on prior forensic investigations carried out by Amnesty International and

documented in various Amnesty International publications since 2019 (Section 5.1). These previous

investigative findings are newly contextualisedan hmsdgogdsdc sn rgnv sgd dunktshnm
Pegasus between 2017 and 2021.

Building on analysis of how Pegasus works (Chapter 4), this chapter also draws on unprecedented

whistleblower testimony, leaked materials, opesource intelligence, and journalistic investigations to

definitively attribute the organization, key operativesd the wider intelligence apparatus responsible for the

unlawful, persistent, and widespread abuse of Pegasus in the previously documented cases (Section 5.2).

Building on leaked targeting records analysed by Amnesty International, this chapter also révéae full

rbnod "mc hmsdmrhsx ne sgd Lngnbb™ m "tsgnghshdr- "~ atrd n
Together these findings provide an unprecedented insight into human rights abuses carried out by the

Moroccan authorities using Pegasus.

5.1HISTORY OF PEGASUS USE BY MOROCCAN
AUTHORITIES

Rhmbd 1/06+ | tkshokd hmudrshf > shnmr ax @ mdrsx Hmsdgm sh
Pegasus spyware being used to conduct surveillance against human rights defenders, lawyers and
journalists in Moroccc®Sgd Lngnbb ™ m fnudgmldms-r tmk > vetk rtqudhkk ™ mb

“@ mdr sx Hmsdgm shnm k+ ®Lngnbbn9 Gtl " m Qhfgsr Cdedmcdqgqr S gfdsdc vhsg MF
https://www.amnesty.org/en/latest/research/2019/10/morocdaiman-rights-defenderstargetedwith-nso-groups-spyware/ Amnesty

Hmsdgm shnm  k+ ®Lngnbb " m Intgm khrs S gfdsdc Vhsg Mdsvnqgj Hmidbshnm @ss t
https://www.amnesty.org/en/latest/research/2020/06/moroccgaurnalisttargetedwith-network-injection-attacks-using-nso-groups-tools/,

Amnesty InternationalEngdmr hb Ldsgncnknfx Qdonqgs 9, @reviously citedly Ansnbsy IntdiRatlondd,gnt o-r Odf ~rtr
Forensic Methodology Report: Pegasus Forensic Traces per Tardex July 2021,
https://www.amnesty.org/en/latest/research/2021/07/forensinethodologyreport-appendixd/; Amnesty International Appendix E+

Pegasus Forensic Traces per Target Identified in the Aftermath of the Pegasus Project Revelat®iaigust 2021,
https://www.amnesty.org/en/latest/research/2021/08/appendéxpegasusforensictraces-per-targetidentified-in-the-aftermath-of-the-

revelationsof-pegasusproject/
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human rights defenders in Morocco and Western Sahara continued until at least November 2021 when
Aminatou Haidar, a Western Saharan human rights defender, was targetéd.

As part of the 2021 Pegasus Project AmnestyInternationalhad access to a leaked database of phone
numbers selectedas Pegasus targets by NSO Group customers around the world. This dataset includes
extensive records related to the Moroccan Pegasus customer, the DGST, as detailed b&loMl. cases of
Pegasus abuse described in this report are tied to the customer system controlled and operated by the
DGST.

Sgnrd Odf "rtr Oqnidbs gdbngcr ~gd ghfgkx bnmrhrsdms vhsg
independent forensic investigations. Individuals found to have been targeted and infected with Pegasus in

Morocco reappear consistently in Pegasus Projectregc r " r s  gqf dsr ne sgd CFRS- Sgd wu
numbers were often selected or (rselected) shortly before an infection was carried out. The Pegasus

Project evidence is cited where relevant to the forensic cases and individual victims being documented.

Hm 1/ 10+ enkknvhmf sgd Odf rtr Oqnidbs otakhb shnm+ sgd
acquired computer software to infiltrate communication deviceand denied that they had@®nfiltrated the

phones of several national and international public figures and heads of international s through computer

software. 73

No further evidence of Pegasusided surveillance was observed in Morocco after November 2021,

indicating that the Moroccan Pegasus customer contract either ended or was suspended around this time
Israeli export authorities tightened rules on the export of spyware and other surveillance technologies around
the same time, leading to a restriction in the number of countries where Israeli spyware and
cybersurveillance products could be sold

Media reports indicate that the Moroccan authorities appear to have reviewed products by other companies

to identify an alternative. A 2023 report in Israeli newspaper Haaretz alleged that spyware vendor Quadream

had agreed a deal with Moroccotoreplacgtd f nudgml dms-r trd ne Odf rtr: gnvduod
deal was not approved by the Israeli defence exports regulator following the Pegasus Project revelations.

5.1.ANFECTION WACHICK LINKS

In October 2019, Amnesty International forensically confirmed the first Pegasus infection attempts against
Moroccan civil society, with the targeting in October 2017 of Abdessadak El Bouchattaoui, a human rights
lawyer involved in the legal defence of presters in the Hirak ERRif movement, a series of demonstrations
organized in the Rif region of northern Morocco in 2016 and 2012.Therefore, the Moroccan use of
Pegasus spyware appears to have been fully operational by October 2017.

Abdessadak El Bouchattaoui was first sent confirmed Pegasuslick links by SMS on 23 October 2017.
Pegasus Project records show that his phone number was first entered into the Moroccan Pegasus system
on 19 September 2017. His number was therselectedon multiple occasions over the following year
including on 23 October 2017, shortly before he received an SMS infection link. The links included the
stopsms[.]bizdomain, which Amnesty International confirmed was registered by NSO Group on 11 October
2017.

“@ mdr sx Hmsdgm shnm k Rdbtghsx K a+ ®Lngnbbn. Vdr sdgmem&®v gdgh®&dm@bdhthrs s~
9 March 2022, https://securitylab.amnesty.org/latest/2022/03/morocewesternsaharaactivistnso-pegasus/

“"@ mdrsx Hmsdgm shnm k+ ®Odf rtr Oqnidbs9 @ookd hOgnmdr bnlognl hrdc ax MF
https://www.amnesty.org/en/latest/news/2021/07/pegasysojectapple-iphones-compromisedby-nso-spyware/

2 The full evidence used to attribute the DGST as the single Moroccan customer of Pegasus is detailed in Section 4.3.

“Hmcdodmcdms+ ®@ mdrsx bk hlr i hkdc Lngnbb m intgm khrslwyr s gfdsdc ax
2021, https://www.independent.co.uk/news/world/middkeast/moroccepegasusspywareb1887455.html

“G'gdsy+ ®Hrqg dk hrrtdr rsghbsdqg fthcdkhmd httpse/wew.hbaxer.dombschdl g dwongsr ~esdq
news/technews/2021-12-06/ty-article/israetissuesstricter-guidelinesfor-cybertech-exportsafternso-scandal/000001 7£f2b3-df98-a5ff-

f3bfde340000

"G "gdsy+ ®Hrg dk sngqodcmdcMRNgbmhbbodswxwvg gt cdgdk 1 rgts cnvm + 12 L x 1/1
https://www.haaretz.com/israehews/securityaviation/202305-23/ty-article/.premium/israeltorpedoed morocco-spywaredealand-nso-
competitorguadreamshut-down/00000188-425a-d805-a7c9-dbdbd7f50000

"@ mdrsx Hmsdgm  shnm k+ ®Ghqgq'j dk Qhe “o0ood k Iltrs cdkhudg itrshbd “esdq c
https://www.amnesty.org/en/latest/news/2018/12/morocdurak-el-rif-appeatmust-deliverjustice-after-deeply-flawed trial-2/
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Similarly, the phone number of human rights defender Maéati Monjib waslectedas a Pegasus target by the
Moroccan Pegasus customer on 11 September 2017. Pegasus Project records show his number was
selectedfor targeting again on multiple occasions over the following two years including on 2 November
2017 and 8January 2018. On both of these days, theelectionoccurred shortly before he was sent the

Pegasus ZXclick infection SMS messages.
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Pegasus SMS messages sent to Maati Monjib in November 2017 and January 2018
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5. 1. ANETWORK INJECTION ATTACKS

Drawing on both technical research, including past documented cases, and source testimony fr8atfir, a

L c N&

former DGST intelligence official, Amnesty International can confirm that Moroccan authorities and the DGST

also began using another powerful spyware infection technique from 2018 onwards: network injection.

Network injection relies on the spyware opator being able to manipulate the internet traffic of a target in
order to direct their browser to a malicious infection link.
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by means of a network injection system installed in the network of Maroc Telecom, the partially statmed

telecommunications company. Since NSO @Grt o - r
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International concluded that Moroccan authorities were responsible and that they weiging Pegasus to
target human rights defenders and journalists. This was later further substantiated by leaked NSO

documents and testimony fronmSafir.

In 2020, Amnesty International identified network injection attacks being carried out through the Maroc

Telecom network after the discovery of malicious redirects and Pegasus infection attempts on the phone of
Moroccan journalist Omar Radi® At the time of the malicious redirects, Omar Radi was connected directly

to the Maroc Telecom network over 4G. The screenshot, and specifically the domain, prove that the network
injection was being triggered by the mobile network rather than a malicioWdFi network or tactical network
element.
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https://www.amnesty.org/en/latest/research/2020/06/moroccan-journalist-targeted-with-network-injection-attacks-using-nso-groups-tools/

Wl Maroc Telecom 4G 11:06 AM - @ () &~
& gnyjvixltx.info8fvhgl3.urlpush.net ¢

Screenshot of live networl
injection infection attempt
against Omar Radi using

Pegasus infection domain
urlpush[.Jnet while connec
to the Maroc Telecom 4G
network
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Interviews withSafir, a former DGST intelligence official, confirm the role of the DGST as the specific agency

working with NSO Group and with Maroc Telecom to enable the network injection capabi8sfir stated that

Maroc Telecom permitted the installation of technology to facilitate network injection attacks, though this

does not imply that they would have been awaw, or directly participated in attacks taking placeSafir also

described how a telecommunications provider in Morocco also assisted in the spyware targeting process by
ognhuhchmf cduhbd hcdmshehdgr “rrnbh > sdc vhsg s qfds ognm
"kknv ° rodbhehb c dwoakthbe identified, while also ¢rqvidmquirformatiomah she

make and model of the phone which can be used to determine suitable infection vectors.

Safirdescribed the active involvement of a domestic telecommunications company in facilitating spyware
operations. The company provided customer phone numbers to the DGST and other identifiers allowing for
zero-click attacks as well as discreetly providing tgets with unlimited data packages, so that the extraction
of their data via Pegasus did not trigger their data caps and arouse suspicion.

In 2019, Amnesty International published the first ever forensic evidence confirming Pegasus spyware

infection of the mobile phones of human rights defenders and activists, rather than just targeting attempts.

The spyware targets featured in that researchhuman rights defender Maéti Monjib and lawyer Abdessadek

El Bouchettaouit+ were targeted by both iclick infection links and suspected zerelick network injection

attacks® Sgd mdsvnaqj hmi dbshnm ehmchmfr vdqd k> sdg bnmehqgl dc
was also infected with Pegasus while connected to the Maroc Telecom network.

5.1.ZERQCLICK ATTACKS

Amnesty International observed evidence of Pegasusclick infection links being sent in Morocco from

October 2017 until January 2018. From February 2018 onwards the first evidence of zedick infections

was found in Morocco, suggesting that around thiime NSO Group provided their Moroccan customer (the

DGST) with the capability to perfformzestb k hbj ' ®Bnudgs ( “ss bjr “f > hmrs Lngnbt
expanding from ZXclick attacks.

“@ mdrsx Hmsdgm shnm k+ ®MRN Fgnto roxv gd trdc “f hmrs Lngnbb m intgm kbt
June 2020, https://www.amnesty.org/en/latest/news/2020/06/nsspywareused-againstmoroccan-journalist/
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Infection traces which were consistent with Pegasus zectick attack vectors, specifically those involving
browser exploitation, were found on the device of Maati Monjib from February 2018. In early 2018, NSO
Group was in the process of rolling out theurpgraded Pegasus 3 and a suite of new zerdick infection
vectors.

Internal NSO Group material disclosed as part of the WhatsApp case prosideore details about the zero
click infection vectors used in this time period. For Android devices, zedtick vectors targeting via
WhatsApp were the only Covert/zerdick vector method in the 20182020 period, although the exact
underlying exploit changd over this time (Heaven, Eden, ERISEP)Heaven was first released for
production use around April 2018 shortly before NSO Group representatives travelled to Morocco in May
2018 to train operators on the upgraded systerst.

NSO Group also had multiple iOS vectors during that time, although the WhatsApp material is less detailed

onthese vectors. Azedd k hbj wudbsng ®Ch akn v r “u hk>akd hm 1/07 " n
targeting iOS 11.X devices observed forenaity as targeting Voic®verWiFi services* NSO Group later

gnkkdc nts ° mdv hNR 01-W udbsng ®Cqg fnmekx vghbg s gfd
by Morocco throughout 2019 until the vector was likely inadvertently mitigated when Apple released the iOS

12.4.1 software update®> NSO Group and Morocco continued to use further iPhone zedtick exploits into

2021 including an iOS 13 vector targeting Apple Photos and multiple iMessage zefitk vectors.

Safirdescribed the evolution of the Pegasus system in Morocco fromclick to zero-click as new infection
vectors became available:

®MRN-r udbsng "ss bjrf g ¢ °~ kns ne bgnhbdr nm sgd
doors. They had exploits on the core service of Android. On iPhone they were using iMessage exploits since the
end of 2017, same for the redimdctiose the Webkit vulnerability. These are vector attacks. In 2017 we

mddcdc sgd trdg hmsdg bshnm+ vd mddcdc sgdl sn bkhb

Safirgoes on to describe other vectors which could be used to exploit Android phones remotely based on
vulnerabilities on the core telephony service on Android, which may refer to the targeting of Rich
Communication Services (RCS) or another component of thedxoid telephony software:

®Ats hm 1/08 sgdx rgnvdc tr ss bjr trhmf utkmdgqg ah
attack where they made an anonymous phone call and five seconds later the phone was infected. Android is filled
with holes. The exploit was aydstem level at the core telephony service of Android. The payload was sent

through a call made via the gateway equipment that was installed in the infrastructure of [a telecommunications
ognuhcdqgl- Hs v ' r b’ kkdc -nfamyimdthodshyowuntaniselectgattack uh ™ f ° s d
through 2G or 4G. The infection servers were already installed in the telecom network which made it easier for
“ss bjr-"—

Safir r sdrshlnmx ~krn ognuhcdr hmrhfgs hmsn vg s hs v r
Oodf "rtr hmsdge > bd sn °~ |l drr fhmf "~ oo eqgnl sgd d gkx 1/
has its own folder which corresponds to a user IThe folder contains organized files related to that

individual, ready to view with just a clickSafirr ~ hc 9 ®l drr > fdr+ b ®kr+ ognsnr+ hs-r

khj
/1

5.1.AMOROCCAN GOVERNMENT ABUSIVE USE OF PEGASUS TO T
HRDS

In 2019, seven Moroccan activists were notified that their phones were hacked via WhatsApp using Pegasus

spyware®” In November that year, eight victims who received the same notification filed a complaint to

Lngnbbn-r M shnm k Bnmsgnk Bnl | hrr hnitteetimeos gd Oqnsdbshnm
publication in 2026, the complainants had not received a direct response from CNDP.

8 [Add excerpt from NSO engineer testimony describing the various Haeven vectors as the only-zéok vectors available on Android.]

82 [Add footnote to Heaven roll out doc]

8 See Section 4.3 which describes trainings conducted by NSO Group for the Moroccan customer.

8 [Add footnote for Diablo]

8 Virus Bulletin, Exploit archaeology: a forensic history of-tine-wild nso group exploits(previously cited).

8 Interview withSafir

8 AbdellatifetG* I I nt bgh+ ®Gnv Hrg dkh Bnl o> mx MRN G’ bj dsradigom@gymsaed  + 14 Mnudl adgq
hacked-my-phone/ smex.org/howisraelicompany-nso-hacked-my-phone/
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https://www.hrw.org/report/2022/07/28/theylget you-no-matterwhat/moroccosplaybookcrush-dissent
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In July 2021, Amnesty International confirmed the use of Pegasus zethick attacks against many additional

Lngnbb™ m intgm khrsr “mc gtl " m ghfgsr cdedmcdqgr- @r o Qgs
Security Lab partnered with Forbidden St@$ and a consortium of more than 80 journalists from 17 media

organizations in 10 countries?

Amnesty International was able to directly confirm the presence of traces of Pegasus spyware through
forensic analysis of several devices belonging to people whose numbers were on the list of targeted
individuals uncovered in the Pegasus Project. Among thewere journalist Hicham Mansouri (a Moroccan
journalist who received asylum in France), activist Claude Mangin (wife of Sahrawi political prisoner Nadma
Asfari), and Joseph Breham (a French human rights lawyer whose cases included Sahrawi activists in
Morocco).

Activists from Western Sahara were also targeted. Oubi Bouchraya Bachir, a political activist and former

representative of the Sahrawi liberation movement Polisario Front to the European Urfiband Aminatou

G hcdg+ ° R gg vh gtl " m ghfgsr cdedmcdqgq+ vdgd "~ krn s qfd
K a engdmrhb” kkx bnmehgldc sqg bdr ne hmedbshnm nm @ hm' s
months after the Pegasus Proje revelations?!

Whistleblower testimony in this report on the use of Pegasus in Morocco is consistent with Amnesty

Hmsdgm shnm k-r nvm gqdrd gqbg ehmchmfr+ hmbktchmf sgd shl
initial civil society targets on whom Moroccaafficials were spying within weeks of the installation of the

system.

5.1.5DENIAL AND BACKLASH FROM THE MOROCCAN AUTHORITIE

Despite detailed forensic findings of unlawful Pegasus surveillance by Morocco, and independent threat
notifications by WhatsApp to prominent Moroccan civil society members about suspected Pegasus spyware
targeting, the Moroccan authorities have consistdptdenied allegations that they have used spyware to
target civil society.

Enkknvhmf @ mdrsx Hmsdgm shnm k-r 1/1/ qdongs nm sgd Odf
"tsgnghshdr cdmhdc sgd ehmchmfr- Sgdx r hc sgdx ®b sdfnq
"kkdf  shnmr + “cchmf sg\'lkr ®@'tak hibe sThmm fnd®mc g ds ‘qgfochgtsmfZ £L r

The Moroccan government falsely accused Amnesty International of failing to offer them the right of reply on
the findings of the report, and of fabricating facts and failing to provide evidence to back up the claims made
within it. On the contrary, Amnestynternational notified the Moroccan authorities on 9 Jun2020 through

an official letter sent via email to five officials at the Ministry of Human Rights, of its intention to publish the
report two weeks prior to publication. The same letter invited the government to provide comment for
inclusion in the report.However, no response was received.A smear campaign was launched against
Amnesty International in Moroccan media and social medPf4.

Nm 12 I tkx 1/10+ hm gdronmrd sn @ mdrsx Hmsdgm shnm k-r
Morocco filed a lawsuit before the Criminal Court in Paris against Amnesty International France and

Forbidden Stories, citing defamation. The Court rd that the complaint was inadmissible. Morocco

"ood kdc sgd cdbhrhnm "mc+ hm @oqghk 1/12+ sgd Bntgs ne @
response, Morocco filed an appeal with the Court of Cassation but withdrew its appeal in October 2023. In

2021, the Moroccan authorities also filed complaints in Germany against the German media outlets Die Zeit

®Engahccdm Rsnghdr+ ®Sgd Odf rtr ogqnidbs9 @ vngkcvhcd bnkk > ang > shnm sn br
https://forbiddenstories.org/thepegasusproject-a-worldwide collaborationto-counter-a-globakcrime/
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https://en.yabiladi.com/articles/details/171306/polisariceshufflesleadershipoubi-bachir.html

“@ mdrsx Hmsdgm shnm k+ ®Lngnbbn. Vdrsdgm R’ g’ g #md®@b dhuthtcrdsmbsd™ g f' dosgddau hwnht s gk x
cited).

2Rdd9 Lngnbbn Vngkc Mdvr+ Lngnbbn -Qdidbsr- @ mdrsx Hmsdgm shnm k-r @kkdf
https://www.moroccoworldnews.com/2020/06/68551/moroceeejectsamnestyinternationatrecent-allegationscyber-spying/and Arab

News Japanhttps://www.arabnews.jp/en/middieast/article_20318/Rdd 9 Lngnbbn Vngkc Mdvr+ Lngnbbn -Qdidbsr -
Allegations of Cyber Spying, June 202@ttps://www.moroccoworldnews.com/2020/06/68551/moroceeejects-amnestyinternationat

recentallegationscyber-spying/and Arab News Japan, Moroccan authorities deny using spyware to monitor critics, June 2020,

% Amnesty International wrote to the Moroccan authorities in 2020, outlining evidence on the use of Pegasus spyware againsti Maajib,

Abdessadek El Bouchettaoui and Omar Radi, and with recommendations for reforms of the regulatory framework that gosemeillance.

Amnesty International did not receive a response to the letter. Amnesty International, English translation of letter seftahic to Chief of

Government of the Kingdom of Morocco (previously cited).
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surveillance records, opersource intelligence and firsthand whistleblower testimony, Amnesty International

identifies with high confidence that Morb b n - r is@& éh&user responsible for the use of Pegasus

against Moroccan and Sahrawi civil society and for surveillance operations outside of Morocco and Western

Sahara.

In 2025, as part of theWhatsApp v. NSQrourt case in the USA, a significant number of depositions,
documents and internal NSO materialere unsealed and made public by the court. One particularly
informative document is a redacted and partial version of a presentation given to the board of Q Cyber
Sdbgmnknf hdr + MRN F g n t-20August 2018qTdherpsesebtatibngrovidesta statms 0
update on the key developments with Q Cyber customers in the second quarter of 2018. Pegasus customer
code names mentioned included Apollo, Subaru (identified by Haaretz as Saudi Arabia), RBIts/ce, Aziza,
Tinkerbell, Shemer and Morgan. According to repting by Haaretz, NSO Group customers are given code

m Il dr a>rdc nm sgd ehqgrs kdssdg ne sg%® bntmsgx-r m I d "~ m

CS Q2 Main Client Efforts

» 2 new clients added: Rolls-Royce and Aziza

« 1Clients resume to service - Tinkerbell

* Heaven has been deployed at 10 clients

» Nighthawk has been deployed at 1 client - Maira 4 (beta)

* PGS 3 Beta has been deployed at 2 clients: Shemer, Morgan and 1 production client: Aziza.
* 16 trainings have been conducted to 12 clients. 5 PGS and 11 SE

« Storm - POC for 2 client (0z and Raven)
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Pegasus presentation

Sgd ogdrdms > shnm hmchb sdr sg°s ®O0Odf *nmtlrdc2 ®dnsqgf  nmv r scdo
rnld onhms adengd sgd an qc |l ddshmf hm @ftrs 1/07- A rd
code names with the same first letter as the customer cotm, the exclusion of other known Pegasus

customers beginningwith M’ > mc sgd | "sbghmf shldkhmd+ hs b m ad hmedqgq
Fgnto-r bncd m I d enqg sgdhg Lngnbb ™ m btRegasusPRraleet: r g ghmf s

% Federal Court of Justicehttps://www.bundesgerichtshof.de/SharedDocs/Pressemitteilungen/DE/2026/2026036.htatcessed on 4
August 2026).
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5.2.1IEARLY PEGASUS CUSTOMER TESTING EXPOSES THE SPYW
OPERATORS

From September 2017 onwards, the DGST deployed and used Pegasus. NSO Group staff conducted
demonstrations of the system for the DGST following the initial deployment and each time they rolled out
new versions and functionalities.

The Pegasus Project records show that in late June and early July 2017, four uniqgue Moroccan phone
numbers were selected as Pegasus spyware targets, apparently as part of a Pegasus sales demonstration
rather than any real customer use of the Pegasus systeMaterial released as part of a civil action by
WhatsApp against NSO Groughowsthat such systems were used by NSO Group sales staff and {ga@es
engineers to perform live infections against test devices to demonstrate the capabilities of the product (see
Section 4.1.3).

In late August 2017, new Pegasus activity was taking place in Morocco. Over the following month, Pegasus
Project records and publicly available OSINT daghowthe Pegasus system being set up and initial targets
being configured in the system. The full installation, testing and launch of a Pegasus system can take up to
16 weeks, according to leaked Pegasus system documentation. The real target phone numbers being
entered in the system alongside apparent tests from DGST staff members indicates operators testing and
setting up targets in the system in real time. In many cases, there are just minutes between a target being
entered into the system and further test enies from DGST staff operating the system.

Technical records from the Pegasus Project show that several Moroccan phone numbers were entered into
the Pegasus system during September 2017, including some numbers used for the earlier July demo.
Intermittent with these test numbers, Amnesty Internati@hwas able to identify and directly attribute some

of these phone numbers to named individuals working at the DGST, based on ogmurce intelligence.

Table 1: DGST staff members phone numbers entered in Pegasus system during deployment.

PHONE NUMBER OWNER FIRST SEEN (UTC) LAST SEEN (UTC)
+212%+*%499 DGST Agent B 2017-09-10 13:50 2018-05-01 13:31
+212%*517 DGST Agent B 2017-09-10 14:08 2019-02-08 09:41
+212%*318 DGST Agent A 2017-09-10 14:32 2019-05-26 14:27

Among those was a phone number fobGST Agent Athe person named bySafiras the head of the
department with the DGST that was in charge of digital surveillance. A search in the ViewCaller caller ID
service returned a result that matched the first name of this individual. The phone number associated with
DGSTAgentA was entered into the Pegasus system on 10 September 2017, before the system became
operational. Amnesty International was also able to find a public document listiBGST Agent Aas a
representative of the DGST.

On the same date, two phone numbers associated with another DGST staff memimBST Agent Bwere

also entered into the system for the first time, apparently also for testing purposes. OSINT services and
phone caller ID databases were used to identiyGST Agent Bas the owner of both phone numbers. One of
his numbers was displayed by the ViewCaller service suggesting tb&@@ST Agent Bhas a technical or
engineering role in the DGST. Similar records created during system testing were found during investigations
into other Pegasus customers, and it appears to have been a common practice as part of system tesfing.

®Rdd Ft gch > m+ ®Lngnbb ™ m hmsdkkhfdmbd hmrhcdg gqdud kr vhcdrogd ' c trd ne (
https://www.theguardian.com/news/2026/jul/16/moroccmtelligenceinsider-revealswidespreaduse-hacking-softwarepegasusand

Engahccdm Rsnghdr+ ®Bncdm I d ®Lngf " m 9 gnv Lngnbbn "~ bbdr20@6 Odf rtr+ hmur
https://forbiddenstories.org/codenaméanorgana-look-back-at-moroccosacquisition-of-pegasusinvolvingisraetand-the-united-arab-

emirates/
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Both DGST Agent Aand DGST AgenB have previously been linked to Moroccan cybesurveillance

ognbtgdldms- Sgdhg m Il dr vdgd I dmshnmdc hm " m dl > hk hmbk
cyber-intelligence company) documents in relation to planned attendance at a surveillance tectogy fair

'"rdd Rdbshnm 5-0 adknv eng I ngd "m kxrhr ne G bjhmf Sd°I
numbers for both individuals continued to be entered in the Moroccan Pegasus system during 2019,

suggesting an ongoing role in the targeted sumlance operations and human rights violations tied to

Pegasus.

Amnesty Internationakrossreferencedthe numbers in the Pegasus Project records associated with the
DGST, the Moroccan customer, to validate these claims. Eight phone numbers linked to at least five
suspected DGST officers named b@afiror identified through opersource research were found to be

present in the Pegasus Project leak. Notably, two of these individualsvith previous links to the deployment
of mercenary spywaret were seen most frequently in the data during the first montthat the system was
deployed in September 2017 Safirindicated that the system was first installed in September 2017, and
indeed this is when targeting records tied to the Morocco customer first appear in the Pegasus Project leak.

These early targeting records were likely created as DGST staff members and engineers were testing the
Pegasus system before it was made fully operational. Similar evidence was found in the Pegasus Project for
other countries, including Hungary, where anperator responsible for technical surveillance had entered his
own phone numbers into the Pegasus dashboard, likely to test the systét.

Safiralso identified a separate DGST officer who had volunteered their phone for a Pegasusita

demonstration by NSO Group staff in 2018afir provided a phone number belonging to this individual,

which Amnesty International could confirm based on Pegasus Project recordswas entered into the

Morocco Pegasus system in May 2018. Amnesty International also identified an additional phone number

tied to the same DGST officer entered in the system on the same day. These findings corrobdBatie- r -e hqr s
hand knowledge on the demonstrations carried out by NSO and the deployment of the Pegasus spyware by

the DGST.

As outlined in the previous chapter, in addition to deployed Pegasus customer systems, NSO Group
maintained standalone Pegasus systems used to test features and to perform product demonstrations for
potential or existing clients. Between 17 December and 1Becember 2018, two Moroccan phone numbers
were entered repeatedly into one of these separate NSO Grexgntrolled sales demo Pegasus systems.

This followed WhatsApp implementing a serwside block for the initial Heaven WhatsApp vector on 5
December 2018. This suggests that NSO Group was actively testing functionality or demonstrating new
Pegasus features at this time. The same demo numbers vedater selected in the Morocco customer system
on 24 December 2018 and 17 January 2019.

5.3HUMAN RIGHTS DEFENDERS AMONG THE FIR:
TARGETS

Between 10 and 11 September 2017, the first real phone numbers of later confirmed Pegasus targets began
to be entered in this system. The system was not yet active at this time, so these entries likely reflect cases
and operations being set up in the systa, potentially as part of further testing. In the first two days, the

phone numbers were entered for prominent human rights defenders and independent journalists as the first
intended targets (seeTable). These include the phone numbers of journalists Taoufik Bouachrine (see

case study of Afaf Bernani in Chapter 8) and Ali Anouzla, alongside human rights defenders Ahmed
Benseddik, Maati Monjib (case study in Chapter 7), and Fouad Abdelmoumni (case studyChapter 7).

Table 2: Excerpt from Pegasus Project records showing phone numbers selected by Morocean customer on 10
11 September

TARGET PHONE NUMBEF NAME ASSOCIATED WITH PHONE NUMBE DATE ENTERED
2] ¥k Taoufik Bouachrine 2017-09-10 13:22

+212*++++%499 DGST Agent B 2017-09-10 13:50

WChgdj s25+®Gt mf "gh" " m hmsdk neehbdg hmunkudc hm roxv gd nodg shnmr “~ood’ g
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TARGET PHONE NUMBEF NAME ASSOCIATED WITH PHONE NUMBE DATE ENTERED

+212%++++%499 DGST Agent B 2017-09-10 13:52
+212%*+x517 DGST Agent B 2017-09-10 14:08
+212%+++++318 DGST Agent A 2017-09-10 14:32
+212%**+*%499 DGST Agent B 2017-09-10 14:35
+2] 2 *kddkckkx Taoufik Bouachrine 2017-09-11 09:01
TPl PEEES IS Ahmed Benseddik 2017-09-11 11:19
2] 2ok Ali Anouzla 2017-09-11 11:21
TPl PRI Maati Monjib 2017-09-11 11:22
+2]2%*++*%499 DGST Agent B 2017-09-11 11:24
TPl PRI Taoufik Bouachrine 2017-09-11 11:28
+212%++++%499 DGST Agent B 2017-09-11 11:33
CH2u| P XREERRIIEX Fouad Abdelmoumni 2017-09-11 11:37
+212%+++x517 DGST Agent B 2017-09-11 12:58
CH2u| P XREERRIIEX Taoufik Bouachrine 2017-09-11 13:08

An analysis of all target phone numbers entered in the Moroccan Pegasus system between September and
December 2017 provides further evidence that human rights defenders were the priority targets of the
DGST. Excluding testing and internal phone numbers, Arasty International was able to match 103
Moroccan phone numbers with specific named individuals. Of those people selected as potential Pegasus
targets, 65 were identifiable as civil society members (including 34 human rights defenders, 22 journalists
and media worker, 5 lawyers, and 4 academics), 25 were political representatives or officials, 5 were
diplomats or representatives of international organizations. The remaining 8 identified individuals include
business people, religious figures and others whke identity or categorisation was unclear.

These records show the phone numbers of prominent human rights defenders and journalists were among
the first to be entered into the Pegasus system, indicating that this was the priority purpose for which the
DGST had acquired the highly invasive spywargstem. The focus on civil society members was a core
purpose, rather than incidental.

5.3.1ADDITIONAL-QSEANECTED SYSTEM DEPLOYED IN MOROCCO
THE SAME TIME AS PEGASUS SYSTEM DEPLOYMENT

Amnesty International assesses with high confidence that a Moroccan VPN server linked with Circles is also
shdc sn Lngnb bRegasus,either ksrpart obarasifiechpeoduct or sold together with a Circles
system, based on the analysis provided in this section.

Circles is a Bulgariabased digital surveillance company affiliatedith the NSOGroup, established in 2008 to

develop SS7based location tracking technologiedt was acquired in 2014 by Francisco Partners and

integrated into NSO Group? In a letter to Amnesty International in 2021, NSO Group indicated that the

Atkf > gh " m bnl o mhdr vghbg “~gd o gs ne MRN Fqnto ®oqgn
services to their respective Cypriot affiliates and export the network prodas r enqg f nu &qg ml d ms ~ k

- c
- =

11 Amnesty InternationalNod g s hmf eqnl sgd Rg cnvr 9 Hmfndex NumbeR ROCGF1§/418262021), 3B nqong sd Rsqt |
May 2021, https://www.amnesty.org/en/documents/doc10/4182/2021/en/
192 Amnesty InternationalNod g s hmf eqnl sgd Rg cnvr 9 Hmlreviodsly &N Fqnt o-r Bngong sd Rsqtl
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A 2018 board meeting presentation from Q Cyber Technologies SARL, a Luxembehmged company

"eehkh” sdc vhsg MRN Fgnto 'rdd sgd =-Rtll gx ne bnl o mhdr
other material disclosed as part of the WhatsApp lawsushow that the companies Q Cyber Technologies

and Circles were increasingly integrated by 2018, sharing the customer code names in some instari€és.

Sgd an gqc I ddshmf nudquhdv mnsdc sg°s P Bxadq Sdbgmnknfh
in Bulgaria.

Hm 1/ 1/ + sgd Bhshydm K a otakhrgdc °~ qdon%Amomgnbt | dmsh mf
the set of suspected Circles systems documented by Citizen Lab was a VPN server located on an IP address

range 105.145.40.27-29, which Citizen Lab attributed to the Moroccan Ministry of Interior (see report

excerpt below).

<@

Mlll‘ﬂccn Excerpt from Citizen Lab r
L. . . . on Circles deployment in
Our scanning identified what appeared to be a single Circles Morocés ploy

system in Morocco. The Morocco client’s IPs are in the same /27 as
several websites of the Bureau central d'investigation judiciaire
(BCIJ), and are in the same /26 as the website of the Moroccan
Auxiliary Forces (FA). Both the FA and BCIJ are under the auspices
of Moroccos Ministry of Interior. A government agency in
Morocco also appears to be a client of Circles’ affiliate NSO Group,
though the identity of this Moroccan agency has not been
established.

Client Name  Possible Identity ~ Seen in Scan Firewall IPs e e

Ministry of Interior 2018/3/14 — Present 105.145.40.27-28

Bhshydm K a-r rb>mmhmf | dsgncnknfx entmc sg° s sgd Lngnbb
suspected Circles VPN fingerprint from at least 14 March 2018 until early 2021.

Etgsgdg " m kxrhr ax @ mdrsx Hmsdgm shnm k-r Rdbtghsx K’ a
deployed and visible on a Moroccan IP range as early as September 2017, the same month that the
Moroccan Pegasus system also became active.

The Moroccan IP address range 105.145.40.2229 hosted a VPN server with a seBigned certificate (with
m Id ®nb” kgnrs ( eqnl 01 Rdosdladqg 1/06 tmshk 8 L gbg 1
set of Bulgarian IP addresses linked to NSO Group. The Bulgarian IPs also hosted TLS certficaith the
hmsdgm  k bnl onmdms ®sq bjrxrsdlZ-\hmen~ vghbg g ' c ogduhn

The VPN certificate was visible in Bulgaria for one day in August 2017 before later reappearing in Morocco.
This suggests a VPN server or system that was first configured by NSO Group staff in Bulgaria before being
shipped to the customer in Morocco (seermex 12.1 for tables of VPN server certificates visible in Bulgaria
and then later in Morocco).

Notably, other certificates hosted on the same Bulgarian IP range associated with NSO Group closely
correlate with other known Pegasus system deployments rather than Circles SS7 product deployments. The
observed VPN certificates also do not explicitly meoin Circles or refer to the customer as a Circles

customer.

Analysis of other certificates found on the Q Cyber/NSO Group linked IP 84.1.246.230 helps support the
connection between these VPN servers and Pegasus customer deployments (see Annex 12.1).

WBNmd cnbtl dms gqdedqgr sn ° Odf  rtr r > kdr cdln adhmf odgenqgldc hm 1/08 engq
phone numbers, indicating the customer country is Peru. The Circles system identified by Citizen Lab in Peru was eadel d ¢ scRe€On q
Ohrbn~+ rgnvhmf MRN "~ mc Bhgbkdr trdc ° bnllnm m | hmf rxrsdl eng btrsnldqr

104 Citizen Lab,Running in Circles: Uncovering the Clients of Cyberespionage Firm Cirgléecember 2020,
https://citizenlab.ca/research/runningn-circles-uncoveringthe-clients-of-cyberespionagefirm-circles/
1% Citizen Lab,Running in Circles: Uncovering the Clients of Cyberespionage Firm Circles qduhnt r kx bhsdc(+ rdbshnm -Lngnb]|
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An earlier certificatet ® b k-dutton€s n k bd U OM Batbmapdeatdbe sed fo a Pegasus
deployment. In testimony released as part of the WhatsApp case, an NSO group representative identified
®CTSSNM™ "r sgdhg btrsnledffpudaif®cd m 1 d enqg sgd DI hqg s

The observed timeline for the VPN certificate creation and scanning for the confirmed DUTTON customer
matches closely with the timeline of the Dubai Pegasus system deployment and operation. This suggests that
these VPN certificates may indeed represent Pagus system deployments rather than a separate Circles
product deployment.

Pegasus Project records for the Dubai/DUTTON customer show that first Pegasus testing activity began on
27 October 2016, the same day the VPN certificate was issued. The testing activity continued over the
following month. The first identifiable Pegasus itget was entered in the system on 7 December 2016, two
days after the VPN certificate was seen active on the Dubai IP address ranges.

The findings for the certificate and customer linked to Morocco are similar. The first Moroccan numbers
were seen in tests in July 2017. The Moroccan customer system was under testing from the start of
September 2017. The first identifiable Pegasus targetgere entered in the system on 9 September 2017,
three days before the VPN certificate was first seen in Morocco on the IP range associated with the Ministry
of Interior and the DGST.

Amnesty International assesses with high confidence that the VPN system installed on the Moroccan
Ministry of Interior IP range in September 2017 is tied not just to Circles but also to NSO Group and Q Cyber
Technologies, companies to which it is affiliate The evidence further suggests that the TLS certificates are
related to Moroccan Pegasusustomer deployment.

Amnesty International has reviewed leaked Moroccan intelligence files that show the domain name
®sdgrhl-1">" hr "m dl hk c¢cnl > hm trdc hmsdgm kkx ax sgd CF
105.145.40.3 in the same /27 IP range as the NSO Groulinked VPN server. The same email server also

g mckdr sgd cnl > hm ®abhi - {nrestigations judieiairas (BEIJ)da juditiafjmblicda b d ms g k
rdquhbd sg° s vngjr bknrdkx vhsg sgd CFRS+ "~ eehkh > sdc vhs
®sdgrhl-1""+ ®abhi-fnu-1"" "mc ® hr-1"" vidr “krn trdc sn
®cfrs-1" "+ etgsgdg khmjhmf % gd HO g mfd sn sgd Lngnbb™m

5.4AMOROGGSWO@SE OF PEGASUS SPYWARE BEYON
ITS BORDERS

This section examines how Morocco expanded its use of Pegasus outside its borders to target Moroccan
activists and journalists, lawyers, military officials, diplomats, and senior political leaders across Europe, with
a particular focus on France and Spain.

This analysis is based on three independent but mutually reinforcing sources of evidence. Firstly, it draws on

detailed Pegasus Project records spanning the time frame from when Morocco first obtained Pegasus to

mid-2019, which includes thousands of phonenumbers entered in the Moroccan Pegasus system for

onsdmsh k s gfdshmf- Mns °~ kk mtl asetecied (d nvshdkgkd ct khsnh |s gsdd krxx rgs’
received a Pegasus infection attempt or have been successfully infected. Only forensic analysis on targeted

devices can be used to confirm without doubt that a phone numbeselectedfor targeting with Pegasus was

infected.

Secondly, this section draws on forensic investigations carried out by Amnesty International on the devices of
individuals in Europe which Pegasus Project records show weselectedby Morocco. On many of the

analysed devices, evidence of successful Pegasus spyware targeting and infection was found, often shortly
after the target phone numbers werselectedon the customer side. The repeated temporal correlation
between target selection and forensically confirmed infectiomsnfirms that Morocco was actively targeting

and successfully infecting the phones of individuals outside the country, as suggested by the Pegasus
Project data.

Thirdly, because NSO Group creates unique attack infrastructure (domain names, servers and email
addresses) for each customer, it is possible to use specific attack infrastructursuch as attacker iCloud
accounts = to link (or cluster) multiple Pegasus infections as having been performed by the same Pegasus

1% District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case €497123, Document 7962, , pp. 8-16.
storage.courtlistener.com/recap/gov.uscourts.cand.350613/gov.uscourts.cand.350613.796.2. pdf
17 tersim2019@gmail.com
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customer. Different indicators can also be linked together based on their-oocurrence on the same

targeted devices. These clusters of forensically observed indicators can then be conclusively attributed back

to a customer, in this case Moroccaebasedons gd bknrd bnggdk shnm vhsg Lngnbbn-r
in the Pegasus Project data and victim profiles from the cluster, including Moroccan journalists alongside

human rights lawyers, and politicians).

Taken together, this evidence reveals the broad set of individualslectedas targets by Morocco. The

forensic analysis confirms that the selections led to Pegasus infections, and the account attribution shows
that a single Moroccan system controlled by the DGST was responsible for all of the targeting, from activists
to governnent officials.

S541ISHLDKHMD NE LNQNBBN-R RDKDBSHN
ABROAD

Sgd ehgrs duhcdmbd sg s Lngnbbn-r trd ne Odf rtr roxv gqgd
began on 22 April 2018, when the first noiMoroccan phone number appeared in the Pegasus Project leak.

The section draws on an analysis of the Pegasus ot dataset and identification of associated phone

numbers. The logs show that the first Algerian phone number was associated with a prominent Sahrawi

diplomat with the United Nations Mission for the Referendum in Western Sahara (MINURSO). The other

numbers selectedthat day appear to have been largely Algerian military officials.

The following day, 23 April 2018, the logs show the first French numbers beginning to selectedin the
system, beginning with exiled Moroccan journalist Aboubakr Jamai. He wselectedfor Pegasus targeting
extensively by Morocco over the following two years. On 1 May 2018, a French phone number for a
Moroccan newspaper publisher (Jamal Boudouma) was first selected in the Pegasus system. Also on 1 May
2018, phone numbers for multiple D&T Pegasus operators, includin@GST Agent Aand DGST Agent B

were again entered in the system. On 3 May 2018, a phone number DGST Agent Bvas entered again

and two phone numbers for another DGST staff membedGST Agent Cwere also entered on the system,
likely while testing new functionality provided by NSO Group (see Section 4.2).

The selection of Algerian and French phone numbers continued extensively over the following weeks. Many
of these phone numbers were onlgelectedonce. This could indicate that DGST operatives were entering
potential targets broadly to check if they were vulnerable to zeetick attacks such as those for WhatsApp,
which could be used reliably to infect targets outside the country. This WhatsApp ®ipwas only effective
against Android users with a supported version of Android installed.

On 8 May 2018, the French phone number of a French human rights lawyer representing journalist Taoufik
Bouachrine wasselectedas a target. Later the same day, a phone number for human rights defender and
former prisoner Adil Lamtalsi waselected Supported by ACATFrance, a French antitorture NGO, Mr
Lamtalsi had filed a complaint of torture at Paris High Court, alleging he was physically abused while held at
the Temara secret detention centre, managed by the DG$F.The ACAT also documented allegations of
torture made by Naama Asfari, a Saharawi of Moroccan nationality, against officers of the DGST and
others % Joseph Breham, the human rights lawyer who represented Nadma Asfari in a complaint in respect
of Morocco filed with the UN Committee against Torture, was also lagslectedas a target. Amnesty
International later confirmed he was compromised with Pegasus on multiple occasions.

In reaction to these court filings, and an attempt by the French judicial police to question DGST Director
General Abdellatif Hammouchi while he was present in France, the Moroccan authorities took the step to
suspend judicial cooperation agreements withr&nce**° Morocco also filed a complaint in France against
ACAT, Adil Lamtalsi and Naama Asfari for defamatiéH.

The first Spanish numberselectedby the DGST was on 11 May 2018, a phone number associated with
Saharawi human rights defender Aminatou Haidar, who Amnesty International later forensically confirmed
was infected by Morocco with Pegasus (see Case Study Sahrawi activists, betéiw).

®@B@S+ K- @B@S "t b-tg cd -k qgrhghhrdd ch®@B®@S s hp-Ldgd hgddninns hrok nd g & hibg bmthmr hr —\ -
June 2014, acatfrance.fr/lacatau_coeur_de_la_crise_diplomatique_franemarocaine(in French).

19 OHCHR,Ennaama Asfari v. MoroccpCase 606/2014, 15 November 2026 https:/juris.ohchr.org/casedetails/2621/eitJS

WAAB+ ®L-BEghimbd gnv nudg G Il ntbgh s nhitsst/vewh.bbe.ko.ukidewsiwerleelirbpeZ68682@¢4 ~ gx 1/ 03 +

1 Amnesty International, Shadow of impunity: Torture in Morocco and Western Sahafiadex Number: MDE 29/001/2015), 19 May 2015
https://www.amnesty.org/en/documents/mde29/001/2015/en/

2@ mdrsx Hmsdgm shnm k+ ®Lngnbbn. Vdrsdgm R’ g’ g #fmd@b dhuthtcrdsmbsd™ g f' dosgddau hwht s gk x
cited).
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After a slower period of targeting into the end of 2018, the targeting of Spanish and European numbers
begins in a focused manner again from February 2019. Internal NSO Group communications, released as
part of the civil case between WhatsApp and NSO Graupdicate that NSO Group had succeeded in
developing their new Eden zeralick vector against WhatsApp on Android by 4 February 2019. Phone
numbers of DGST Pegasus operatoBGST Agent Aand DGST Agent Brere selected multiple times on 8
February 2019, around the same time these new vectors were becoming available.

On 25 February, the number of a Spanish activist leading an association supporting Saharawi independence
wasselectedas a target. On 5 March, a Moroccan journalist based in Spain was targeted, Hussein

Majdoubi. The same day Spanish journalist Ignacio Cembrero had his phosedectedfor targeting,

reappearing 25 times over the following two montt& Also on the same day, 5 March 2019, a Spanish

phone number for Moroccan journalist Aboubakr Jamai waselected He had previously been firsselected

for targeting on his French phone number in 2018. Aboubakr Jamai was later notified by WhatsApp that he
had been targeted with Pegasus via a WhatsApp zeclick exploit in late April and early May 20194

Pegasus Project records show the DGST repeatedblected@a nt a° j g-r mtl adg enq s qf ds hmf
days between 25 April and 10 May 2019, confirming that the notification he received from WhatsApp was as
a result of Pegasus targeting carried out by the DGST. In a court filing, WhatsApp identified 69 Moroc&&n,
Algerian, 21 Spanish and 7 French phone numbers targeted during this same peritfl.The WhatsApp

filings do not identify the customer responsible, but it is likely that the majority of these 136 phone numbers
were targeted by Morocco. Among the Spanish targets notified by WhatsApp were individuals later confirmed
to have been targeted by Spanish Pegasus customer.

On6March2019tsgd ¢ x ~esdqg @ant a’ j q sklectedtithe phonRmmumimehforg mt | adq v~
another DGST staff membe@GST AgenC, was entered again. Another phone number associated with him

was selectedagain on 21 March and 19 April 2019, likely related to further training or testing activity. During

this time period the DGST continued to heavily target Algerian phone numbers and phone numbers in

France belonging to Moroccan civil society, journalistsrench political figures and Algerian officials and

diplomats. On 23 February 2019, Mediapart journalist Lénaig Bredoux wsslectedfor targeting by the

Moroccan operator as evidenced by the Moroccan Pegasus Project records. Amnesty International later

forensically confirmed that she was successfully compromised with Pegasus by the DGST on multiple

occasions in 2019 and 2020.

On 13 March 2019, a French phone number associated with a former senior Algerian UN Special Envoy,
Lakhdar Brahimi, wasselected One minute later a phone number of French President Emmanuel Macron
was alsoselected*® Three days later on 16 March, the phone numbers of Lakhdar Brahimi, French

politician Leila Aichi, Belgian MEP Louis Michel and Emmanuel Macron wesedectedwithin 30 minutes of

one another. Numerous other senior diplomats around the world were selected by Moroccan security
officials in the same days. Later the same day, a Spanish phone number for Moroccan journalist Ali Lmrabet
was first selected, and the Fench phone number for Aboubakr Jamai was targeted again.

This extensive targeting of French numbers continued up until August 2019 when the Pegasus Project data
related to Morocco ended, although Morocco continued to remain a Pegasus customer. A number of those
French targets were later forensically confirmed asfected with Pegasus by Morocco including Claude
Mangin, wife of jailed Saharawi activist Nadma Asfari, and Joseph Breham, a lawyer who represented Mr
Asfari in his complaint filed against Morocco with the UN Committee against Torture.

Sghr odghnc ne hmsdmrd hmsdgm shnm k s gfdshmf bnhmbhcdr
iOS zereclick vector which targeted iMessage. Forensic evidence shows that in many of the cases

forensically analysed, selected phones showed sgof successful infection just minutes after being selected

as targeted in the Moroccan Pegasus system.

13 |gnacio Cembrero is a journalist and media partner in this investigation.

“Hmrdgqs ennsmnsd "~ ants @anta jg | I > h-r mnshehb > shnm ax Vg sr @oo

15 District Court, N.D. CaliforniaWhatsApp Inc. v. NSO Group Technologies LimiteGase 4:19cv-07123,
https://storage.courtlistener.com/recap/gov.uscourts.cand.350613/gov.uscourts.cand.350613.679.6.ppf 127.

16 President Macron was one of 14 heads of state whose phone number appeared in the leaked list of 50,000 potential surveilltargets

gdud  kdc hm sgd Odf rtr Ogqnidbs hm 1/10- @ mdr sx Hmsdpmptentad hnm™ k+ ®Odf “rtr
s gqfdsr ne MRN r o ktps://gww.amnesty.orglet/l&test/preseledise/2021/07/worldleaderspotentiattargetsof-nso-

group-pegasusspyware/
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5.5FORENSIC ATTRIBUTION OF ATTACKS TO MOF
BASED ON REUSEQUERMATTACK EMAIL
ADDRESSES

The Pegasus Project records themselves provide clear insights into the targeting priorities and activity of the
Moroccan Pegasus customer. This evidence of targeting by the DGST can be further validated with material
evidence gathered through forensic angsis of phones.

Section 4.3 in the previous chapter outlines how NSO Group creates custom infrastructure for each
customer. This unique, percustomer assignment is what allows attacks to be clustered and attributed:
where the same infrastructure, for example an iCloud acunt, appears across multiple targets, those targets
can be linked to the same Pegasus customer.

The forensic evidence from Amnesty International and independent findings from the French authorities

show that many individuals selected in Pegasus Project records, both inside and outside Morocco, were

ultimately infected with Pegasus using a common sef iMessage accounts (notably

bergers.o79[@]gmail.com Amnesty International observed that many of these successful zerick

hmedbshnmr nbbtggdc itrs | hmt sselactedoraessdlectecsbgttie s gf ds-r ognm
Moroccan customer in the Pegasus Project data.

The leaked records examined for the Pegasus Project do not extend into 2021, so it cannot be stated from
those records alone that the system used against Moroccan targets in 282019 was the same one used in
the 2021 attacks. However, the forensic eviderccloses that gap.

A number of individualsselectedas targets by Morocco in 2019 were found to have been targeted again
through 2020 and 2021. Claude Mangin, wife of jailed Saharawi activist Nadma Asfari, had her French
number first selectedin the DGST system in summer 2019. Forensic analysis shows her devices continued
to be targeted and were infected from October 2020 through to July 202Y. Forensic artifacts gathered

from her devices confirm the 2020 and 2021 attacks were also carried out using iMessage accounts tied to
the Moroccan Pegasus systenThe same pattern was observed for other targets who appeared in the
Moroccan customer Pegasus Project records and who continued to be targeted or compromised in the 2019
to 2021 period.

Amnesty International has previously published the set of Apple iMessage accounts used by Morocco to
deliver Pegasus zerlick attacks between 2019 and 2021. Forensic records show clearly how the same set
of iMessage accounts used by Morocco to target Mmcan and French journalists were also used to target
French politicians and Sahrawi diplomats with Pegasus.

The French cybersecurity agency ANSSI also performed extensive forensic investigations following the 2021
Pegasus Project revelationg8 In response to aEuropean Investigation Ordeissued by the Spanish

authorities, the French justice ministry sent a summary of technical evidence and indicators of compromise
found by French investigators, which independently documented that same cluster of Pegasus Apple
accounts used in the attacksagain tying back to Morocco.

The same iCloud account used in 2021 against Claude Mangin and exiled Moroccan journalist Hicham

Mansourit linakeller2203@gmail.comt was also identified in a Spanish court document as the Apple

account used in the 2021 Pegasus zeralicks attacks which compromised the phones of the Spanish

minister of interior and the minister of defencé’® Sgd ognmd ne Ro hm-r oghld | hmhrsdgq
compromised with Pegasus during the same time period in Mayne 2021, but the court filings do not list

the iMessage account used to infect his phone. The Spanish politicians were targeted with Pegasus in the

midst of a diplomatic conflict with Moroccd?®

7 Amnesty International Forensic Methodology Report: Pegasus Forensic Traces per Target: Appendix D, see FRHRD Claude Mangin, 18

July 2021, amnesty.org/en/latest/research/2021/07/forensimethodologyreport-appendix-d/

18 Ministerio Fiscalt Audiencia Nacional+ Orden Europea de Investigacion Pasiva nim. 15/2024. Ndmero de Fiscalia, OEl 36/2024

119 estaticoscdn.prensaiberica.es/epi/public/content/file/original/2023/0710/15/2023-10-auto-archivo-caso-pegasuspdf.pdf

2@ mdrsx Hmsdgm shnm  k+ ®Ro > hm.Lngnbbn9 Odnokd -adhmf trdc “r o vmr- “r
https://www.amnesty.org/en/latest/preseelease/2021/05/spainmoroccepeople-being-used-as-pawns-as-politicakgamesturn-violent/
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Tabld: Summary of iMessage accounts used in Pegasus attacks by Morocco
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Taken together, the extensive technical and forensic evidence establishes three things. The DGST, the
Moroccan Pegasus customer, began selecting individuals outside Morocco for Pegasus targeting from early
2018, among them activists, journalists, human rhgs lawyers supporting cases against Morocco, and family

members of jailed activists.

Amnesty International forensically confirmed that a significant number of these people, located abroad and
using non-Moroccan numbers, were in fact infected following selection in the Pegasus system.

The independent French and Spanish investigations found that the attacker accounts assigned to Morocco's
Pegasus system, used against those Moroccan activists abroad, were the same accounts used to infect
rdmhng Ro  mhr g onkhs h kJne 2021 diplondatickerisid with Bdrogdo.midgetlseg d L ° X
these findings provide strong material evidence that Morocco was ultimately responsible for the extensive

crosshorder Pegasus surveillance campaign against critical journalists, activists, lawyers andtip@ns

between 2019 and 2021.
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6.OTHER DIGITAL
SURVEILLANCE
TECHNOLOGIES USED
MOROCCO TO TARGET
CIVIL SOCIETY

In addition to using Pegasus spyware as outlined in Chapter 5, the Moroccan authorities have also procured
and used a broad range of digital surveillance tools from numerous countries over the past two decades,
including the United States, Israel, FranceGermany, the United Arab Emirates (UAE) and Italy. This chapter
draws on previous reporting by digital security researchers alongside leaked Moroccan intelligence service
materials that have been analysed by Amnesty International, as well as testimony feofarmer DSGT
whistleblower, to providea summary of how a range of different companies have supplied Morocco with
sophisticated forms of both mass and targeted digital surveillance technologies.

The digital surveillance tools used by Morocco over the last two decades to target civil society include:

1 The mass surveillance tool Eaglé! acquired from French surveillance company Amesys in the early
2010s.

1 The RCS (Remote Control System) spyware, developed by the now defunct Italian technology
company Hacking Team, which was used in 2012 against members of the némactive Moroccan
citizen media outlet Mamfakincht?? and against other Moroccan journalists around the same timié&
In 2015, emails included in a major leak from Hacking Team revealed that two Moroccan security
agencies, the DGST and the National Defence Secrets Commit{€@mmission du Secret de la
Défense NationaleCSDN), had contracted with Hacking Team since at least 2009

1l dt md @eqghptd+ ®Drohnmm fd 9 kdr “mbhdmr c¢c- @l dr xr bnmshentsdms kdtgr ~ bsh
continue their activities in North Africa)], 31 January 2020https://www.jeuneafrique.com/mag/886064/politique/espionnages-anciens
damesyscontinuentleurs-activitesen-afrigue-du-nord/ (in French).

122 privacy International,Their Eyes on Me: Stories of Surveillance in Morogospril 2015, privacyinternational.org/sites/default/files/2018
02/Their%20Eyes%200n%20Me%26%20English_0.pdf

»Bnll hssdd sn Ognsdbs I ntgm khrsr+ ®Lngnbb " m hmcdodmcdnisluyi nt gm  khrsr cdr |
2019, cpj.org/2019/07/moroccanindependentjournalistsdescribe-climate/

20ghu bx Hmsdgm shnm  k+ ®Sgd ghfgs sn oghu bx hm sgd Jhmfcnl ne Lngnbbn~™
uprdoc.ohchr.org/uprweb/downloadfile.aspx?filename=3915&file=EnglishTranslation
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1 The FinSpy spyware: developed bythe British-German network of companies Gamma Group and
FinFisher+ which, in 2015, was identified by the Citizen Lab as operating in Morocé®.No specific
customer or agency was publicly identified as the operator of FinSpy in Morocco.

Morocco was further identified as a customer of cyber intelligence company Cognyte, according to a
December 2021 report from Meta on the surveillancéor-hire industry 126 Cognyte, which was spun off in
2021 from USbased company Verint Systems, is a provider of cyber intelligence products including systems

eng hmsdgmds "~ mc sdkdbnl Il tmhb shnmr hmsdgbdoshnm- Bnf mxs
fnudgml dmsg  lsmy ®mdmmc s bj kd $?gMethidentifiedsMoroaro speificallyds r dbt gh s x
" btrsnldg ne Bnfmxsd-r rnbh> k I dch®™ I nmhsnghmf ognctbs
btrsnldgr sn bnmsgnk e jd rnbh >k I dch™ “bbntmsr '® u s’ ¢

media users or to launch social engineering attacks.

6.1HACKING TEAM RCS SPYWZ2BE4)2009

The Moroccan DGST was among the biggest customers of the Italian Hacking Team RCS spyware, as

revealed in emails and internal data leaked from the spyware maker in 20%5.Morocco was suspected in

"m d gkx b rd ne roxv gd I hrtrd “f hmrs bhuhk rnbhdsx vg
been used in 2012 to target independent journalists in Morocco working with Mamfakin&.

The leaked internal Hacking Team material from 2015 included a detailed spreadsheet listing spyware

customers alongside their internal code name, the customer contact point and any broker who facilitated the

deal®*Hm sgd b rd ne Lngnbbn-r CFRS+ sgd hmhsh> k 1/01 r  kd
Smart Systems, also known as FSSys Tech, a UA&sed surveillance broker with a local entity in Morocco.

The records also show that the DGST was licenseditdect up to 2,000 devices, with support for Windows,

Mac and mobile devices.

Table: Sales of Hacking Team RCS to Moroccan agencié¥ until 2015

CUSTOMER NUMBER 6 36

CODE CSDN AlFahad

CUSTOMER CSDN Morocco- DST

COUNTRY Morocco Morocco

KAM Maanna Maanna

AREA MEA MEA

AGENCY Intelligence Intelligence

CHANNEL OR DIRECT Direct Channel

PARTNER / FULFILLMENT VEHICLE Al Fahad Al Fahad
0ghu' bx Hmsdgm shnm k+ ®E bhmf sgd sqtsg9 G bjhmf Sd' | kd'j bnmehglr Ln
privacyinternational.org/blog/1394/facingruth-hacking-team-leak-confirms-moroccangovernmentuse-r o x v q d : Bhshydm K a+ ®O0x mr
attenhnm sn sgd rdqudq adghmc sgd ognwx9 | "oohmf EhmEhr gdqg-png-bnmshmt hmf oqn

finfishers-continuing-proliferation/

126 Meta, Threat Report on the Surveillancéor-Hire Industry, 16 December 2021,
https://about.fb.com/wpcontent/uploads/2021/12/ThreatReporton-the-Surveillancefor-Hire-Industry. pdf

127 Cogntye website homepageéhttps://www.cognyte.com{accessed on 28 July 2026).

128 The Hacking Team leaked files can be accessed on Wikileaks. Wikileaks, Hacking Team, 8 July 2015,
https://wikileaks.org/hackingteam/emails!/

2Qx " m F  kk fgdg+f ®God fowdgdthbdmsrdc °~ e jd rb > mc k sn ctod intgm khrsr  +
https://slate.com/technology/2012/08/moroccanwebsite mamfakinch-targetedby-governmentgrade-spywarefrom-hacking-team.html;
@ mdrsx Hmsdgm shnm k+ ®Gnv ° g bjvhhmfmhbmfl omdhvfrm rdghdskdo drc 8r gCtdsb dd navdng “1mh 0°5w g c

https://www.amnesty.org/en/latest/research/2016/12/hearhacking-campaign-helped-shut-down-an-award-winning-news-site/
130 Wikileaks, Hacking Team, 8 July 2015https://wikileaks.org/hackingteam/emailsiThe client overview list
https://wikileaks.org/hackingteam/emailsThe client overview list is emailD 426797:
https://wikileaks.org/hackingteam/emails/emailid/42679fittps://wikileaks.org/hackingteam/emails/
https://wikileaks.org/hackingteam/emails/emailid/426797

131 wikileaks, Hacking Team, 8 July 2015https://wikileaks.org/hackingteam/emails/The client overview list is emailD 426797:
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TOTAL # TARGETS 300 2000

YEAR BOUGHT FIRSRCS 2009 2012
EXPLOIT Yes No
Sgd kdj ne sgdrd ehkdr kdc sn ° bghrhr "I nmf sgd rdbgds

with many governments ending their relationship and seeking out new vendors such as the emerging NSO
Group*? In response, Hacking Team restructured, was acquired by InTheCyber group, and was renamed
Memento Labs!*

According to an interview with Paolo Lezzi, the chief executive of Memento Labs, Hacking Team had just
three remaining government customers in 201%* Morocco continued to receive software updates and new
licences for the spyware long after the 2015 leak: based on leaked Moroccan intelligence documents
reviewed by Amnesty International, Morocco received updates until at least 2020, suggesting that its
contract continued with Memento Labs after the company's restructuring.

The Hacking Team system operated by the DGST was cedamed PIACENZA, as noted in the leaked

Moroccan intelligence files analysed by Amnesty International. This material included code, licences,

cnbtl dms shnm ~mc nsgdq | = stdeHackikg Tepch Bpyveace.cThesen sgd CFRS-r t
documents and leaked Moroccan intelligence files show that Morocco deployed the upgraded RCS X system

after 2018, which was still licensed for use against 2,000 unique devices. The licence included support for

Windows, Mac,iOS, Android andBlackBerry, but not Linux or Windows phones. A surveillance system

collecting data from hundreds or even thousands of devices would require significant human resources to

review, process and analyse the collected data, and the RCS licence shows that the system Wsis a

licensed for use by up to 80 internal users (analysts and operators).

In addition to licensing information, Amnesty International also reviewed leaked RCS product documentation,
hmsdgm k gdbngcr egqgnl sgd CFRS-r G bjhmf Sd°I cdoknxl dms
hm ngcdg sn udghex rssgambbn-r trd ne sgd roxv’

@1

Screenshot of internal spyware control panel for the DGST (Source: leaked internal DGST material)

32 orenzo Franceschihkhbbghdg  h+ ®G  bjhmf Sd° 1 hr a " bj hm atrhmdrr+ ats rsqtffkhmf s
https://www.vice.com/en/article/hackingeamris-back-in-businessbut-strugglingto-survive/

QR ee  dkd A hadghkhkhf@BoaAdgm rbd Ldl dmsn K ar c¢c kk* etrhnmd cdkkd “~sshuhs
Z ® B xirtelligence, Memento Labs is born from the merger of the activities of INnTheCybegnt o " mc sgd ghrsnghb G  bj hmf Sd°
2019, Key4Biz,

https://www.key4biz.it/cybeiintelligence nasce-mementolabs-dalla-fusione-delle-attivita-di-inthecybergroup-e-la-storica-hacking-

team/252368/ (in Italian).

13 Lorenzo FranceschiAhbbghdg  h+ ®BDN ne roxv qd | jdg Ldldmsn K> ar bnmehglr nmd ne
I kv >qgqd + 17 Nb s n a dttps:/tethtrdneh.cEi2025/B028/ceboftspyware maker-memento-labs-confirms-one-of-its-
governmentcustomerswas-caughtusing-its-malware/
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<@

Zoomed in detail showing the IP rang
(Source: leaked internal DGST mater

Internal screenshots from the RCS system show that it was being operated on an internal subnet with the IP

range 172.16.2.0/24. Notably, this internal IP range has been previously linked to Hacking Team activity. A

2018 report from security researchers ate cybersecurity company ESET identified four updated Hacking

Team RCS samples communicating with a command and control server (see glossary) at 172.16.1.206.

This is the same IP range as the Moroccan RCS system, showing that the system was being used to actively

generate new RCS spyware samples from 2018017. Most likely these samples were generated for internal

testing and configured to communicate directlyo the internal command and control server rather than

adhmf qgntsdc sggntfg sgd QBR " mnmxI| hyhmf oqgnwx rdqudgqg
sg s Lngnbbn-r G bjhmf Sd°|I rxrsdl bnmshmt dc tewtn ad tr
with the recently leaked Moroccan intelligence service materials reviewed by Amnesty International.

r
dc

6.2PHYSICAL INFECTION OF DEVICES

Safirtold Amnesty International that the DGST routinely took advantage of occasions when they would have
physical access to the devices of targets to infect them with malware; for example, when targets were
transiting airports. Amnesty International has comfihed that the devices of journalists and human rights
activists were targeted with physical infection. Anemt ak hb 1/08 | "mt "k enq G bj hmf Sd°
reviewed by Amnesty International as part of the leaked Moroccan intelligence service materidgscribes
the physical infection vectors available for Windows and Android.
«@®

Cover of the leaked 2019

] Hac Ki N gTea m { Hacking Team RCS mihu

RCS X 10.4.2

The hacking suite for governmental interception

Analyst manual

BN ERICY

BEhkho J ej  + ®Mdv sq bdr ne G’ bjhmf S Https/winmmvelivegpeturity.bokn/2018/03/89/new qbg 1/ 07+ Vd

traces-hacking-team-wild/
% |mage taken from leaked Morocco intelligence files reviewed by Amnesty International.
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Infection methods
A device can be infected via:

+ physical infection: the device is infected by the execution of a file transmitted using USB
memories, CDs or documents. Evidence can be collected physically or via Internet as soon as

the device connects;

+ remote infection: the device is infected by the execution of a file transferred via Internet con-
nection or made available in a Web resource. Evidence can be collected physically or via Inter-
net as soon as the device connects. Remote infection can be enhanced using Network Injector.

@

Physical and remote infection vectors (leaked Hacking Team manual)

According to the manual, on Windows devices, physical infection can be achieved via opening a silent
executable or by booting into an RCS installer to install the spyware4m@ot. On Android devices, the RCS
spyware can be installed through physical accesvia opening a silent APK (see glossary), or by installing
through booting into an Android recovery image on supported devices.

List of installation vectors

Installation vector descriptions

<@

List of Hacking Team
infection vectors from Ma
2019 (RCS X 104.2)

Following is a list of vectors with supported device types and operating systems:

Installation Device Operating sys- Description
Vector tem
Installation Mobile Android, Creates an auto-installer file with
Package BlackBerry, i0S.  the agent.
Installation  MOUIe BBy I0S. - e through USh o
SD/MMC memory card.
Melted Desktop Linux, Windows  Adds the agent to any application
Application file
Mobile Android. :
Network Desktop Linux, OS X, Link to the injection rule creation
Injection Windows page. See "Managing the Network
injector" on page 65.
Offline Desktop Multiplatform Creates an ISO file to generate a
Installation Windows. boot CD/DVD/USB to be used on
computer that is off or hibernating
Persistent Desktop  Windows Adds Fhe. agent to the target com-
Installation puter's firmware.
QR Code/Web  Mobile Multiplatform, Generates a QR code or Web link
Link Android, that, once processed by the target
BlackBerry. device, will allow the agent to be
downloaded.
Silent Installer  Desktop Linux, OS X, Creates an empty executable file
Windows that, when run on the target device,
installs the agent.
SMS Message  Mobile Multiplatform, Sends a SMS message that installs
Android, the agent if the target opens its con-
BlackBerry. tent.
Wap Push Mobile Multiplatform, Sends a WAP message that installs
Message Android, the agent if the target opens its con-
BlackBerry. tent.

Technician manual | ver.C_MAY-2019 | RCS X 10.4.2 | 2018@ HTS.r.l. - page 133

137 The technical manual is part of the leaked Morocco intelligence files reviewed by Amnesty International.
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The Hacking Team RCS dashboard allows ngachnical surveillance operators to prepare USB keys
designed to automatically infect Windows computers with the spyware.

@1

Screenshot of interface for preparing a Windows spyware infection on the Moroccan Baokbeg Team system.

@1

Screenshot of interface for preparing a Windows spyware infection on the Moroccan Hacking Team system.

With the USB prepared, a field operator simply needs to connect the USB stick to the target computer and
boot into the RCS spyware installer. The installer prompts the operator to confirm the infection and then
handles the steps needed to infect the compet. From start to finish the process takes less than 30
seconds, fast enough that it could be performed inconspicuously with temporary access to the computer.
Such physical infection vectors would likely have become more difficult as Windows Secure Boat an
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Bitlocker encryption became more widely supported on erdser PCs. Windows Secure Boot has
been mandatorilyenabled by default on PCs since the launch of Windows 11 in 2021.

According to Safir, the tactic of pre-infecting computers in specific internet cafes was particularly important
during the 2016-2017 Hirak EFRIf protests:

®Vd hmedbsdc rn | " mx hmsdgmds b edar vhsg QBR Zroxv’
visiting, and we had visibility on what they were doing because we had previously infected all the machines there.
Even when the [Hacking Temtnict ended, we were able to continue the operations on the cyber cafés and

receive the data from the infected machines on our end. | made video tutorials for colleagues in the field to train
them in how to infect the workstations in the cyber crfés. W88 sticks to every unit in each

mdhf gantggnnc vhsg nodq shnm bncdr enqg d bg bhsx- S

Offline Installation v10.1.1-hf4

05 and Users selecton

‘f' MICHA SEEDERE Mcrosoft Windows XP)

| Full Name

Comguier Name: HIOAA-SAEEDO SBE

OF% Verson: Mcrosoft Windows XP Service Pack ) (12-it)
Regsterad To: hha

Product ID: 26411649 £4TR95)- 19979

1l Dote: 0WK07-29

@1

Screenshot of installation of Hacking Team RCS Windows agent on an internet café PC in Morocco.

A similar approach could be used to prepare an RCS infection payload for installation on a mobile phone
when the operator had physical access to it.
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SAMSUNG

¢ ! SAMSUNG
; % .1 95% B 12:51

Lo installer

Voulez-vous installer une mise a
jour pour cette application ?Vos
données existantes seront conservées.
Lapplication mise a jour pourra :

NOUVEAUTES TOUTES
que les informations confidentielles
prendre des photos et enregistrer des
vidéos
rechercher des comptes sur I'appareil
Voir les contacts

enregistrer des fichiers audio

accéder a votre position approximative
(selon le réseau)

accéder a votre position précise (GPS et
réseau)

envoyer et consulter des SMS
® Cela peut engendrer des frais
recevoir des messages texte (MMS)

ANNULER  INSTALLER

|-

@

Installation of Hacking Team RCS agent on an Android phone via the recovery system.

Sgd ogxrhb >k hmedbshnm ogqnbdrr bntkc “krn ad trdc sn hme
ognuhcdc sn s gqfdsdc hmchuhct kr uh® ® fdmsr - bnkk angqg s
hand phone shops. In such cases, the phone wodlappear to the target to be new and unused; however, it

would provide the authorities with full access to their device, their communications and data on their

hlldch sd dmuhgnmldms- Sgd QBR @mcqnhc roxmtakepd ~kknvdc s
photos from the front and rear cameras, activate the microphone and log all communications and activity on

the device.

Safirdescribed how, at the time of the 201617 protests in the Rif region, intelligence agents would identify a
second-hand phone shop where targets bought their devices and arrange with the merchants to give phones
preehmedbsdc vhsg QBR hruadx vi'ng ¢s gsdn Géhogd o kZdo gnbssdr s | nudl dms\ — -

®A " bj sgdm R I rtmf R5 Dcfd v r sqdmcx- Vd antfgs q
hmedbsdc ognmdr sn sgd rgno nvmdqgr "~ mc sgdx fn sn s
sghr ag® mc mdv ¢hg phones [lypassedxmartufactureMeabstriaionsits ghio administrator

level controls] beforehand and installed a custom recovery conthinmgapre&k k dc QBR ~ f dms - —

According toSafir, a local telecommunications provider would also provide network access to certain targets,
including prominent Hirak E{Rif activists.

Surveillance material reviewed as part of this investigation confirmed the methodology describe&afjr. A

particularly revealing photograpits ~ j dm ax G° bj hmf Sdaptures an acivsbasedik v ° q d
Lngnbbn-r Qhe qdf hnm ~ r s gd x-facingdamerataok antinmf§e ofwhandv ognmd- S
looks to be a recently opened and empty Samsur@alaxy S6 Edge phone box. Simultaneously, the rear

e bhmf b ldgq” rtggdoshshntrkx snnj °~ ognsn ne sgd ognmd-
victim.

Sgd ognsn v'r s jdm hm @oqghk 1/ 06 -RitmpvemdntThengnbbn-r bqg ™ bj

evidence suggests the phone was already infected with the RCS spyware before it was unboxed by the
target.
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Amnesty International and media partners identified the activist based on information in the surveillance
records. The individual said that they were active in the local protest movement at the time, and that the
phone was obtained from a vendor in Al Hoéma. The activist was not a prominent member of the protest
movement at the time, indicating that the Moroccan authorities were comfortable spreading infected devices
widely to gather intelligence on the protest movement.

@

Ognmd t manwhmf b ostgdc ax sgd CFRS-r G bjhmf Sd'I roxv qgqd

Safirrecalled:

®Vg' s vd vdgqd cnhmf v r s> jhmf rl gsognmdr+ hmrs  kk
phone to its factory state, as if the phone was coming out of the box [for the first time]. When you turn it on, it

asks you to choose the language x nt s g h mj hs-r mdv- @bst kkx+ gd-r
works very well.

6.3IMSI CATCHERS

According toSafir, for calls and mobile data not directly accessible through telecommunications providers,

CFRS " fdmsr g ud gdbntgrd sn HLRH b’ sbgdiThesealer n j mnvm °
designed to imitate a mobile phone tower in order to identify nearby phones and intercept calls or data in

real time, and can also catch the data from nearby devices, including from encrypted messaging apps prior

to transit.

®Vd nmkx g c sgqdd ngqg entq HLRH b sbgdqr enq sgd CF
did not have access to the tools. [The telecommunications provider] put us in the same network as the target and

BAtrhmdrr “mc Gtl " m Qhfgsr Bdmsgd+ ®Ghccdm qghrj hrrisksigveillahcer s dwodmr hud9 V.
sdbgmnknf x ™ + Ilh#ps:#wwmbusiresshurhanrgbtstorg/en/fromus/briefings/hiddenrisk-is-the-most-expensivewhat

investorsneed-to-know-about-high-risk-surveillancetechnology/
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vd -nthemhcckd- Z° sdbgmhptd sg°s “kknvr " m “~ss bjdg
Sometimes we even got access teRheWers. They even did this with the activists of the 20 February

movement [a mass protest movement amainb2@11 as part of the Arab Spring]. The telecommunications

provider became used to these requests from the DGST. We called them by phone and we told them what we
mddcdc hm sdglr n® “bbdrr "mc sgdx nakhfdc- "

6.4MASS SURVEILLANCE TECHNOLOGIES

In addition to targeted surveillance technologies, Morocco has also used a number of mass surveillance
technologies which allow for the widespread and bulk monitoring, interception, storage or analysis of user
materials. Such systems facilitate violatiorsf the right to privacy and also | create a chilling effect in society,
whereby people are deterred from exercising their rights, both online and offline.

6.4.1EAGLE / CEREBRO MASS INTERNET SURVEILLANCE SYSTEN

French telecom and defence company Amesys was a supplier of mass communication interception
technologies to the Moroccan government in the early 2016€. Amesys developed and sold a monitoring
system called Eagle, capable of performing mass surveillance of internet traffic at the scale of a whole
country. Amesys ceased its activities in the cybaurveillance sector in 2012, after the transfer of its asset
to Nexa Technologies, which renamed Eagle as CereBfb.

satellite

]
2
[
<
%
>

CEREBRO
Data Center

0
Lawf ul Investigat' G

Architecture of Cerebro mass surveillance system. Amnesty International has previously provided a recierdetsifedtasfatysiB@dator Fi
investigatiof?

The human rights risks of such powerful mass surveillance technologies were highlighted in June 2021,
when four executives from Nexa Technologies (part of the Nexa group of companies) and Amesys were
indicted on suspicion of complicity in torture by a Frezh court after selling their surveillance technology to
the Libyan and Egyptian governments that was then used to track down opponents, who were then arrested

39 Interview withSafir.

Wl dtmd @eghptd+ ®&Drohnmm fd 9 kdr “mbhdmr c¢c-@ dr xr bnmshmtdms kdtgr ~ bsh
M@ mdrsx Hmsdgm shnm  k Rdbt ghsxh&Kd akkm®POgldmos dligd Eh k @k IBh smibdy-mh br tkg cedildlok * mb «
securitylab.amnesty.org/latest/2023/10/technicaleep-dive-into-intellexa-alliance-surveillanceproducts/

@ mdr sx Hmsdgm shnm' k Rdbt ghsaxhKd arm®Ogqdms dllgd Eh k@k ©h smdibdymh br tkkg cdifdlok ° mb «
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and tortured in jail***_ The indictments were cancelled one year later by the Paris Court of Appeal, though
the investigation was not closeé

Internal records from Amesys and the Nexa group confirm that a sale of the mass surveillance technology to

Morocco was agreed in December 2009. The project,cod®™ | dc ®Onobngm ax @ dr xr+ hmun
deployment of the Eagle/Cerebro mass internet interdign technology in Morocco. The company records

hmchb > sd sg° s Lngnbbn o> hc I ngd sg m ~6-4 | hkkhnm ' #7-6

6.4. 2MAGAZINE: VERINT SUPPLIES LARGE SCALE INTERCEPTION
SYSTEMS TO MOROCCO

IN2022,sgd g bjdg fgnto ®Kd jSgd@m kxrs  gdkd rdc fhf > axs
sgd TR bnlo> mx Udghms vghbg hmbktcdc rodbhehb dlI “hk * b
intelligence divisions (later spun out as Cognyte). The datasvalready historical at the time of publication,

mostly predating 2017.

dr
bn

Amnesty International reviewed a copy of the leaked material, including confidential spreadsheets tracking
the progress of product sales opportunities. Among the data are many sales proposals to Morocco, which
wascodem™ | dc ®L " f > yhmd ™ lismpparentdrone raférentes todaroc Tetecom and other
Lngnbb ™"  m sdkdbnl nodg sngr hm bdgs hm ®L f yhmd~ oqnonr°’

Sgd hmsdgm k Udghms qgqdbngcr rgnv sg s hs bnenmmeddc ~ r  kd+
®B  mdkkd™~ eng #03 | hkkhnm hm Cdbdladg 1/03- Sgd gdbngqgecr
which allows for the unified collection and argsis of telephone communication, mobile internet service

providers (ISPs) and internet traffic data.
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Architecture of Verint's Reliant product (Leak Verint Reliant manual)

W@ mdrsx Hmsdgm shnm k+ ®Dwdbtshudr ne rtqudhkk  mbd bnl p22duhedr @I dr xr ° mc
2021, amnesty.org/en/latest/presselease/2021/06/executivesf-surveillancecompaniesamesysand-nexatechnologiesindicted-for-

complicity-in-torture/

“sSdbg Wokngd+ ®Bg qfdr cqgnoodc ~f ' hmrs Eqd mbhtps:itechxgoremam/news/@ap2 Df x os roxv qd
12-french-company-egyptspyware.html
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In October 2016, the sales records show that Verint closed the sale of an upgrade of the Reliant system,

expanding their offering to support up to 100 Gbit/s of internet communications traffic. Until 2017, when the

leaked Verint data stops, Verintcontinee sn ohsbg mdv ognctbsr sn sgdhqg Lngnbb
hmbkt chmf ®DOH Oqdl htl - DOH gqdedqgr sn ®Dmc Onhms Hmsdghb
Udghms-r sdgl enqgq sgdhg roxv gqgd ognct bVerinrechdsg v ' r adh mf
indicate that the EPI product had capabilities to infect both Windows and Android devi¢ésCognyte,

Ud g h ms-intelligéngesspirgput company, was reported to have closed its ACE Labs division in 2022

vghbg cdudknodc Bnf mxs d* Thereisna ididicatibnnirstiee recohds that tbecERIc t b s r -

product was ultimately sold to Morocco.

5 Internal Verint records also refer to the EPI products using the terms ROCKstar and ROCK*. Both the Android and Windows guenfs

have previously been observed ithe-wild, but were not publicly attributed to Verint.

L dhg Nga bg+ ®Needmr hud bxadg bnlo > mx @BD K ar bknrhmf cnvm + 03 | tmd 1.
https://www.calcalistech.com/ctechnews/article/skywpqry9
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/.UNLAWFUL
SURVEILLANCE: TOOLS
AND TECHNIQUES IN
PRACTICE

®gdqd "~ gd vghssdm k vr
sg s mn nmd gdrodbsr - S
authorization, warrants. Sometimes you can even ¢
cq v to sgd cnbtl dmsr +
complete impunity. Westarsvgy s gd wudgc

Safir

The previous chapters outline new evidence on the range of digital surveillance technologies that have been
used in Morocco. This chapter presents an overview of how surveillance against civil society works in
practice.

Once a person is marked as a surveillance target, the DGST has an array of tools at its disposal, including
advanced targeted and mass surveillance technologies detailed in Chapter 6. However, base&afir r
testimony, the authorities for the most part rely on more traditional methods, such as analogue tools and less
sophisticated technologies. This is reliant on individual agents, phone tapping with DGST agents transcribing
calls, wiretapping of homes or evenars, and/or payment or threats to neighbours, friends or other

informants to report to the DGST. However, it may also involve complex systems woven into the
communications infrastructure of the entire country. While each of these methods is invasivetsnown right,
vgdm trdc hm bnlahm shnm sgdx *hwhich geatestanehr total web df q u d
rtqudhkk  mbd ne dudgx “"rodbs ne ° s qfds-r ogxrhb
This unlawful surveillance is directly in conflict with international human rights law and standards.

h

kk ™ mbd
Tk

" 'mc

The objective of surveillance operations targeting human rights defenders is often to silence the target, to
destroy or sully their reputation, or gather enough information to serve as the basis for judicial harassment or
criminal prosecutions. Such operaons targeting an individual human rights defender or journalist include

7 OHCHR,Unmasking the chilling effects of the digital surveillance ecosystem: the erosion of assembly and association ri@htépril
2026, UN Doc. A/HRC/62/45.
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|l tkshokd s bshbr vghbg u " gx “bbngchmf sn s4dafrs gqf ds+ sgd
explained to Amnesty International that these operations are nottitkeh | hsdc9 ®hs-r ~ ina sg s Kk
g ud rnl*sghmf ™ -

According toSafir, the use of spyware, especially highost foreignsourced tools such as Pegasus, is treated

as a last line of attack, only afterthelo@ d bg noshnm ne ®khrsdmhmf~ e hkr sn oqgn
explained:

®Nmbd vd g ud “~gghudc s Odf  rtr+ vd g ud s jdm " kk sgd
"o gsldms+ hm sgdhg b gq- Hs-r ° rbhdmshehb sghmf+ ~r vd
In other words, spyware was only used when other methods collectively proved insufficient for the most
®rnoghrshb-jmdem mes ygdkisr ng+ ~r hm sgd b rdr ne NI > g Q ¢
to trial a new surveillance technologysafirc dr bghadc sgd | dsgncnknfhb>k nqgf > mhy s
Vg sr@o bnms bsr '®Cdrj + ®Eqghdmcr + ®0Oqnidbs ( vghbg r
an interview with Amnesty International, Omar Radi confirmed that his contacts were stoogthis device in

sghr | "mmdg+ r > xhmf+ ®H nqgf ®nhyd | x bnms bsr khjd ~mx in

CASE STUDY: MAATI MONJIB
®Ghl + gd v 'r °~ sdrs-

@ ®f t h Mtis hovwSafirsummed up the targeting of political activist and former prisoner of
conscience Maéti Monjib with Pegasus in 201% one of the first people to be targeted with the spyware.

According toSafir, Maati Monjib was targeted for two reasons. First, he was considered to be one of tht
most prominent and longstanding human rights defenders in Morocco. Second, he was in close contac
with journalist Omar Radi. In 2017, when Pegasus was being rolled aotMorocco, it was used
alongside other less sophisticated and more traditional methods of surveillance, including physical
tailing and planting cameras and microphones.

Maati Monjib, who still lives in Morocco, refers to the period from 2015 to 2019 as the time when he fel
the most oppressive force of state repression, including judicial harassment and surveillance. For
example, in 2015 the Moroccan authorities broughtdgyus charges against him and six other defendants
for receiving foreign funds from the NGO Free Press Unlimited, money used to conduct training
sessions for citizen journalists. Again in December 2020, Maéati Monjib was arrested after a Rabat cou
convictet ghl ne ®sggd  sdmhmf s d°0nbmostt laten, aklifferedt bourg h s
sentenced him in his absence to one year in prison for the case dating back to 205 Amnesty
International called for his immediate release and designated him a prisoner of consciefteHe was
released in March 2021 but the charges against him were not droppéef.

Rhmbd sgdm+ gd g ' r bnmshmtdc sn e bd sgd " tsg

®Sgd rtqudhkk™ mbd hr -2018@]rbuits stil ps/chotogically viesymfuldrs g
me and my famMy daughter had to leave Morocco when she was 16 because of all the repre
v r rtaidbs sn- Lx vhed+ vgn hr Eqgdmbg+ v

The royal pardon he received in July 2024 has had no positive impact on his situation in Morocco. He
has not been able to return to his job as a university professor, he is subjected to a travel ban, his ass¢
remain frozen, and he is regularly subjectetb smear campaigns.

148 « Ca dépend de son importance», interview with Amnesty International

149 Interview withSafir.

10 Interview in person with Omar Radi, April 2026, France

®L " 0sh Lnmiha ° rdguh c¢cd bna’ xd hmhsh™ k™

@ mdrsx Hmsdgm shnm>  k+ ®Lngnbbn9 Oghrnmdg ne bnmrbhdmbdgustgqnuhr hnm' k k x

2021, https://www.amnesty.org/en/documents/mde29/4377/2021/en/
B@ mdrsx Hmsdgm  shnm  k+ ®Lngnbbn9 Hloghrnmdec "~ b cdl hb-r khed
https://www.amnesty.org/en/documents/mde29/3863/2021/en/

h m

@ mdrsx Hmsdgm shnm k+ ®Lngnbbn9 @b cdlhb “gahsg ghkx cds hmdc?9

https://www.amnesty.org/en/documents/mde29/3481/2021/en/

¢

Le

mf dq9

Ush

@ mdrsx Hmsdgm shnm k+ ®Lngnbbn9 Oghrnmdg ne bnmrbhdmbdgustgnuhr hnm® k k x

2021, https://www.amnesty.org/en/documents/mde29/4377/2021/en/
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®H g ¢ mnsghmf sn ad o qcnmdc enq+ gd snkc @
vqnnft -

Safrdwok > hmr sg°' s sgd oqnbdrr ne s qgqfdshmf hmchuhct  kr adf
vd jmdrrdr + ng ®ehmchmimn Igdsgdcdgn grswn riltriskh-e xSgdn ®lghgrdg dmk
eng sghr- Gd dwok hmdc9 ®Enqg dw' |l okd+ vd-kk knnj sn rdd
sn gd kkx jmnv xnt£ sn jmnv he sgdgd hrbesarl dsghmf ghccdm
blackmail. He added:

®Vhsg sgd intgm khrsr+ sgd adf hmmhmf hr vgdsgdqg vd
 nmdx- Ng he vd b m | mhotk > sd sgdl+ vhsg °~ fhqgk en
negative image to the MoroccafepAfterwards, the technical stuff is easy. Most people share their number.

Sgdx cnm-s jmnv d¢g%v sn ognsdbs sgdlrdkudr -~

If the target is a woman, this process can play on heteropatriarchal norms and legal restrictions in Morocco,

such as laws criminalizing extranarital sexual relations and access to abortid® ® Hs - r r hl okdqg adb trd
Lngnbbn hs-r mns mngl "k eng ~ rhmfkd vnl m sn g ud °~ knu
rb>mc kntr sn sghmj sgdx g 8afirexplaimpdl k° shnmrgho ntsrhcd | " q

This targeted harassment of HRDs continues even when they have left Morocco. For example, even while

living in the USA, the journalist and activist Afaf Bernani has been subjected to manipulated images of her,

including an explicit video of her and TaoufiBouachrine [see case study: Afaf Bernani in Chapter 8], and

rdwt " khydc "mc “atrhud I drr fdr nm rnbh> k I dch” onrsr- ®
Hmsdgm shnm k- ®Rdwt "k cdfg c *¥®hnm gdok > bdc bnmudmshnm” k

/.1ITARGETING FAMILY AND NETWORKS

Once an individual human rights defender or journalist becomes a subject of investigation, members of their
families and networks can also become ensnared in the operation. The simple fact of being in contact with a
target can turn others into surveillancéargets too. AsSafir dwok > hmdc9 ®He xnt+ °~ vnl m+ |
xnt jddo b kkhmf sgdl+ unhkit+ sg s-r rfl dnmd bknrd sn xn

One example of this was journalist Omar Radi, wi®afirconfirms was considered a priority threat by the

authorities due to his popularity and his independent journalism, which was often critical of the authorities.

Omar Radi was aware that surveillance extended to his wider social circle. He told Amnestyriragonal of

®sgd chrognongshnm sd qgdrntgbdr trdc sn rtqudhk | d+ ot mh
Safir. Omar Radi also told Amnesty International of times when his family members noticed they were being

physically followed, including his mothet¢!

Safrsnkc @ mdrsx Hmsdgm shnm k sg' s NI g Q ch-r I nsgdqg v 'r
and her phone was tapped. His brother and other relatives and friends were also watched, and their

historical phone calls checked retroactively. Even thman from whom he bought his cigarettes was placed

tmcdg rtqudhkk mbd- @kk b kkr vdgd sq mrbghadc udga shl

Rt qgudhkk > mbd ' CRN( hm b rd ° bncd v r a€Safirputit.#r dc9 ®dudqx

Omar Radi also knew that some acquaintances and sources were approached for information, and he paid
sqhatsd sn sgnrd vgn gdetrdc sn bnlokx9 ®Hs c¢cndr m&s rtqgo
many, many neighbours, the corner grocer, the cataker, the street guard, etc., who were offered money to
s jd ohbstqgdr ne I d ng sn rg®gd cds hkr ne | x khed “~mc v

%6 Interview by phone with Maati Monjib, December 2025.
7 Interview withSafir.

1% See, for example, the case of the arrest of Hajar Raissouni, a journalist who was arrested along with her fiancée comingeut ©= cnbsnqg- r
neehbd “mc rdmsdmbdc sn nmd xd g hm oghrnm enqg ®g  ochnewv; Amnesty angshnm -~ mc r ¢
Hmsdgm shnm  k+ ®Lngnbbn9 Nmd Xd g Hm Oghrnm Enqg Tmk vetk @angshnm9 G i ¢

https://www.amnesty.org/en/documents/mde29/1131/2019/en/
19 Interview by phone with Afaf Bernani, March 2026

% |nterview withSafir.

18 |nterview in person with Omar Radi, April 2026, France

182 |nterview withSafir.

183 |nterview in person with Omar Radi, April 2026, France
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CASE STUDY: OMAR RADI
"We found nothing on Omar Radi. NoSerfii¢gt*

In June 2020, Amnesty International forensically confirmed that Moroccan journalist and activist Omar
Radi was targeted by the Moroccan authorities using Pegasus spyware. Following publication, a medit
harassment campaign was launched against Amnesty Intextional in an attempt to discredit the

ngf > mhy shnm-r ehmchmfr "~ mc chrsqg bs ~ssdmshn
defenders and journalist$®®

Vhsghm vddjr ne @ mdrsx-r otakhb shnm qdud® kh
rtaidbsdc sn ptdrshnmhmf "~ mc+ hm Itkx 1/1/+ c.
rdbtghsx + ®rdwt  k °rr "t k saldetentian fra8nglulyo2@20 until Juy @021
when he was convicted and sentenced to six years in prison in July 2021 in a trial marred by due

process violationg5®

The indictment in both the espionage and rape cases, dated 18 March 2021, confirms that the
authorities had kept the journalist under surveillance since 29 December 2017. This surveillance had
been accompanied by regular defamatory campaigns against hirawWloroccan news website$” Omar
Radi was released following a royal pardon in July 2024.

In an interview with Amnesty International, when discussing why he was considered a priority target by
sgd “tsgnghshdr+ NI > g Q ch bn mbttheyshw tBe eRdiht oftlieh m_
sympathy and solidarity with me. And they said to themselves, this is a potential danger in the future, i
vntkc ad adssdg sn cd k vh¥g sghr sggd s tqfd

Safir r sdrshl nmx bnmehqglr sgd dwbdoshnm  k+ ~ kil ni
deployed against Omar Radi since the 20 February Movementin 202.Hm ~cchshnm sn
Pegasus spywareSafirtold Amnesty International that the authorities used IMSI catchers to intercept
his calls, forensic surveillance tool Cellebrite UFED to break into his phone, and hidden microphones
and cameras. This was combined with physical surveillance and phone tapgi(of both Omar Radi and
his family), media harassment, physical assault’ and criminal investigation and prosecution. Personal
details provided to Amnesty International b8afirwere confirmed by Omar Radi; for example, that he
cgnud °~ ak > bj C bh° R mcdgn b g+ "r vdkk “r s

Far from making him angry, Omar Radi told Amnesty International that the revelations in this report,
particularly those fromSafir, make him determined to continue fighting against abuse of power and
repression:

®Sgd rs > sd "mc drodbh> kkx sgd rdbtghsx "o
inhuman. We have a society that wants to move forward but is prevented by the security apy
rhst shnm qd kkx mddcr sn bg mfd- "

The media harassment campaigns against him continue to the present ddy.Omar Radi also believes
that he continues to be subject to surveillance, despite currently living overseas:

184 Interview withSafir.

W@ mdrsx Hmsdgm shnm k+ ®Lngnbbn “mc Vdrsdgm R g g9 Fnudgmldms rld g b°
hmsnkdg  mbd ne rbgtshmx~ '"oqduhntrkx bhsdc/(-

%6 Amnesty International, Urgent Action, Morocco Further information: Detained journalist must get a fair trial: Omar Radi, @€udry

2022, https://www.amnesty.org/en/documents/mde29/5184/2022/en/

167 As detailed in Human Rights Watche Sgd x - kk Fds Xnt Mn L > ssdq Vg  s(prBviolslycgtedhbn-r Ok xannj sn
168 Omar Radi was first arrested in 2019 after he posted a message on X (then Twitberyvhich he criticized an appeal court judge for

upholding heavy prison sentences against activists from tiéirak El Rifsocial justice movement.

1% Interview in person with Omar Radi, April 2026, France

"Sgd v ud ne od bdetk ognsdrsr sg's dldgfdc hm 1/00+ j meooand r sgd -Edaqt
called for social justice and an end to corruption.

1 Human Rights Watch® Sgd x - kk Fds Xnt Mn L ssdg Vg  s(peviolsiycgtedobn-r Ok > xannj sn Bqtrg
72 See, for example, articles about Omar Radi on Barlamane.com. Barlamand? y/Fi&Ep € B IOF b g [IOfMar Radi... Inciter of

violence], 2 October 2025, https://barlamane.com/%D8%B9%D9%85%D8%B1
%D8%A7%D9%84%D8%B1%D8%A7%D8%B6%D9%8A%D8%A7%D9%84%D9%85%D8%AD%D8%B1%D8%B6
%D8%B9%D9%84%D9%89-%D8%A7%D9%84%D8%B9%D9%86%D9%81/(in Arabic) and Barlamane, Omar Radi décline sa

o qshbho> shnm "t caa's "FDMY101l ds cabkdmbgd tmd onkal hphat dm khfmd Z®NI "
"mc sqghffdgr ~ m nmkhmd bhttpsiSbgriamatejconv/friomarade-decliné-sasparticidagion-dutdébdt-genz212-et-

declenche-une-polemique-en-ligne/ (in French).
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https://barlamane.com/%D8%B9%D9%85%D8%B1-%D8%A7%D9%84%D8%B1%D8%A7%D8%B6%D9%8A-%D8%A7%D9%84%D9%85%D8%AD%D8%B1%D8%B6-%D8%B9%D9%84%D9%89-%D8%A7%D9%84%D8%B9%D9%86%D9%81/
https://barlamane.com/fr/omar-radi-decline-sa-participation-au-debat-genz212-et-declenche-une-polemique-en-ligne/
https://barlamane.com/fr/omar-radi-decline-sa-participation-au-debat-genz212-et-declenche-une-polemique-en-ligne/

®H sghmj sg°' s Lngnbb ™ m rtqudhkk™ mbd hm Dt
Morocco. | know that | am followed everywhere | go, | know that my movements are scrutini:
do not have is the same means of cadgciork b " m nmkx | nmhsnqg | d-

NIl "q Q ch-r b rd hr dlakdl shb ne Lngnbbn-r a
have used virtually all the authoritarian tools at their disposal in an attempt to silence, punish and
psychologically destroy him. Nevertheless, from hisabe in Europe, Omar Radi continues to speak out
about human rights and social justice in Morocco.

In August 2026, Omar Radi received a threat notification from Apple informing him of a suspected
spyware attack targeted at his iPhone. Threat notifications like this, which Apple has been sending sin
2021, are a very strong indication that a device haseen targeted with sophisticated’* Amnesty
International is continuing to investigate this attack campaign.

7. 2LISTENING AND WATCHING EVERYWHERE

®gd a rhr nezx3afit4 i na hr khrsdmhmf ™

Listening* to both phone and in person conversations is the primary tool in the unlawful surveillance of

human rights defenders in MoroccoSafrqd ed qr sn sgd cdoknx|l dms ne ®ogxrhb ™ k |
®l “gjthrmgd " f d9 ®Hm ntqg i " gfnm+ =1 qgjhmf- hr vgdm xnt hmrs" k
b ldg” ng ° I hbgnognmd s rnldnmd-r ¥nl d£f Sgd Dkdbsgnmhb

Alongside a range of sophisticated digital and analogue tools, as well as the use of human agents, listening
also takes place in collaboration with telecommunications (mobile and internet) providers.

7.2.1PHONE TAPPING THROUGH TELECOM NETWORKS

Amnesty International spoke to several human rights defenders who believed that their phone calls were
being listened to or intercepted because of information they subsequently saw published about them in
online smear campaigns against them, or referenced police interrogations. Ali Salem Tamek is president

of the Collective of Sahrawi Human Rights Defenders (CODESA) and lives in Laayoune in Western Sdhara.
According to

@kh R kdl S I dj+ sgd | mhotk sdc hmengl shnm “ants ghl

®cde | "shnm I dch™" bntkc nmkx ad jmnvm eqgnl oqghu sd ognm
possible to have access to this information without somébknc ne ognmd s oohmf - Vd cnm-s g
jmnvkdcfd sn jmnv gnv sgdx s o sgd ognmdr nq hlok ms sgd

Similarly, Mohamed Majaoui, a teacher and human rights activist from Al Hoceima in the Rif region,

described this surveillance, which was used during the Hirak-Rif protest movement between October

1/05 "mc Itmd 1/ 069 ®Vgdm eehlikeydutejbeinglisienedto.gvawedealb " k k + xnt e
vy gd ne sg s- Gd etgsgdg dwok hmdc sg s+ ctghmf ~ m hms
hm L x 1/ 06+ neehbdqgr rgnvdc ghl gdongsr ,wehmyhr ognmd b
wife. It was all monitoredckd ud m | x od®r nm> k khed- "~

The DGST's ability to listen to private phone calls relies on the involvement of at least one
telecommunications provider. According t&afir, this surveillance work is generally undertaken retroactively
and is done systematically, with specific agency employees tasked with listening to calls or sometimes
transcribing.

73 Interview in person with Omar Radi, April 2026, France

4 Amnesty International, Apple threat notifications: What they mean and what you can do, 11 April 2024,
https://www.amnesty.org/en/latest/news/2024/04/globapple-threat-notificationswhat-they-mean-and-what-you-can-do/

75 Interview withSafir

Hm Eqdmbg+ -a khr  fd-

Y7 Interview withSafir

178 Front Line Defenders, Ali Salem Tamek Testimony, 31 October 2022, https://www.frontlinedefenders.org/en/testimoniaksdilem-
tamek-testimony

179 Interview by phone with Mohamed Majaoui, February 2026
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Safrdwok > hmdc sgd oqgnbdrr9 ®Ehqgrs ne " kk+ xnt g ud sn ehmc
b m ehmc nts sgd mtladg sg° s xnt-ud b kkdc+ hs “kk rs’qgs
mns =~ antfgs r x mpalddirectidnby-the DBSTH dlkmodigm™ kkx£ Sgd ehqgrs r s’ f
rs gqgsr gdgd£f£ Vd b m knnj to "mxsghmf “ants ~mxnmd s ~ mx
dmf hmddgr+ sgdx ~gd bnngchm sngr adsvddmMm®sgd CFRS "~ mc Zs

Despite the requirement of the Criminal Procedure code, which stipulates that recording or seizure of
telephone calls should require judicial authorizatiot#} according toSafirtelephone conversations are
retained by a telecommunications provider, and are available to the authorities without prior judicial
authorization. He explained:

®Adb trd b kkr+ dudgxsghmf+ hs-r gdbngcdc “tsnl > shb’ kkx-
xnt khud- Hs&r ®kgd cx hm sgdhqg a ' rd-"—

This is supported by documentation related to mass surveillance tools that have been purchased by the
Lngnbb™ m "tsgnqgqhshdr Udghms-r Qdkh ms+ vghbg vntkc dm’ ak
b rdr ne sgd trd ne Lfaditatenet®arkirgebtion spywaraatdasks.n qj r sn

According toSafir, phone tapping takes place alongside digital location tracking. The DGST uses a
bnl ahm shnm ne r sdkkhsd "mc bdkktk g "msdmm ¢ s + "~ kkn
if their device is turned off.

Safirexplained®& nt g  ud fdnknb > shnm ax FOR+ ng nsgdgvhrd ax ASR
describes how agents use an imouse system built on an offline version of Google Earth to visualize location

data. ®@t's just to visually display where the person is. You use this to convey clearly to the guys [other

"fdmsr\+ rgnv sgdl sgd dw  bs onrhshnm-"

7.2.2AUDIO AND VIDEO RECORDING IN PUBLIC AND PRIVATE SPA

In addition to telephone surveillance, the authorities surreptitiously place microphones and other recording

devices in private spaces to capture conversatiorsa practice referred to in French adalisage or

®l " gjhmf - Sghr | “gjhmf hr fdmdg kkx b gghdc nts ax ~fdm
tosafid ®vgdm rnldnmd cndrm-s ZI jd °~ ognmd\ b kk+ vd b " m Z
fhgkegqhdmc- Xnt rdd+ hs-r rnldnmd vgn hr vhsg ghl hm sgd

In addition to being surveilled via Pegasus spyware and IMSI catchers, journalist Soulaiman Raissouni was

®l "gjdc™ "mc ehkldc "r CFRS “"fdmsr adb ld e Il hkh g vhsg
trackers in his car, whichSafirexplained is an operation which would typically take between five and 10

minutes. This included a GPS tracker, which would run for approximately 15 to 20 days, as well as a

microphone on the steering wheel. The signal was transmitted through encrypted FAdiio, meaning that

the field officers needed to stay within 3km to 4km of the car to monitor the microphone, moving with the

target. Safirrecalled details of the operation, including that Soulaiman Raissouni drove a Volkswagen Passat,

as well as digits from his number plate.

Omar Radi was also surveilled using these methods. Agents would follow him during his meetings at Les

Plages de Nations, north of Rabat, where he was carrying out fieldwork, and also in Casablanca. Omar

Q ch-r jmnvkdcfd ne c hfuldmeekin perdob forgnmpertant disdussiossarsdg s gd v n
rvhsbg nee ghr ognmd+ vghbg v r ~Safi®a h&Hso qun ak dolgt behn gk ssgnd j
what was said during those meetings because what is said between people is more important than the

hmengl "shnm¥¥m sgd ognmd -

To get around the issue of astute targets evading surveillan&xafirexplained how agents would resort to
more traditional, lowtech methods which also required more elaborate preparatioBafirqd b " kkr 9 ®He H | md\
gd ZNI "q Q ch\ v r Il ddshmf vhsg Zgtl m ghfgsr cdedmcdqg)

nvmdq mc “rj ghl vghbg s akd gd-c¢c rhs sgdl ¥Thet rn vd b°
waiter would be bribed to ensure the targets sat at the table where the devices were hidden.

180 Interview withSafir.

181 At least one telecommunications provider operating in Morocco, Orange, has indicated that (as of 2023) Moroccan authorigigtsict
public disclosure of the number of state requests for interceptions or access to customer data. See, Orafg@sparencyReport for
Freedom of Expression, Information and Respect for Private Life, 2024 RepoBtata for the year 2024, p.26,
https://assets.orange.com/medias/domain12751/medial01368/41066@vobcb6Isx.pdf

182 |Interview withSafir.

183 Interview withSafir.

184 Interview withSafir.
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NI g Q ch “krn snkc @ mdrsx Hmsdgm shnm k "~ ants
sgdgd v 'r " kv xr sgd onrrhahkhsx sg°s sgdx-c¢c khr
J e -~

Dudm sgd hmrhcd ne oghu> sd gnldr "mc ro bdr c¢cn mns drb’ o
the use of miniature cameras, often hidden in TVs, air conditioners or other innocuous locations.

NI g Q ch-r "~ o gs| dmSafirexgldined hdw miriatuge microptones,fopested
wirelessly via encrypted radio transmission, were implanted in his light fixtueethe central and discreet
location being an ideal spot. They were so small, some the size of a small coin, that detection kgkly
unlikely.

Maéti Monjib, who is still based in Morocco, believes that the intelligence services continue to use such
forms of surveillance against him as punishment for his human rights work and academic writing. He
suspects he is under audio surveillance most likdy from microphones concealed in or near his home. He
also turns off his phone while at home, as do associates who visit him there.

Cameras are surreptitiously installed when targets are knowrmor suspected+ to be away from their homes
or offices. Public holidays suchasEidal dahq ~qd hcd k9 ®Sgd s gfds IlItrs ad ° a
said Safir.

Although miniature cameras are a relatively simple technology, the methodology for hiding such surveillance
devices is detailed and specialized. Cameras hidden in walls, for example, can be covered with a plate the
same colour as the wall paint, which is@ually a oneway transparent screen that becomes imperceivable to
most. These operations require the cooperation of several teams and agentsSadirexplained:

®Vd nodmdc sgd sdkduhrhnm rdsr "mc hmrs kkdc b 1 dg"~
environment through team coordination: there is no risk. During the marking stage, people in the field follow [the
target]. They don't let [the thigge There are always two teams: the one that monitors, the one that installs.
Dudgx sd' I ¢ r sgdhg nvm ina-"—

In January 2021, veteran human rights activist Fouad Abdelmoumni publicly announced that he and his
fiancée were filmed using hidden cameras placed inside his home without his knowledgeThe videos had
been circulated in 2020 among their contacts on WhatsApp. Fouad Abdelmoumni told Amnesty

International:
®Vgdm H r v sgd uhcdnr ne I d "mc | x o qsmdg hm adc+
It must have been thebam mc hs hnmhmf t mhs- H vdms sn knnj ats H c¢

able to easily instaldaremove it. The quality of the image and sound was very good, despite the fact it was
c gj+ rn sgd dpthol dms?® trs g ud addm udgx rnoghr sh

Safrsnkc @l mdr s x Hmsdqm‘shnm k sg' s b ldgq r wvwdgd hmcddc gh
bnmchshnmhmf tmhs- Vgdm cdrbghahmf sgd CFRS-r trd ne | hm
bnmchshnmhmf tmhsr+ gd bhsdc sgidvsaw‘nljolbdrlde--Er$1gnqn@aﬁgdloln
surveillancecleart o ne ghccdm rtqudhkk™ mbd cduhbd hr o gs ne ° r
“esdgv > qcr+  gd r c- ®Vd kd ud mn sqg  bd"™

Living with the suspicion of intrusion into the most private and domestic spaces has a profound

psychological impact. Kholoud Mokhtari, human rights defender and wife of Soulaiman Raussouni, told

@ mdrsx Hmsdgm shnm k9 ®H- IMy mumssays thad b one nax takgd shdver Dudm ~ s g
hm ntq gnld- Xnt mdu¥®q jmnv vgn-r v sbghmf-"

18 |nterview in person with Omar Radi, April 2026, France

B Safrsnkec @ mdrsx Hmsdgm shnm k sg's sd lr- s rjr vdgd cdkitltadqg sdkx jdos r
-Lngnbbn-r Fnudgm mbdDmg ®bhdbd dRt gmeh KAk gmbld+ +E @h  k Qdb nsfdnh®&Htimm ns+gd° mc Gt | * n
vngcr ne " m hmsdquhdvdd vgn chc mns v ™ ms sn ad khr sdmothavetheright onkhbd neeht
dudm+ vd "gqgd rhlokx sq hmdc sn trd mdv sdbgmn ook df Bacial Regognitionsingttex ~ gd cd ok n x c
Modern State , Chapter 19, pp. 267 284, 2024, Cambridge University Press, 267 284, 2024, Cambridge University Press,
https://www.cambridge.org/core/books/cambridgeandbook of-faciatrecognitiorrin-the-modern-state/moroccosgovernanceof-cities-and-
borders/2AB3D0AF6B14CAD564BAD283D5466120

187 https://www.economist.com/middlesastand-africa/2021/01/28/moroccosregime-is-accused-of-blackmailing-critics, January 2021 The

Dbnmnl hrs+ ®Lngnbbn-r qgdf hl d https://mwwhdednomdstconmmiddlaekstabd- | * hk hmf bghshbr =+
africa/2021/01/28/moroccosregime-is-accused-of-blackmailingcritics, January 2021

18 |nterview by phone with Fouad Abdelmoumni, December 2025

18 |nterview withSafir.

1 |nterview by phone with Kholoud Mokhtari, December 2025
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https://www.cambridge.org/core/books/cambridge-handbook-of-facial-recognition-in-the-modern-state/moroccos-governance-of-cities-and-borders/2AB3D0AF6B14CAD564BAD283D5466120
https://www.economist.com/middle-east-and-africa/2021/01/28/moroccos-regime-is-accused-of-blackmailing-critics
https://www.economist.com/middle-east-and-africa/2021/01/28/moroccos-regime-is-accused-of-blackmailing-critics
https://www.economist.com/middle-east-and-africa/2021/01/28/moroccos-regime-is-accused-of-blackmailing-critics

Video surveillance continues into public areas. On request from the police or intelligence services, the DGSN
can provide access to all state cameras, in public spaces and major streets.

Safirconfirmed:
®Eng otakhb b Il dg r+ rs> sd b ldg r+ xdr+ vd g ud " b

[DGST]. It is provided by the'DT®.give us what we need. This organization creates a functional pipeline
sg's bnmmdbsr sgd onkhbd nodg sngq sn sgd hmsdkkhf dn

Nor is access limited to state cameras. Private cameras connected to networks can also be accessed. Using
a tool called NightHawk, a device the size of a small suitcase produced by Israeli cyber intelligence company
Interionet, authorities can access additnal cameras, even those unconnected to the internet.

As Safirexplained:

®l trs ots hs ZMhf gs G  vj ¢ anditsaaristhe IR Addresdes igldted torthe ~ s g f
cameras in the perimeter. Even those not connected to the internet. The effectiveness is remarkable. With this
system we can locate them, targed | gdl nsdkx- Hs hr °~ udgx onvdqgetk s

Media outlets, including We Are Tech Africa and governmeatigned moroccoworldnews.com, have

reported that the Moroccan government is spending millions of dollars on-pdwered facial recognition and

behaviour recognition technologies in the ruop to the 2030 World Cup?®? These technologies have the

onsdmsh> k sn u'rskx dwo mc sgd fnudgmldms-r "~ ahkhsx sn b
assumed this will be conducted without judicial authorization, given the patterns of surveillance documented

throughoutthis chapter.

Even in areas where there are no cameras, targets can be followed and recorded from cars or vans
specifically designed for covert surveillanc&afirexplained:

®Egnl sgd b g xnt rdd ntsrhcd+ ats egnl ntsrhcd xnt
vhmecnvr+ trdr tmhchgdbshnm k | "sdqgh kr sg° s “kknv b

The practice of surveillance extends to prisons and other official places of confinement. The clandestine
installation of microphones and cameras in places of detention is code™ | dAbde@samiaal®®  literally,
®sgd nmd vgn gd gr dudgxsghmf ™ -

Safrd wok > hmdec vgx rtqudhkk mbd “f hmrs s qfdsr hr cdoknxdc
hmektdmbd hm oghrnm snn- Enq dw |l okd+ he sgdgd ~gqd entaq
gd v msr sn fds rnhdslghmie nitmsl+drmmed gd-msmthm jhkk ghl £ Sgc
nod¥-

Since, according toSafir, audio material can be more useful than visual material, microphones are the
primary form of surveillance in prison. Mobile telephonesalthough theoretically banned in detentioe are
tolerated for targets of surveillance precisely to enable agents toé tstate to listen to private conversations.

CASE STUBOULAIMAN RAISSOUNI

®Vd I trs "~ kv xr ad b gdetk sn gdctbd sgd
Vd b  m&s *khl hm sd hs-

Soulaiman Raissouni is a Moroccan journalist and human rights defender who has been a vocal critic
the authorities for many years. As a result, he became a target for repression, and his case is an

Sgd Chgdbshnm Famdg kd cd k° Régdsa M shnm kd+ Lngnbbn-r m shnm k onkhb
2yd @qd Sdbg+ ®Lngnbbn sn Cdoknx -Bmd 74 1IR3 ° LoghgpsbBgwivibateteeh. dfriva/e@fila ~ s ax Xd ' g
uk/news/tech/morocceto-deploy-4-000-smartcamerasin-rabatby-yearend: Ahnl dsghb Toc sd+ ®E bh >k qdbnf mhshnm
rs - chtl gd*c ne 1/ 2/ V rhtps:fwwB.biametrcuptiate.cownis?28250/fadatetofritidnfor-moroccostangier
stadium-ahead-of-2030-world-cup: Lngnbbn Vngkc Mdvr+ ®3+/// @H B ldg r Bnlhmf sn Q a s9 R
March 2025, https://www.moroccoworldnews.com/2025/03/186146/400@i-camerascoming-to-rabat-security-boostor-privacy-threat/;

Rj xkhmd Hmsdgm shnm k+ ®Lngnbbn-r rtqudhkk  mbd hmeg rsqtbstqgd dwo mcr ° gc¢
https://skylineforhuman.org/en/news/details/816/moroccesurveillanceinfrastructure-expandsahead-of-the-africa-cup-and-world-cup

193 |n Arabic: 1 T8 FHKOF

19 Recording in detention is not prohibited under international human rights law, and is in fact recommended in situations sash

interrogation, in order to defend against coercion and-tleatment. However, where is undertaken outside the law, or for digmate aims,

such as in this case, targeting HRDs for their lawful exercise of rights, it violates international law and standards. Seergky, Amnesty

International, Fair Trial Manual, Second Edition, Ch. 9.6, 9 April 20120L30/002/2014.

1% |nterview by phone with Soulaiman Raissouni, December 2025
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example of how the authorities employ surveillance in conjunction with smear campaigns against critic
and how this repression can extend to family and networks.

As described in Section 7.2.2, Soulaiman Raissouni was subjected to both physical and digital
surveillance, as were several of his relativeSafirg d b > kkdc gnv Rnt k™ hl " m Q
e bhkhs sdc rtqudhkk mbd+ sg° s gd v r d rhdg
v r | “ggqhdc -

Sghr s gfdshmf dwsdmcdc sn Rntk > hl " m Q hrrntm
rdmsdmbdc sn nmd xd  g-r hl oqghr nmimdritassexand ahotHiénsd +
She reported that during her interrogation she was asked more about her uncle than her&€ltajar

Q hrrntmh-r ognmd mtladg "mc sg s ne gdg gtra
shared publicly in 2021 as part of thePegasus Project®®

In May 2020, allegations that Soulaiman Raissouni had sexually assaulted a gay man emerged on
Facebook. These allegations were amplified and embellished in pgovernment media outlets including
Chouf TV, Barlamane and Le360%

Nm L x 06+ Bgnte SU otakhrgdc " m “gshbkd nmkh
v gmhmf adengd?®ntqg cdrsgtbshnm -

Soulaiman Raissouni responded by publishing a critical editorial that criticized the actions of the DGSM
sgd CFRS " mc sgd?®Oqgnrdbtsng-r neehbd-

Two days later, on 22 May 2020, he was arrested on charges of indecent assault. Reporters from
ChoufTV, a Moroccan website and media outlet known for conducting smear campaigns against hume
rights defenders and journalist$? were present in the street at the time of his arrest. They held
cameras close to him and filmed the arrest® Safirconfirmed that, usually, footage or stills from pro
Makhzen, orstate k hf mdc+ | dch”™ ntskdsr vhkk ad s’ jdm ¢
v x+ hs-r tr Zgdbngchmf egnl =~ wudghbkd\ = -

Soulaiman Raissouni was held in prolonged solitary confinement during greal detention and in April
2021 undertook a hunger strike, losing 31kg, while being denied medical care. Prison guards searchec
his cell and seized his personal belongings in retation to his hunger strike. They also ramped up the
monitoring of his phone calls to his famil§?* According toSafir, during this time the DGST were working
sn | "mte bstgd duhcdmbd ne ghr vhed-r hmehcdk
case study of Khouloud Mokhtari, below)Safir confirms that the purpose was to destroy him, both
psychologically and reputationally:

®HI " fhmd Rntk > hl " m Q hrrntmh hm oghrnm
gd bshnm ne °~ odgrnm vgn-r cnmd dudgxsghm
sn aqgd j %hl+ xnt rdd>"

19619 Amnesty International, Urgent Action: Morocco: Journalist Detained Over Bogus Charges: Hajar Raissouni, 13 September 2019,
https://www.amnesty.org/en/documents/mde29/1038/2019/en/

@ mdrsx Hmsdgm shnm  k+ ®Lngnbbn9 Intgm khrs i > hkdc eng- "2mid xd g nudg t m
September 2019, https://www.amnesty.org/en/latest/news/2019/09/morocgournalistjailed-for-one-yearoverunlawfulabortiorrin-
devastatingblow-for-womensrights-2/; See also, Human Rights Watcl® Sgd x - kk Fds Xnt Mn L ssdgq Vg s 9 Lngnbbn-
Dissent(previously cited).

MC g i+ ®Sgd C' x Lngnbbn At ffdc Tr : htts/darapmedia/eh/theday-tmondtcobugdRdus/gpk ~ + 5 @t f t r s 1.
| "yddg  + ®Eqgqnl Lhcckd D'rs sn Hmch >+ vnldm =-uhnk sdc- hm Odf rtr ognmd g°
https://www.aljazeera.com/news/2021/8/11/womepegasusnso-spywarescandatindia-middle-eastphone

19 Human Rights Watch® Sgd x - kk Fds Xnt Mn L ssdq Vg  s(peviolsiygtednbn-r Ok  xannj sn Bqgtrg
MBgnt eSU+ ®Rk " hl hm™ Q hrrntmh9 Sghr Hips/chaufiv.nd/press/250814chtmhlmi¥lay 208ce n qd Xnt q Cdr s
21 Facebook post by Soulaiman Raissouni,

https://www.facebook.com/photo.php?fbid=2722263201390090&set=a.1862560250693727&type=3&theate20 May 2020

2TM Gtl "m Qhfgsr Bntmbhk Vngjhmf Fgnto nm @iahsg gx Cdsdmshnm+ @ GQB.VF@
sites close to the intelligence services, including Chouf TV and Barlamane, which are often involved in the defamation ifcpbbpponents

"mc intgm khrsr+ b kkdc enqg Lg- Q hrrntmh-r “~gqgdrs"

203 Chouf TV,15M &1 mB 1 HKwpBathien IT.vclx M T @HGRUT] o5 ibARfe first video of the moment of Soula20iman Raissouni's

ggqdrs--- Knnj s Bg g k Ch® k s gltpso/mwiwtydutiibe cdmkvitchev=f@PSStNIMAgbic). 4 ~ \ + 11 L x 1/ :
204 Amnesty International, Morocco: Critically ill hungestriking journalist must be granted adequate medical care, 28 May 2021,
https://www.amnesty.org/en/latest/news/2021/05/morocewitically-ill-hunger-striking-journalist must-be-granted-adequate- medical-care-2/

25 |nterview withSafir.
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https://www.amnesty.org/en/latest/news/2019/09/morocco-journalist-jailed-for-one-year-over-unlawful-abortion-in-devastating-blow-for-womens-rights-2/
https://www.amnesty.org/en/latest/news/2019/09/morocco-journalist-jailed-for-one-year-over-unlawful-abortion-in-devastating-blow-for-womens-rights-2/
https://daraj.media/en/the-day-morocco-bugged-us/
https://www.aljazeera.com/news/2021/8/11/women-pegasus-nso-spyware-scandal-india-middle-east-phone
https://chouftv.net/press/250314.html
https://www.facebook.com/photo.php?fbid=2722263201390090&set=a.1862560250693727&type=3&theater
https://www.youtube.com/watch?v=fR3jPSStNO0

When, between 2020 and 2022 Soulaiman Raissouni and Omar Radi were detained in adjacent cells,
sgdx o rrdc mnsdr d bg Rtmc x- Hm 1/11+ ft gc
novel Raissouni had been writing%®

Despite being released by royal pardon in 2024, Soulaiman Raissouni told Amnesty International that
the smear campaign against him continues with feroci#” He explained that the content has adopted a
different dimension, portraying him as antisemiti¢’® and a traitor to his country?®® Soulaiman Raissouni
sghmjr sgd rsqgq sdfx hr “~krn cdrhfmdc sn ®b  tr
being able to move out of the region, as so many other Moroccan human rights defenders have felt
forced to do to find safety.

Cdrohsd e bhmf rtbg °~ vhcd “~gg x ne s bshbr h
hr “c¢c’ I "ms gd vhkk bnmshmtd rod’ jhmf sqtsg sn
akd j- Md qgqkx " kk nesno-khMHudkhmsbddkgqdAt § mHsy
bnmchshnmr+ cdrohsd sgdrd bhg®tlrs mbdr+ cdro

/.3HUMAN SOURCES

As with listening, the process of watching targets involves a range of techniqagfsom the most basic to the
technically sophisticatedt creating a further layer in the near inescapable web of surveillance.

At the simplest level, targets are observed by a network of paid informants,S&firexplained: "Taxis,
concierges, street vendors... Lots of profiles. You can see them sitting in areas where there are no
customers, like guys who sell cigarettes but sit where there are no customeris fact, they're indicators,
gtl " m rdmrnqgr -~

The human rights defenders interviewed for this report also spoke of this tactic. Omar Radi described how,

nm nbb rhnm+ gd "~mc ghr eqhdmcr vntkc g ud ®e krd chrbtr
invented information because we knew that thereewe people who were listening to us. And it worked many

shldr- Sgdgqd “qd dudm mdvro odgr sg s vghsd sghmfr sg’ s

During the 2016-2017 Hirak EFRif protests,Safirexplained that the authorities relied on local human
knowledge and infiltrators in the form ofmokkadems(local officials) alongside sophisticated surveillance
technology. A similar pattern exists in Western Sahara, where surveillance against a target involves a web of
informants, family members and friends, but with the addition of police and military chegoaints 212 Ali

Salem Tamek, president of CODESA, told Amnesty International:

~

®@k I nr s kk | dladgr ne rs ee "qd rsnoodc s bgdbjon
sgd sd bgdgr+ sgd cnbsnqgr- He °~ c¢cnbsng g mcr nudaq
gdf hrsdgqg "« tomhwowddpbhsx + Hegadxydq k mckngc vnm-s qdms X
rnldgnv hmunkudc hm f > sgdghmf ¢®%5° “mc g mchmf hs n

26 Amnesty International, Morocco: Denying imprisoned academics and journalists access to read and write violates their righé¢cdom

of expression, 3 May 2023, https://www.amnesty.org/en/latest/news/2023/05/moroabenying-imprisoned-academicsand-journalists-
accessto-read-and-write-violatestheir-right-to-freedom-of-expression/

27 Interview by phone with Soulaiman Raissouni, December 2025

WA gkl "md+ Rntk > hl " "m Q hrrntmh+ c¢cd k-gnrshkhsa dmudgmnstke® o  sghd 0 k- ms|
homelandtoantiRd | hshr |l “\ + 1 @oqghk 1/ 14+ graissaumide-lhostliteenkersla-patnida-bnl . eq. rnt k> hl " m
lantisemitisme/?fbclid=IwY2xjawQX3AVIeHRuA2FIbQIxMABicmIkETF20DNhSDB2aWJDNkphOHFTc3J0YwZhcHBfaWQQMjlyMDM5MTc40
DIwMDg5MgABHmMAfpfcOODFwWI3TGHNCcPFYDIUDNKKFCChjxCMQddAcvsUHoDaoKKMZLTYy aem_9MKCQatThkCqVaalsQ

209 https://www.facebook.com/share/p/1DiukvBmWe/?mibextid=wwX Ifr

210 Interview by phone with Soulaiman Raissouni, December 2025

2 Interview in person with Omar Radi, April 2026, France

22 Amnesty International, Morocco must investigate killing of Iyearold Sahrawi at protest site, October 2010,
https://www.amnesty.org/en/latest/news/2010/10/marruecgsvestigarhomicidio-saharaui 14-anos/

23 |nterview by phone with Alisalem Tamek, December 2025
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7.4DIGITAL FORENSIC TOOLS

Mobile forensic tools or mobile data extraction products are specialized systems used by law enforcement or
intelligence services to recover, analyse, and interpret data from mobile devices for legal or investigative
purposes. While they have legitimate @s as part of law enforcement investigations, they can also be used to
bypass device security settings and provide complete access to all data on a device. In 2024, Amnesty
International demonstrated how digital forensics products produced by Cellebriterer@ised as part of a
surveillance campaign against Serbian civil societ¥f. Testimony fromSafirhas revealed how the Moroccan
authorities used digital forensics tools to access the private data of activists. In order to gain physical access
to a device, the authorities use a variety of techniques in various locations, including airports and plades o
detention.

The operation against Omar Radi illustrates this approach. Less than two weeks after Amnesty International

published confirmation of his being targeted with Pegasus spyware, Omar Radi and his fellow journalist Imad

Sitou were arrested following an alterdan with a cameraman from ChoufTV. At the police station in

Casablanca,Safirwas instructed to access their phones and return them to the journalisSafirrecalled that

NI "qg Q ch g ¢ svn cduhbdr9 " m @mcgnhc ognmd "~ mc °~ knbjdc
universal forensics extraction device (UFED) in order to access it. The whole operation took around 1 hour

and 45 minutes. The Cellebrite devie took the extracted data, imported it, and displayed it on a searchable

interface.

Omar Radi confirmed he had two phones in his possession on that occasion, both of which were
bnmehrb > sdc9 ®&Mnqgl kkx onkhbd btrsncx hr 37 gntqgr+ ats s
going to do something on my phones. Soitwas Celledrit s gdx trdc£ Vdkk+ brf g stk shnr

Safrsnkc @ mdrsx Hmsdgm shnm k sg°s Bdkkdaghsd-r TEDC snnk
Bouachrine, a Moroccan journalist and human rights defender who has faced speebhsed prosecutions,

surveillance (including cameras allegedly planted coverily his office), judicial harassment and harassment

campaigns in preMakhzen media?'® According toSafir.

®Bnkkd ftdr vngjdc nm ZS ntehj\ Ant bgghmd-r ognmd
on his computer. This is not a box, but a software. Back then the Cellebrite machines were taken to the Rif
region. There isawaytodo forensiv hsgnt s kd > uhmf sqg bdr nm sgd cduhb

CASE STUDY: FOUAD ABDELMOUMNI
®H-c¢c mdudg r x hm oqhu s dFouadAlderhoomini H v nt k

Fouad Abdelmoumni is a Moroccan economist and veteran human rights activist. Now living in
Switzerland, he has been subjected for many years to surveillance and repression by the Moroccan
authorities, including through the use of Pegasus spyware, and crimaiization for exercising his right to
freedom of expression. In 2020, an anonymous WhatsApp account sent intimate videos of Fouad
Abdelmoumni and his partner at home to their friends, family and some fellow activists.

According to Fouad Abdelmoumni, prior to the videos being circulated on WhatsApp, fMakhzen
media outlet ChoufTV threatened to publish them in what he considered an attempt to blackmail him
into silence. Sex outside of marriage constitutes a crime in Maco, punishable with a prison sentence
under Article 490 of the Penal Code. It is also particularly stigmatized for women and LGBTI people in
Moroccan society, due to the prevalence of heteropatriarchal norms.

Mdudgsgdkdrr+ Ent > c @acdkl ntl mh bnmr hcdqr ghl
oqdrrtqd : ghr e Il hkx vdgd “~bbdoshmf ne ghr q°

2@ mdr sx Hmsdgm shnm k+ ®@ Chfhs >k Oghrnm 9 Rtqudhkk mdedt EUORMc sgd rtooqdr
70/8814/2024), 16 December 2024, https://www.amnesty.org/en/documents/eur70/8814/2024/en/
25 Interview in person with Omar Radi, April 2026, France

216 Taoufik Bouachrine, publisher of AkhbareKnt | + nmd ne sgd bntmsgx-r k' rs noonrhshnm mdvro odgqr
enqg rdwt k “rr tks “f > hmrs rdudg k vnldm- Hm hsr nohmhnm ~ants sghr b rd-
Detentionconcluded that his trial was marred bydueo gnbdrr uhnk > shnmr "~ mc bnmrhcdgdc sg°'s Ant bgghmd-
“itchbh >k g g rrldms “ssqgqhats akd sn mnsghmf nsgdqg sgnhoamanhr hmudrshf  shuc
Rights Watch® Sgdx - kk Fds Xnt Mn L ssdqg Vg  s(pr@violsly gtedh See also, A@keStlatetnationals n Bqtr g Chr r |
®Lngnbbn9 Cdmxhmf hloghrnmdc “b cdlhbr “mc intgm khrsr + b2bdlr'rx sn gd ¢ m (

2023, https://www.amnesty.org/en/latest/news/2023/05/morocatenyingimprisoned-academicsand-journalistsaccessto-read-and-write-
violatestheir-right-to-freedom-of-expressionf @I mdr sx Hmsdgm shnm k+ ®Lngnbbn9 I ntgm khrs s  gfdsdec
https://www.amnesty.org/en/latest/presselease/2021/04/moroccejournalisttargetedby-authoritiesfaces trial/
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rnbhndbnmnl hb rs str "~ eengc
@ mdr sx Hmsdgm shnm k- ®Sgd
ants hs-

c ghl ° kdudk ne
d "gd odnokd wvgn

®H "~ kv xr sgntfgs sgdqd v ' r °~ gdc khmd sg
hmenqgl "shnm- Xdr+ hs-r bdgs hm sg s sgdx
peoplet but never to put them irptliaic sphere. And then | saw what they did with [Moroccan j
TaoufilBouachrind’That was a real shock. When they did that with other people, including me
sgdx-c¢c gd bgdc ° kdudk?® e qdogdrrhnm vd g

The online smear campaigns directed against Fouad Abdelmoumni continued when he moved to
Dt gnod- Nm 17 Nbsnadg 1/13+ gd bnl | dms d-Moreccan
gdk shnmr "~ mc gdedgqghmf sn sgd ywanedotdvgetdiesidénts.daug
c xr k> sdg+ ° B 'r ak mb® bntgs bg gfdc ghl wvh
"kkdf  shnmr+ “mc gdongshmf °~ m hl ?2°fFdéuadAgdelmdumrtoldi
Amnesty International that news of the charges were published hours before he was actually charged.
Nm 2 L gbg 1/14+ gd v r rdmsdmbdc hm ghr "~ ard
Tk k df 225Amosn300 human rights defenders and researchers signed a petition calling for the
authorities to overturn his convictio?* At the time of publication of this report, Fouad Abdelmoumni
was waiting for a summons for the appeal.

/.5SURVEILLANCE OPERATIONS

The following case studies describe how different surveillance techniques are used in combination and over
time to monitor activists and human rights defenders in areas where there is real or perceived opposition to
the government.

These include Western Sahara, where ongoing conflict is one of the most sensitive political topics in the
country, and the northern Rif region, where mass protests broke out in 2016 and 2017.

Most of Western Sahara, a neself-governing territory since 196329 " r addm t mcdqgq Lngnbbn-r <c¢d
control since it seized the territory from Spain in 19752 The Moroccan government considers it to be

Moroccan territory and rejects demands for a vote on saletermination that would include independence as

an option and criminalizes and suppresses any speech that questions Moroccan sovereignty over Western

Sah q - Sgd Lngnbb m fnudgmldms g ' r nesdm oqgnrdbtsdc odnok
rs str tmcdqgq ognuhrhnmr sg° s bghl hm khyd ptdrshnmhmf sgd
have also consistently repressed Sahrawi activisagnying their freedom of expression, assembly and

association and often arresting and imprisoning them for that activis#.

The Hirak E}Rif protests were a sustained protest movement in the Rif region of northern Morocco
throughout 2016 and 2017 that demanded an end to the marginalization of their communities and made

AC@VYM+ ®Lngnbbn9 @bshuhrs Rdmsdmb d ttpse/dawnmOrh.orb/moeordeactiiststrdelmnapdfor- 16 L gbg 1/ 14+
peacefulspeech/

28 |nterview by phone with Fouad Abdelmoumni, December 2025

229Gt 1 " m Qhfgsr V> sbg+ ®Lngnbbn ° nhttps:Maviv.brd.orgiwoiRfemprt/20258ouly d msr ne 1/ 137 +
chapters/morocceand-westernsahara(accessed on 30 July 2026).

2Gtl " m Qhfgsr V' sbg+ ®Lngnbbn9 @bshuhrs Rdmsdmbdc eng Od bdetk Roddbg +
https://www.hrw.org/news/2025/03/27/morocc@ctivistsentencedpeacefutspeech

Amnesty InternationalSgd Rs sd ne sgd Vnqgk c@dndex:GOU10/0820Q026)g2& Apdil 2@ g hk 1/ 15
https://www.amnesty.org/en/documents/pol10/0320/2026/enp. 260.

22G13Hmen+ L gqnb9 tmd oashshshnm cdl mcd k-"mmtk > shnm cd klmentbnmc | m> shnm
of Fouad Abdelmoumni's conviction], 18 March 2025https://h24info.ma/maroc/unepetitition-demande-lannulation-de-la-condamnation

de-fouad-abdelmoumni/* hm Eqgd mbg ( : @g  a Mdvr+ ®Qhfgsr “cunb sdr tgfd Lngnbbn sn =~ mmt
https://www.arabnews.com/node/2593948/middleast

222 UN, The United Nations and Decolonization: Western Sahara, 9 September 2024,

https://www.un.org/dppa/decolonization/en/nsgt/westessahara

2@ mdrsx Hmsdgm shnm -Edg®Vdgbdgmd®r g g~ ®s Knmfshbd + 7 Mnudladqg 1/ 11+
https://www.amnesty.org/en/latest/news/2022/11/westegaharalong-term-prisonersawaitjustice/

224 This option was included in a referendum that Morocco and the Polisario Front, the liberation movement for Western Saharagdgo

in a 1991 UN-brokered ceasefire agreement. In October 2025, the UN Security Council adopted a resolution calling for natiohs to

achieve selfdetermination for the people of Western Sahara.
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social justice related demands. The authorities responded with hundreds of arrests and prosecuti&as he
region, whose population is predominantly Amazigh$ has a history of rebellion against government
control??7 Its people havefaced systemic political, economic and cultural marginalization and widespread
repression from the Moroccan authoritie®®

Safirspoke of Sahrawis and Rifians as being priority targets of the Moroccan intelligence services both in
Morocco and in Spain.

CASE STUDY: SAHRAWI ACTIVISTS

®Hm Vdrsdgm R g g + 2dudgxnmd hr tmcdg rtgq
®Vd-qgd s kjhmf ~ants nbbto shnm gdgd+ sgd
bnt msdg sghr - Sgd aBl MahpubMaihan hr nm "~ mnsgd

Amnesty International and other civil society organizatigihave repeatedly documented violations
against Sahrawi activists in an attempt to silence or punish them for their peaceful activi&tnEor
example, in January 2024, police violently dispersed a peaceful demonstration by Sahrawi women
"bshuhrsr hm K™ xntmd+ Vdrsdgm R g g -?®InkMayqf d
1/14+ dhfgs TM Rodbh >k Q oongsdtgr cdmnt mbdc
discrimination, and violence against Sahrawi human rights defenders, journalists, and advocates for se
cdsdqgl hZfh" shnm -

After winning the Front Line Defenders Award for Human Rights Defenders at Risk in December 2025
Mhamed Hali, a Sahrawi lawyer, told Amnesty Internaton®@r R  gg vh cdedmcdq
of repressive measures such as arrest, abduction, physical assault, illegal prosecution and defamation
tr ° mc nt% Theselrepréshivd measures also include both physical and digital surveillance.

Enkknvhmf sgd Odf "rtr Oqnidbs qdudk >  shnmr ne
forensically that the phone of prominent Sahrawi human rights defender Aminatou Haidar had been
infected with Pegasus spyware on multiple occasiod®. Such targeting is not restricted to Sahrawi
human rights defenders within the Moroccan/Western Sahara borders. The Pegasus Project also
revealed that Sahrawi activist and Belgian citizen El Mahjoub Maliha was targeted and infected with
Pegasus spyware wife in Belgium. French citizen Claude Mangif® the partner of Naama Asfari, a
Sahrawi activist who is imprisoned in Morocco, was also targeted in France. In December 2025,
Amnesty International interviewed Ali Salem TaméK, president of Sahrawi human rights organization
BNCDR@+ “knmfrhcd Dk L ginta L khg + BNCDBHR@- r
been renting a house in Laayoune, the largest city in Western Sahara, anskd it as a base for

@ mdrsx Hmsdgm shnm  k+ ®Ghqgq j dk Qhe “o0ood k Iltrs cdkhudqg itrshbd “esdq
https://www.amnesty.org/en/latest/presgelease/2018/12/moroccehirak-el-rif-appeatmust-deliverjustice-after-deeply-flawedtrial/

26 The Amazigh people, also known as Berber, are Indigenous Peoples from North Africa, and include the Rifians who inhabit thee§ion

of Morocco.

27 |nternational Committee of the Red Cross (ICRO)he Rif War: A forgotten wardune 2023, International Review of the Red Cross No.

923, https://internationatreview.icrc.org/articles/theif-war-a-forgottenwar-923 andhttps://internationatreview.icrc.org/articles/theif-war-a-

forgottenwar-923; Nabil Mouline, Reconsidering the Rif Revolt (195&9), 28 January 2015, Maghreb,

https://www.jadaliyya.com/Details/31718

2pDkkdm Cda bjdgd "mc X rrhm @ ntg+ ®Ehud xd gqr ne Qheeh m ognsdrsr9 Vd r.
https://carnegieendowment.org/sada/2021/11/fivgearsof-riffian-protestswe-see-no-difference?lang=en
https://www.tandfonline.com/doi/abs/10.1080/13629387.2020.1780921

29 |nterview by phone with Ali Salem Tamek, December 2025

Rdd+ enq dw |l okd+ BHUHBTR+ ®@t sgngqhshdr shfgsdm ghfgsr 25k 1l ocnvm hm Vdr.
https://monitor.civicus.org/explore/authoritieghten-rights-clampdown-in-westernsaharayouths-hold-mass-protests/

@ mdrsx Hmsdgm shnm k+ ®Lngnbbn. Vdrsdgm R g g 9 S gqfdsdc Bg bjcnvm ne R
https://www.amnesty.org/en/documents/mde29/4404/2021/en/

22 Amnesty InternationalSgd Rs > sd ne sgd Vnqk c,{IndexGOL I0/8615324025 §, 88 April 28260 hk 1/ 14
https://www.amnesty.org/en/documents/pol10/8515/2025/en/

#»Vdrsdgm R g gqg° Qdrntgbd V' sbg+ ®TM dwodgsr b kk nm Lngnbbn sn rsno cdln
https://wsrw.org/en/news/urexpertscall-on-morocco-to-stop-demolishingsaharawthomes

@ mdrsx Hmsdgm shnm k+ ®Lg Il dc G kh9®Cdrohsd sgd c¢  mf dgsrhimtahgrhf mf hmf r | h k-
9 December 2025, https://www.amnesty.org/en/latest/campaigns/2025/12/mhamehlidespite the-dangersbringing-smilesto-the-faces
of-forgottenvictims-makes-it-worth-continuing/

2@ mdr sx Hmsdgm shnm k+ ®Lngnbbn. Vdrsdgm R’ g g tfmd®@b dhuthtcrdsmbsd™ g+f d8s d.c qwhgs g
2022, https://www.amnesty.org/en/latest/news/2022/03/morocesesternsaharaactivistnso-pegasus/

26 Amnesty International, Appendix D: Pegasus Forensic Traces per Target, 27 July 2021,
https://www.amnesty.org/en/latest/research/2021/07/forensinethodologyreport-appendixd/

B’Egnms Khmd Cdedmc déd+ s®@kmx R+ k @ dttpS/hviswh fintligedefehders.erg/en/testimonial/adialem

tamek-testimony
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He was evicted in April 202628

q tqudh
mf sn jh

Amnesty International confirmed that, in February 2024, police prevented a press conference on the
gtl "m ghfgsr rhst shnm hm Vdr sdgm RZ®Purigg2025,” j h

CODESA reported ongoing arbitrary arrests of Sahrawi activists, prolonged surveillance, house arrests

entire families and systematic censorship tactics used against protest organiz&fsThey also reported
an escalated crackdown on their members between 24 February and 4 July 2025.

Similar to the other human rights defenders interviewed by Amnesty International for this report, Ali
Salem Tamek has a deep understanding of the psychology of state surveillance:

®Hs-r mns itrs sn jmnv vg s vd-gd c¢cnhmf +
bgd sd ed g rn odnokd cnm-s c¢c qd rod j nt
chfhs k rtgudhkskn mbghrsgddgk-- gd dudm r b gdc

As Safirhas confirmed, once a target is identified as a high priority, the authorities will use all tools at

sgdhg chronr k sn rhkdmbd sgdl - @kh R kdl S°I
sqhdc rn | "mx v xr sn Id jaddimd hi mdrinxmdcb s meh rc
"mc rn g ud I x eghdmcr "mc e | hkx- He sgdx b~

CASE STUDY: THE HRRRKIEYEMENT
®ZO\dnokd vhkk sghmj saOmbhriRada dengd bnl hmf

The Hirak E}Rif protests took place in the Rif region of Morocco, in the city of Al Hoceima and
surrounding areas, between October 2016 and June 2017. They were ignited when fishmonger
Mouhcine Fikri was crushed to death by a rubbish truck as he attemptetd recover fish confiscated by
the local authorities. The protesters were demanding an end to the marginalization of their Amazigh

speaking communities. Their demands related to social justice, health care, employment, infrastructure

and cultural identity.

Some of the protests involved violence and clashes with security officers. Between May and July 2017

security forces arrested hundreds of protesters, including children, journalists and protest leaders.
Among them was human rights defender and protest ldar Nasser Zefzaff? who remains in prison

despite global campaigns for hisreleas#®™ mc bgdchakd ~kkdf shnmr sg

under torture?* His unjust treatment at the hands of the authorities sent, and continues to send, a

strong signal to Rifians that they would be punished if they tried to speak out. Omar Radi, who has bee

consistently vocal in his defence of the Rifiarsalls for social justice?*® also spoke about this chilling
deedbs nm ognsdrs9 ®VYgdm xnt fhud 1/ xd  qr hm
eng gnrohs kr "mc rstee+ odnokd vRkkk sghmj sv

28 Interview by phone with Ali Salem Tamek and El Mahjoub Maliha, September 2026

29 Amnesty InternationalSgd Rs > sd ne sgd Vngqkc(reviotlytittdm Qhf gsr 9 @oghk 1/ 14

20 Amnesty InternationalSgd Rs > sd ne sgd Vngkc-r Gtl ' m Qhf gsr 921 @rilB@6,s x Hmsdgm  shnm’ k

https://www.amnesty.org.uk/knowledgéub/all-resources/annualreport-2026/, p. 261. See also: Fédération internationale pour les droits

gtl “hmr+ L qgnb . R g g nbbhcdms k 9 g gbAkdl dms+ rt qu@hFettiarmbd ds

2025, Maroc / Sahara occidental : harcelement, surveillance et restrictions continues a I'encontre des membres du Codesa
241 On 7 May 2025 three United Nations Special Rapporteurs wrote to the Moroccan authorities expressing their deep concern abots
of intimidation, surveillance, harassment and defamatiomgainst Alisalam.

qgdr sqgh'tl

2. DM@ Qhfgsr Fgnto+ ®@qahsg gx cdsdmshnm ne Lngnbb ™ m onkhshb >k “bshuhrs

https://www.menarights.org/en/case/nassarefzafi

Rdd+ enq dw Il okd+ @ mdr sx Hmsdqgm s h nhtps:kwww.@ndesty.org/ehipetiton/twvdetadesio-g h r n m

prison-for-speakingout/ (accessed on 30 July 2026) and UN Working Group on Arbitrary Detention (WGADpinions adopted by the
Working Group on Arbitrary Detention at its one hundredth session,#8® August 2024, 25 October 2024, UN Doc.
A/HRC/WGAD/2024/43,

https://documents.un.org/doc/undoc/gen/g24/192/85/pdf/g2419285.pdittps://documents.un.org/doc/undoc/gen/g24/192/85/pdf/g241928

5.pdf and https://www.hrw.org/news/2023/08/09/worldéndigenouspeoplesday-ngosrenew-call-releasenasserzefzafidetention and

Gtl " m Qhfgsr V' sbg+ ®Nm Vngkc-r Hmchfdmntr Odnokdr C° x+ MBANMH

August 2023, https://www.hrw.org/news/2023/08/09/worldéndigenouspeoplesday-ngos-renew-call-releasenasserzefzafidetention
Gt "m Qhfgsr V> sbg+ ®Lngnbbn “mc Vdrsdgm R g q 9 Dudmsr ne

@d md v

1/13°

25 Human Rights Watch® Sgd x - kk Fds Xnt Mn L > ssdq Vg s(p@violsiycgtedpobn-r Ok > xannj s

26 |interview in person with Amnesty International, April 2026, France
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https://www.amnesty.org.uk/knowledge-hub/all-resources/annual-report-2026/
https://www.fidh.org/fr/themes/defenseurs-des-droits-humains/maroc-sahara-occidental-harcelement-surveillance-et-restrictions
https://srdefenders.org/maroc-harcelement-attaques-physiques-menaces-et-surveillance-contre-le-defenseur-des-droits-humains-au-sahara-occidental-ali-salem-tamek-communication-conjointe/
https://www.frontlinedefenders.org/fr/statement-report/western-saharamorocco-multiple-attacks-physical-integrity-sahrawi-human-rights
https://www.frontlinedefenders.org/fr/statement-report/western-saharamorocco-multiple-attacks-physical-integrity-sahrawi-human-rights
https://www.omct.org/fr/ressources/appels-urgents/maroc-sahara-occidental-harc%C3%A8lement-surveillance-et-restrictions-continues-%C3%A0-lencontre-des-membres-du-codesa
https://www.amnesty.org/en/petition/two-decades-in-prison-for-speaking-out/
https://www.amnesty.org/en/petition/two-decades-in-prison-for-speaking-out/
https://documents.un.org/doc/undoc/gen/g24/192/85/pdf/g2419285.pdf
https://documents.un.org/doc/undoc/gen/g24/192/85/pdf/g2419285.pdf
https://documents.un.org/doc/undoc/gen/g24/192/85/pdf/g2419285.pdf
https://www.hrw.org/news/2023/08/09/worlds-indigenous-peoples-day-ngos-renew-call-release-nasser-zefzafi-detention
https://www.hrw.org/news/2023/08/09/worlds-indigenous-peoples-day-ngos-renew-call-release-nasser-zefzafi-detention

M rrdg Ydey eh-r ogqduhntr k> vxdg ~ mc e*fiagdodqg L
remains in prison at the age of 83. He was arrested in November 2022 under bogus charges stemming
from his work defending activists, journalists and victims of human rights abus&L ng " | dc Yh
file was, according taSafit ®grxdmrgh s h u d + Safirkosfiymed thad tbecRésearch Unit*® was
responsible for the files of Nasser Zefzafi and Mohamed Ziane. Other prominent Moroccan human rigt
defenders who spoke up for the Hirak HRif protesters also faced repercussions from the authorities,
including surveillance via highly invasive spywa LawyerAbdessadak El Bouchattaouvas a part of the
legal defence team for the imprisoned protesters. In February 2017, he was sentenced to 20 months ir
oghrnm eng nmkhmd onrsr hm vghbg gd bghshbh¥¥d.
Hm 1/ 08+ @ mdrsx Hmsdgm shnm k-r Rdbtghsx K a
vhsg | "khbhntr RLR I drr fdr sg° s b qghdc khmj
spyware?5!

As of the time of publication of this report, seven activists remain in prison for their role in the Hirak El
Rif protest movement of 2017: Nabil Ahmijk, Zakaria Adahchour, Mohamed Haji, Samir Ighid,
Mohamed Jelloul, Salah Lachkam and Nasser Zefzafi.

CASE STUDY: AL HOCEIMA, A SURVEILLANCE LABORATORY
®Dudm khsskd sghmf+Mohamad Maaow f ds+ sgdx j mdyv

Mohamed Majaoui is a teacher, activist and president of the Al Hoceima section of the Moroccan
Association of Human Rights in the Rif region. He was sentenced to five years in prison for his role in
the Hirak EIRIif protests in 2017. When he refused to siga written statement, which included falsified
details incriminating Nasser Zefzafi (see case study above), a police agent threatened to rape his wife
and his young daughter<®? He told Amnesty International of the moment the true extent of the
surveillance became clear to him after his arrest, when he was held for eight days in a Casablanca
police station.

®Hs v r sgdm vd gqgd khydc vd vdgd adhmf rt
had, every house we went to, when my wife went to visit her mother. Even little things you fc
anftis -

The surveillance continued after his release from prison under a royal pardon in 2020. Of the 15 Hirak
EFRIif activists released from prison witMohamed Majaoui under the pardon, just four have remained
in the country.

Safir r sdrshl nmx bnmehqglr sgd rhfmhehb ™ ms qgdrnt
Qhe I nudldms+ mnshmf hsr ®ghrsnghb~ ~ mc ®acSafkh
r hc9 ®sgd vgnkd ne sRfatthafnfe.Everyone was im gljHoceirha. IMSh D
catchers, wifi, spywaretvd trdc d#&*dqgxsghmf ™ -

Authoritarian methods of silencing dissent are more visible and brutal in times of proté€stBut, as
Mohamed Majaoui president of the Al Hoceima section of the Moroccan Association of Human Rights,

@ mdrsx Hmsdgm shnm k+ ®Lngnbbn9 Gtl " m ghfgsr k v,xdg rdmsdmbdc hm ~ardm
https://www.amnesty.org/en/documents/mde29/6397/2023/en/

@ mdr sx Hmsdgm shnm  k+ ®Lngnbbn9 Gtl m ghfgsr k> vxdg rdmsdmbdc hm ar dm
- pdkktkd cd gdbgdgbgd-+ vghbg rhsr tmcdg sgd CNO 'Chgdbsng sd ne nodgqg’ s
@ mdrsx Hmsdgm shnm k+ ®Lngnbbn9 Bnmuhbshnm ne Ghqg j gtl " "m ghfgsr k vxd

https://www.amnesty.org/en/documents/mde29/7912/2018/en/

@ mdrsx Hmsdgm shnm k+ ®Lngnbbn9 Gtl ' m Qhfgsr Cdedmcdqr S gfdsdc vhsg M
https://www.amnesty.org/en/latest/research/2019/10/morocdwman-rights-defenderstargetedwith-nso-groups-spyware/

222Gt " m Qhfgsr V> sbg+ ®Lngnbbn9 Sngstqd Rtrohbhnmr L g L rr Sqgh’ k Udgchbs
https://www.hrw.org/news/2018/11/30/moroccdorture-suspicionsmar-mass-trial-verdicts

23 Interview by phone with Mohamed Majaoui, February 2026

24 Interview withSafir.

®»Bg ms k D- Adgl ' m+ ®Onkhbhmf sgd ngf mhy > shnm’
khadg k “tsnbg bhdr + 04 Cdbdladq 1/ 1/ + @l dghb"”
https://onlinelibrary.wiley.com/doi/10.1111/ajps.12565pp. 733+754.
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https://www.amnesty.org/en/documents/mde29/7912/2018/en/
https://www.amnesty.org/en/latest/research/2019/10/morocco-human-rights-defenders-targeted-with-nso-groups-spyware/
https://www.hrw.org/news/2018/11/30/morocco-torture-suspicions-mar-mass-trial-verdicts
https://onlinelibrary.wiley.com/doi/10.1111/ajps.12565
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8. SMEAR CAMPAIGNS

Human rights defenders and dissenting voices in Morocco often find themselves subject to apparently
coordinated smear campaigns alongside surveillance and judicial harassment or criminal prosecution.
Human rights defenders have consistently reported to Araaty International examples of how information

that appears in these smear campaigns can only have been obtained via surveillance. The purpose of these
smear campaigns is usually to delegitimize them or to stigmatize them in the eyes of Moroccan society.

The role of smear campaigns by state actors and stasdigned private actors is a wellocumented threat to
human rights defenders around the world. As the UN Special Rapporteur on freedom of peaceful assembly
and of association, Gina Romero, has noted:

®Rshfl shyhmf ~mc g gl etk m gq-Stthactns unfledmimdihhe sdc ~ mc
essence of the rights to freedom of peaceful assembly and of association, leading to serious human rights
violations, impunity, closing of civie,spaxsion of human rights, polarization and undermining of

cdl nb®  bx-

She has further noted that:

®Ldms  k gd ksg hr hlo bsdc ax | tkshokd “cchshnm k e
bnmrs ms s gfdshmf -ax rld g b lo hfmr ¢ x hm ~mc ¢
are monitored online, offlind,an@ s gd bknbj -+ vghb%d g r kdc | > mx sn Kk

The experiences of Moroccan human rights defenders bear this out. Indeed, the phenomenon is so

commonplace that media outlets known for carrying out such smear campaigns are colloquially known as

sgd ®cde’ | “"shnm | dch™ - Sg grontinerd Mokoncanhmediakoutletk su€hrat d ms ne r du
Chouf TV, Barlamane, and Le36@ as well as the alleged links between their leadership and the authorities

+ has been documented at length by other civil society group®Sgd c¢cdf gdd sn vghbg sgd
l dch™ " hr "~ s sgd adgdrs ne+ ngq |l dgdkx hm bknrd onkh
determine in every case, but what is clear is that there are phases where smear campaigns are so intense,
widespread and sustained that they contribute significantly to the chilling effect on expression in Morocco.

This phenomenon has also been the subject of denunciation in a manifesto by journalists against the pro
L jgydm ®cde ¥ asdhhasiveen vddecriticized by Moroccan journalists and activists.
Human rights defenders and journalists are not the only victims; political opponents have faced the same
treatment, including for example the lawyer and former Human Rights Minister, Mohamed Ziane. In 2020,
he was subjected to a smear campaign by ChoufTwhich published photog%* and what they claimed was

26 Report of the UN Special Rapporteur on Freedom of Peaceful Assembly and of Association, Protecting the rights to freedomackful

assembly and of association from stigmatization, UN Doc. A/79/263, 31 July 2024, para. 114.

27 Report of the UN Special Rapporteur on Freedom of Peaceful Assembly and of Association, Unmasking the chilling effects dfitfiil

surveillance ecosystem: the erosion of assembly and association rights, UN Doc. A/HRC/62/45, 21 April 2026, para. 96.

26 Human Rights Watch® Sgd x - kk Fds Xnt Mn L ssdq Vg  s(previolsly gtedp ppn1251330k “ x annj sn Bqtrg

*pDm sntsdr kdssqgqdr+ ®L mhedrsd9 Cdr intgm khrsdr | > gnb Agamst bnmsqgd kdr | a
Cde | " snqgx Ldc h htfp$:/fetletrés.comtminifestédésolrralistesmarocainscontre-les-medias-de-diffamation/ (in

French).

Rdd+ enqg dw Il okd+ Qdongsdgr Vhsgnts Anqgcdgr+ ®Lngnbbn9 nmd xd ' q “esdq g
https://rsf.org/en/morocceone-yearafter-royatpardon-pressstill-under-attack and Abdellatif G~ | * | nt bgh+ ®RI d g B 1l o  hfmr °~ mc

Dwsngshnmr9 Vd onmr sn Rhkdmbd Noonr hs hcampaignsand-entortiofsWweaponrsto8ileneed a gt ~ gx 1/ 10+ r
oppositiorrin-morocco/

%1 Chouf TV, p p CEFTCSEGHBEE, 6 bUw MTHF p F " bt T:Hof ¥k RERelation of Belonging: Details of the Victory Revelation

vhsg Rnmfr “mc sgd Qdbhs shnm ne sgd Ptg& m hm sgd Gntrd ne sgd @kfdgh ™ m
https://mobile.chouftv.ma/press/315782.html(in Arabic).
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https://etlettres.com/manifeste-des-journalistes-marocains-contre-les-medias-de-diffamation/
https://rsf.org/en/morocco-one-year-after-royal-pardon-press-still-under-attack
https://mobile.chouftv.ma/press/315782.html















































































