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GLOSSARY 

TERM DEFINITION 

AUTHORITARIAN 
PRACTICES 

A pattern of actions that entrench or concentrate power in ways that generally 
lead to or facilitate human rights violations. These can include surveillance, 
smear campaigns, and judicial harassment, used to silence dissent and shrink 
civic space. 

CHILLING EFFECT The fear produced by surveillance and repression that causes journalists, 
activists and human rights defenders to limit their speech, reporting or 
activism. 

COMMAND AND 
CONTROL 

The remote server infrastructure used by an attacker to communicate with, 
control and exfiltrate data from devices infected with spyware. Commonly 
`aaqduh`sdc `r ¬B1­- 

DEFAMATION MEDIA Term used locally to describe media outlets aligned with state interests and 
used to carry out smear campaigns against dissidents, journalists and human 
rights defenders. 

HIGHLY INVASIVE 
SPYWARE 

Highly invasive spyware is spyware which can gain complete access to all data 
on a targeted device and whose functionality is not limited to accommodate the 
need for proportionality, or spyware whose use cannot be independently 
audited or verified in case of abuse. 

HIRAK EL-RIF The Hirak El-Rif movement was a series of demonstrations organized in the Rif 
region of northern Morocco in 2016 and 2017 demanding an end to the 
marginalization of their communities and making social justice related 
demands. 

IMSI CATCHER An International Mobile Subscriber Identity catcher is a device that imitates a 
mobile phone tower in order to identify nearby phones and intercept calls or 
data in real time. 

JUDICIAL 
HARASSMENT 

The use of legal proceedings, prosecutions or unfair trials to intimidate, silence 
or punish critics, journalists and human rights defenders. 

MAKHZEN A term used to refer to the governing apparatus of Morocco, centred on the 
monarchy and associated security and political elites.  

MAN-IN-THE-
MIDDLE (MITM) 

A man-in-the-middle is an attacker who can read, modify, and block the 
network traffic from a target. A MITM capability can be used to censor the 
target or perform network injection attacks. 

MASS 
SURVEILLANCE 

The large scale interception, monitoring or collection of communications and 
data across networks or populations rather than against a single target. 
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TERM DEFINITION 

MOBILE FORENSICS 
TECHNOLOGIES 

Mobile forensic tools or mobile data extraction products are specialized 
systems used by law enforcement or intelligence services to recover, analyse, 
and interpret data from mobile devices for legal or investigative purposes. Their 
tools can be used non-consensually to unlock devices or bypass device 
security mechanisms. 

NETWORK 
INJECTION 

Network injection is a technique where internet data packets are injected in the 
internet traffic of a target to block, intercept or manipulate their traffic. 

OSINT Open-source intelligence. 

PHYSICAL 
INFECTION 

The covert installation of spyware through temporary physical access to a target 
device. 

PRE-INFECTED 
PHONES 

Phones covertly loaded with spyware before being sold or otherwise passed to a 
target. 

SMEAR CAMPAIGN Hm sghr qdonqs+ sgd sdql ¬rld`q b`lo`hfm­ hr trdc `r ` rgnqsg`mc sn qdedq sn
defamation and other forms of stigmatizing and harmful media and online 
harassment campaigns which serve to discredit, undermine or sully the 
reputation of the target. 

SPYWARE Spyware is software which enables an operator to gain covert access to 
information from a target computer system or device.  

SS7 Signaling System Number 7 is a set of signalling protocols and standards used 
in telephone networks to perform actions such as call-establishment, routing, 
and roaming between national and international mobile phone providers. The 
protocol was designed without modern security defences and has been 
exploited by commercial surveillance vendors to enable various attacks 
including location tracking and communications interception. 

SURVEILLANCE-
FOR-HIRE 

The commercial market in which private companies provide governments with 
surveillance products or related services. 

SYSTEM 
INTEGRATOR 

A broker or intermediary that sources, combines, deploys and sometimes 
supports surveillance technologies from multiple vendors for a client. 

TECHNO-
AUTHORITARIANISM 

A pattern of actions where governments, corporate actors and/or other powerful 
non-state actors use digital technologies to monitor, control and suppress 
populations to unduly build, retain or concentrate power. 

TRANSNATIONAL 
REPRESSION 

Rtqudhkk`mbd+ hmshlhc`shnm nq g`q`rrldms sg`s dwsdmcr adxnmc Lnqnbbn­r
borders to target critics living abroad. 

VPN SERVER A virtual private network server.  

ZERO-CLICK ATTACK A zero-click attack is a surveillance industry marketing term for any vector 
which can infect a device without requiring a user action, such as clicking on a 
link. 

1-CLICK ATTACK A 1-click attack requires action from the target to enable the infection of their 
device, typically by opening a malicious link. Various social engineering 
techniques are used to trick the target into opening the link, including spoofing 
legitimate websites or news articles. If clicked on, the attack link loads an 
exploit chain to first compromise the web browser and ultimately install the 
spyware agent on the target device. 
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ACRONYMS 

WORD DESCRIPTION 

AMDH Association Marocaine des Droits Humains (Moroccan Association for Human 
Rights)  

APK Android Package Kit, the standard file format for installing software on Android 
devices 

ANRT Agence Nationale de Réglementation des Télécommunications (National 
Telecommunications Regulatory Authority) 

CNDP Commission Nationale de Contrôle de la Protection des Données à Caractère 
Personnel (National Commission for the Supervision of the Protection of Personal 
Data) 

CODESA Collectif des Défenseurs Sahraouis des Droits Humains au Sahara Occidental 
(Collective of Sahrawi Human Rights Defenders) 

DGSN Direction Générale de la Sûreté Nationale (Directorate-General for National 
Security)+ Lnqnbbn­r m`shnm`k onkhbd enqbd+ qdedqdmbdc hm sgd qdonqs `r o`qs ne sgd
wider security apparatus. 

DGST Direction Générale de la Surveillance du Territoire (Directorate-General for 
Territorial Surveillance)+ Lnqnbbn­r cnldrshb hmsdkkhfdmbd rdquhbd.  

HRD  Human rights defender; a person who works to protect or promote human rights 
`mc vgn hr nmd ne sgd qdonqs­r bdmsq`k b`sdfnqhdr ne rtqudhkk`mbd s`qfds- 

IMEI International Mobile Equipment Identity. A unique identifier assigned to a mobile 
device 
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SUMMARY OF COMPANIES 
AND SURVEILLANCE 
TECHNOLOGIES 

This report features a number of companies, many of which have undergone extensive renaming, changed 
their corporate structure or been acquired. This table summarizes the primary companies featured in the 
report, their surveillance products (in italics), and the naming conventions that Amnesty has used for 
readability purposes in this report. The list is a non-exhaustive summary of corporate changes (renaming, 
restructuring and acquisitions) but provides a reliable guide for the purposes of this report. 

 

Company 

Product 
 

NSO Group, Q 

Cyber Technologies 

SARL, Circles 

Pegasus 

NSO Group is a company based in Israel that develops and sells Pegasus, a form 

of zero-click spyware. 

Q Cyber Technologies SARL is a Luxembourg-based company affiliated with NSO 

Group. It is a corporate entity within the NSO Group structure referenced in 

relation to Pegasus customer deployments and internal customer identification. 

Circles is a Bulgaria-based affiliate of the NSO Group. It develops an SS7-based 
phone-tracking technology and technical infrastructure associated with 
surveillance operations. 

Hacking Team, 

Memento Labs 

RCS 

Hacking Team was an Italian surveillance company that produced the RCS 

(Remote Control System) spyware, including physical infection vectors and multi-

platform device infection capabilities. 

In 2019, Hacking Team was acquired by InTheCyber group and renamed as 
Memento Labs. 

Verint, Cognyte, 

ACE Labs 

Reliant 12, End 
Point Interception, 
WebIntPro 

Verint is a US technology company that provides a variety of software services 

and products, including surveillance products. 

Verint produced the Reliant 12, used for the collection and analysis of 

telecommunications data. Verint also offered a spyware product line termed End 

Point Interception (EPI). 
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Company 

Product 
 

In 2021, the cyber intelligence division of Verint was spun out as a separate 
entity, Cognyte, which specialises in cyber intelligence products. Cognyte created 
the social media monitoring product WebIntPro. Cognyte included the offensive 
cyber company ACE Labs, which closed in 2022. 

Nexa Technologies, 

Amesys, Trovicor 

Intelligence, 

Datafusion 

Eagle, Cerebro 

Nexa Technologies was part of the Nexa group of companies which were 

operated mainly from France. The group was created in 2012 to take over the 

surveillance business of the French company Amesys. Amesys was a telecom 

and defence company, which created a mass-monitoring system called Eagle, 

capable of performing mass surveillance of internet (IP) traffic at the scale of a 

whole country. Amesys ceased its activities in the cyber-surveillance business in 

2012, after the transfer of its assets to Nexa Technologies, which renamed Eagle 

as Cerebro. 

In 2020, the Nexa group decided to abandon Nexa Technologies as a brand and 
began to operate under the commercial name Trovicor Intelligence. In 2024, the 
Trovicor group of companies rebranded as Datafusion. 

Gamma Group, 

FinFisher 

FinSpy 

Gamma Group is a British-German company that produces surveillance products. 
FinFisher Labs is based in Germany. The companies developed the FinSpy 
spyware, which researchers identified as operating in Morocco. 

Cellebrite 

Cellebrite UFED 

Cellebrite is a digital forensics and intelligence company headquartered in Israel. 

Cellebrite produce the UFED (universal forensics extraction device) mobile 
forensic tool that is used to recover, analyse, and interpret data from mobile and 
other digital devices.  

Interionet 

Nighthawk 

Interionet is an Israeli cyber intelligence company. 

Interionet produce Nighthawk, a product that allows for remote intrusion into 
cameras. 

Al Fahad Smart 
Systems, 
FSSysTech, Al 
Fahad Group, 
ETIMAD/EDGE  

Al Fahad Smart Systems, also known as FSSys Tech, is a UAE-based surveillance 
broker. It is part of Al Fahad Group and is now part of ETIMAD/EDGE. 

Maroc Telecom Maroc Telecom is a former state company that is now majority owned by E& of 
the United Arab Emirates (UAE), although the Moroccan state maintains a 30% 
stake. 
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1. EXECUTIVE SUMMARY  

®Sgdqd `qd vqhssdm k`vr+ ats sgdx cnm­s `ookx- Sgdqd `qd k`vr
sg`s mn nmd qdrodbsr- Sgdx cnm­s b`qd `ants itchbh`k
authorization, warrants. Sometimes you can even a posteriori 
cq`v to sgd cnbtldmsr+ cn sghmfr hm qdudqrd- Sgdqd­r
complete impunity. We start with the verdict.̄ 
Safir, former member of Direction Générale de la Surveillance du Territoire (DGST) 

 

®@ sdrs¯+ ®` fthmd` ohf¯9 sghr hr gnv `fdmsr ne Lnqnbbn­r cnldrshb hmsdkkhfdmbd rdquhbdr+ sgdDirection 
Générale de la Surveillance du Territoire (DGST) described the human rights defender and academic Maâti 
Lnmiha vgdm sgdx bgnrd ghl sn ad nmd ne sgd ehqrs odnokd s`qfdsdc vhsg MRN Fqnto­r Odf`rtr roxv`qd hm
2017. But for Maâti Monjib, the outcome was anything but theoretical. His targeting by the DGST confirmed 
what he had long suspected ± that he was under surveillance by the Moroccan authorities for his human 
rights work and his academic writing. It also laid bare his entire digital life to the authorities: his messages, 
calls, camera, location, contacts, and more. At the same time, Maâti Monjib was facing criminal prosecution 
and repression for his work. In 2015, he was subjected to a criminal trial on charges of receiving foreign 
funds to train journalists and was barred from leaving Morocco. Years later, he was sentenced to one year of 
imprisonment. In 2020, he was again subjected to trumped up criminal charges related to money laundering 
and embezzlement and Amnesty International called for his immediate and unconditional release. 
Throughout this period, he faced relentless smear campaigns from state-aligned news outlets and online 
actors. Although eventually pardoned in 2024, the harassment did not stop. As recently as 2025, videos of 
ghl bhqbtk`sdc nmkhmd bk`hlhmf gd v`r cqhmjhmf `kbngnk+ rlnjhmf rghrg` `mc ®b`unqshmf vhsg ghr lhrsqdrrdr¯-
Maâti Monjib believes the strategy was not only to silence him, but to frighten others into silence. As he put 
hs+ o`q`ogq`rhmf ` Lnqnbb`m oqnudqa9 ®ghs sgd ahf nmdr+ `mc sgd khsskd nmdr vhkk ad `eq`hc¯- 

L`üsh Lnmiha­r dwodqhdmbd hr e`q eqnl tmhptd- Rhlokx enq dwdqbhrhmf sgdhq qhfgsr+ Lnqnbb`m gtl`m qhfgsr
defenders are routinely the victims of a combination of unlawful surveillance, smear campaigns, and judicial 
harassment or criminal prosecution. Agents of the DGST operate without judicial oversight or accountability 
and target in secrecy and with impunity those who dissent. The range of tools they deploy is broad, but the 
goal is clear: to blackmail, discredit, shame and, if necessary, imprison those who speak out in defence of 
human rights in Morocco. 

This report provides the most detailed and comprehensive picture to date of the surveillance ecosystem that 
enables the Moroccan authorities to use repressive tactics to harass, discredit and ultimately silence human 
rights defenders. It draws on new testimony from sources who have worked inside the Moroccan intelligence 
services who were involved in the unlawful surveillance of human rights defenders; leaked surveillance data 
and targeting records internal to the government; leaked material from surveillance vendors; and original 
intqm`khrshb hmudrshf`shnmr b`qqhdc nts ax @lmdrsx Hmsdqm`shnm`k­r qdrd`qbg o`qsmdqr- 

Morocco was among the first countries where activists and journalists were found to be targeted with 
advanced spyware tools, with evidence of Hacking Team spyware attacks revealed in 2012. Moroccan civil 
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society was again identified among the global set of Pegasus spyware targets in 2019, and the extensive 
scope of Morocco's surveillance against human rights defenders was brought to light during the 2021 
Pegasus Project. This documented history of spyware and surveillance abuses makes Morocco a unique 
case in which to analyse how states exploit a range of surveillance technologies to target critics and limit the 
work of civil society. 

Lnqnbbn­r rtqudhkk`mbd dbnrxrsdl qdkhdr nm ghfg-tech tools, including highly invasive spyware such as 
Pegasus, as well as old-fashioned techniques including following a target in person, taping conversations 
and everything in between. Personal devices are compromised. People are secretly videoed and audio 
recorded in detention, in their own offices and cars, and even in their own bedrooms. Phone calls are 
systematically recorded and spied upon. Location data is tracked, revealing daily movements, contacts and 
more. Phone shops sell mobile phones pre-infected with malware by DGST agents. Neighbours are recruited 
`r hmenql`msr sn qdonqs nm gtl`m qhfgsr cdedmcdqr­ 'HRDs) daily movements and activities. All of these 
tactics extend not only to the targeted human rights defenders but also to their families, friends and 
professional networks, both inside Morocco and abroad. In short, for human rights defenders in Morocco, 
sgdqd hr mnvgdqd sn ghcd `mc mn v`x sn drb`od sgd rs`sd­r `kk-encompassing web of surveillance. 

@r ` qdrtks+ sgd lnrs hmshl`sd cds`hkr ne gtl`m qhfgsr cdedmcdqr­ khudr `qd `m nodm annj sn sgd `tsgnqhshdr± 
and are exploited to silence them. Data, including video and audio recordings of a personal, intimate or 
sexual nature, may be captured and at times shared with state-aligned media outlets, who conduct public 
smear campaigns aimed at sullying the reputations of activists and discrediting them in the eyes of the 
Moroccan public. Women human rights defenders in particular, or women linked with prominent male 
targets, are subject to attempts to publicly shame them for real or perceived transgressions of conservative 
social norms. These campaigns can last for years and are promoted online by an army of state-affiliated 
commenters to boost the reach and visibility of the content. These campaigns are so well-known that the 
ntskdsr sgqntfg vghbg sgdx `qd lnrs bnllnmkx bnmctbsdc `qd qdedqqdc sn knb`kkx `r sgd ®cde`l`shnm ldch`¯- 

Together with unlawful surveillance and smear campaigns, human rights defenders have been repeatedly 
targeted with judicial harassment and politically motivated and/or trumped-up criminal charges, arrest, 
detention and imprisonment following unfair trials and on the basis of a legal framework which violates 
international standards. Some have been prosecuted for acts protected by their right to freedom of 
expression or association on charges which are not recognizable crimes under international law, such as 
broadly defined speech offences used to prosecute people for dissent or other legitimate expression. In some 
cases, HRDs are pressured to provide false testimony against others. 

Sgd s`qfdshmf ne gtl`m qhfgsr cdedmcdqr hr mns khlhsdc sn Lnqnbbn­r anqcdqr- Sgnrd hm dwhkd+ nq vgn qdonqs
from abroad, continue to be targeted for surveillance and smear campaigns. Even foreign officials and 
diplomats have been drawn in. 

The wider result of these combined tactics is the creation of a profound chilling effect on other human rights 
defenders, and on any other potential dissent within society at large. With no way to know when they are 
being observed and recorded, facing unknown risks for family and friends, fearing public shaming or even 
imprisonment if they speak out, the cost of dissent in Morocco grows ever higher. 

And yet, many continue to speak out and attempt to hold those in power to account. Their cases are 
highlighted in this report. Their stories underscore the urgent need for Morocco to end the impunity enjoyed 
by the DGST, reform its laws and practices, and respect, protect and fulfill the human rights of journalists 
and human rights defenders. 

THE USE OF UNLAWFUL SURVEILLANCE IN MOROCCO 
Covert surveillance does not in and by itself constitute a human rights violation. It can be conducted lawfully 
provided a number of guarantees are met, set out in the International Covenant on Civil and Political Rights 
(ICCPR), to which Morocco is a party, and related to the protection of the rights to privacy, opinion and 
expression. The Human Rights Committee determined that the right to privacy required that robust, 
independent oversight systems were in place regarding surveillance, interception and hacking. The UN 
General Assembly, in its resolution 73/179, noted that surveillance of digital communications must be 
consistent with international human rights obligations and must be conducted on the basis of a legal 
framework, which must be publicly accessible, clear, precise, comprehensive and non-discriminatory. 

Surveillance is unlawful even when undertaken in accordance with domestic legal procedures if these 
procedures violate or contravene international human rights standards. Surveillance is unlawful, for example, 
when conducted without judicial authorization and oversight as required under procedures governing its use.  

Under international human rights law, Morocco must not only refrain from committing human rights 
violations, but must also protect people from abuses by private actors. Further, Morocco must not only 
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ensure the legality of surveillance conducted within its borders, but also extra-territorially. The use of spyware 
and other surveillance tools as mechanisms of transnational repression has been increasingly noted as a 
subject of concern by a growing list of UN authorities and experts. 

In Morocco, surveillance is carried out by the DGST, often without legal authorisation, and for the unlawful 
purpose of targeting human rights defenders for their work. This surveillance extends not only to the human 
rights defenders themselves, but also to their families, legal representatives and social and professional 
networks. This surveillance is undertaken without independent oversight and is routinely carried out without 
regard for domestic legal procedures. 

Under international law and standards, interference with the right to privacy is permissible only when it 
meets the requirements of legality, necessity, and proportionality, and is conducted for a legitimate purpose. 
Thus, surveillance undertaken to target human rights defenders because of their work in defence of human 
rights is unlawful under international human rights law and standards, regardless of whether it complies with 
the requirements of domestic legal procedure. 

To meet their obligation to respect the right to privacy, it is crucial that the authorities have in place legal and 
other safeguards capable of preventing abuses of surveillance technology in practice. The lack of adequate 
judicial oversight, accountability measures or access to an effective remedy results not only in violations of 
the right to privacy of those targeted for surveillance, but also creates a chilling effect that causes journalists, 
activists, HRDs, and many other community members, to limit their speech, reporting or activism, thus 
reducing civic space for all. 

While Morocco bears the primary responsibility for upholding human rights law, private companies, both 
domestic and international, also bear human rights responsibilities to avoid causing or contributing to human 
rights abuses. These obligations exist over and above domestic law.  

The compatibility of surveillance measures with human rights law depends not only on the law and practice 
of state agencies, but also on the particular tools used. Mass surveillance, as carried out using tools like 
those purchased from Amesys or Verint, or via the extra-legal cooperation of telecommunications providers, 
is contrary to human rights law and standards. Many forms of modern highly invasive spyware used by the 
Lnqnbb`m `tsgnqhshdr+ rtbg `r MRN Fqnto­r Odf`rtr `mc G`bjhmf Sd`l­rRemote Control System (RCS), 
are fundamentally incompatible with human rights due to their design. Amnesty International has called for a 
global ban on these forms of highly invasive spyware, because they allow unlimited access to devices and 
their use cannot be independently audited. 

Additionally, privacy and other human rights can be violated through the use of a range of tools, even if they 
`qd mns bnmrhcdqdc ®rtqudhkk`mbd¯ snnkr hm sgd rsqhbs rdmrd ax sgdhq oqnuhcdqr nq trdqr- Sghr hmbktcdr chfhs`k
forensics tools, IMSI catchers, and so on. Nor does the lawfulness of surveillance depend on the technical 
sophistication of the devices used. Even the simple act of recording or listening in on a target must accord 
with international human rights law and standards. 

HMRHCD ODF@RTR9 GNV SGD VNQKC­R LNRS MNSNQHNTR ROXV@QD G@R DUNKUDC @MC GNV HS V@R TRDC
BY MOROCCO TO TARGET HUMAN RIGHTS DEFENDERS AND JOURNALISTS 
Enq xd`qr+ MRN Fqnto­r Odf`rtr roxv`qd g`r addm trdc sn e`bhkhs`sd gtl`m qhfgsr uhnk`shnmr `qntmc sgd
world on a massive scale. As part of this report, Amnesty International drew on previously unpublished 
internal NSO Group marketing material and technical materials which were disclosed as part of a long-
running US civil court case initiated by WhatsApp and Meta, and which provide the most complete picture to 
date of how the Pegasus system is built, operated and maintained. 

This new analysis provides valuable findings on spyware accountability, including outlining the degree to 
which the system used by government clients requires ongoing maintenance and support by NSO Group to 
enable its ongoing functioning. The newly disclosed documents also independently corroborate the 
authenticity and accuracy of the leaked dataset foundational to the original Pegasus Project investigation. 

This enhanced understanding of Pegasus has allowed Amnesty International to build upon its previous 
qdonqshmf qdf`qchmf sgd trd ne MRN Fqnto­r Odf`rtr roxv`qd hm Lnqnbbn- Sghr btqqdms qdonqs cnbtldmsr
that, despite official denials, the Moroccan authorities used Pegasus spyware between 2017 and 2021, and 
possibly later. Amnesty International documents how the use of Pegasus in Morocco evolved in tandem with 
cdudknoldmsr hm sgd sdbgmnknfx hsrdke- Enqdmrhb duhcdmbd cdlnmrsq`sdr gnv ` u`qhdsx ne ®udbsnqr¯ 'dwoloits 
`mc hmedbshnm sdbgmhptdr( vdqd trdc sn `ss`bj gtl`m qhfgsr cdedmcdqr­ cduhbdr+ hmbktchmf9 ®0-bkhbj `ss`bjr¯+
vghbg sxohb`kkx qdkx nm sgd uhbshl bkhbjhmf nm ` l`khbhntr khmj: ®ydqn-bkhbj `ss`bjr¯+ vghbg b`m rtqqdoshshntrkx
infect a target without them having to click a link, or indeed take any action at all; and network injection 
attacks, which were dependent on using the Maroc Telecom network. 
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This report also draws on the aforementioned internal NSO Group documentation to demonstrate the steps 
NSO Group takes to register unique attack infrastructure for each customer. This finding validates the 
methodology of the spyware accountability community in linking clusters of spyware attacks to the same 
operator. This is of particular importance in the case of the Moroccan authorities­ use of the tool, since it can 
be used to establish that the same customer is responsible not just for attacks on human rights defenders in 
Morocco, but also for unlawful surveillance attacks using Pegasus spyware against Moroccan activists and 
journalists living abroad, as well as certain activists, journalists, diplomats and other officials who are 
nationals of other countries. 

HOW A SHADOWY NETWORK OF SURVEILLANCE COMPANIES FACILITATES A RANGE OF SURVEILLANCE 
TECHNIQUES IN MOROCCO 
While the use of Pegasus spyware by the Moroccan authorities is of great significance given the capabilities 
`mc hlo`bsr ne ghfgkx hmu`rhud roxv`qd+ hs hr nmkx nmd chfhs`k snnk `lnmf l`mx hm Lnqnbbn­r qdoqdrrhud
surveillance ecosystem. The Moroccan government relies on a range of techniques as well as tools 
purchased ± without public scrutiny ± from various corporate actors based in Israel, the EU and the United 
States of America. It also relies on the extra-judicial cooperation of at least one domestic telecommunications 
provider. 

This report documents that in addition to contracts with NSO Group, two Moroccan security agencies, the 
DGST and the High Council for National Defence (Conseil Supérieur de la Défense Nationale, CSDN), had 
contracts with the now defunct Italian spyware company Hacking Team (later rebranded as Memento Labs) 
rhmbd `s kd`rs 1//8- Lnqnbbn v`r nmd ne sgd sno btrsnldqr ne sgd bnlo`mx­r Qdlnsd Bnmsqnk Rxrsdl 'QBR(
spyware.  

Research from other civil society organizations has also identified instances of FinSpy spyware, produced by 
the British-German network of companies Gamma Group and FinFisher, being used in Morocco. 

In addition to targeted surveillance technologies, Morocco has used a number of mass surveillance 
technologies which allow for the widespread and bulk monitoring, interception, storage or analysis of user 
materials. For example, since December 2009, Morocco has used the Eagle system (later rebranded as 
Cerebro) from French telecom and defence company Amesys (later renamed Nexa Technologies, and 
subsequently Trovicor Intelligence, and which was renamed again as Datafusion in 2024). This technology is 
capable of monitoring internet (IP) traffic at a country-wide level. The project, code-m`ldc ®Onobnqm¯ ax
Amesys, involved the deployment of the Cerebro mass internet interception technology in Morocco. 

Sgd qdonqs `krn cnbtldmsr Lnqnbbn­r 1/03 otqbg`rd ne sgd TR bnlo`mx Udqhms­r Qdkh`ms 01 rxrsdl+ vghbg
enables the unified collection and analysis of telephone communications, data from mobile internet service 
providers, and internet traffic data. 

The DGST have used IMSI catchers, devices which are designed to replicate mobile phone antennas and 
can catch the data from nearby devices, including from encrypted messaging apps prior to transit, allowing 
`fdmsr sn rox nm `bshuhrsr­ ognmdr `mc sn bnmctbs surveillance of human rights defenders. 

The DGST also have recourse to the Universal Forensic Extraction Device (UFED) from the Israeli company 
Bdkkdaqhsd- Sghr rtqudhkk`mbd snnk `kknvr bnlokdsd `bbdrr sn ` cduhbd­r c`s` vghkd hs hr hm `m nodq`snq­r ogxrhb`k
custody. The authorities have used situations such as detention or airport transits to unlawfully access the 
devices of human rights defenders without their knowledge. 

Morocco is also a customer of cyber intelligence company Cognyte, which was spun off in 2021 from US-
based company Verint Systems and whose tools allow customers to control fake social media accounts 
'®`u`s`qr¯( hm nqcdq sn f`sgdq hmsdkkhfdmbd `ants rnbh`k media users or to launch social engineering attacks. 

According to former DGST agent Safir+ `m drrdmsh`k dkdldms ne sgd CFRS­r rtqudhkk`mbd b`o`ahkhshdr hr sgd
cooperation of a domestic telecommunications provider. He described how DGST agents have direct access 
to data and communications over the network, including accessing calls that agents can listen to or 
sq`mrbqhad `s vhkk- Sgd cdrbqhadc rtqudhkk`mbd b`o`ahkhshdr `qd bnmrhrsdms vhsg etmbshnm`khsx needqdc ax Udqhms­r
RELIANT product, a mass surveillance system which was sold to Moroccan authorities in the mid-1/0/­r+
according to internal Verint sales records. The sales records also list Maroc Telecom as the potential 
purchaser of Verint network interception products as part of the wider system. Forensic investigations have 
bnmehqldc sg`s L`qnb Sdkdbnl­r mdsvnqj g`r addm trdc sn e`bhkhs`sd rpyware attacks through a technique 
jmnvm `r ¬mdsvnqj hmidbshnm­- 

Unregulated access to private telecommunications infrastructure and data has also enabled the DGST to 
conduct network injection attacks to install spyware and freely track location data. By providing identifying 
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technical information to DGST outside of legal processes, this provider also facilitates unlawful surveillance 
by DGST. 

The DGST and other agencies also rely on less technologically sophisticated tools, such as hidden audio and 
video recording devices placed in homes, cars, offices, public spaces, and places of detention. GPS trackers 
b`m sq`bj ` s`qfds­r knb`shnm nudq shld, which DGST agents can view through their own bespoke interface. 
These techniques are used in combination with human recruits charged with reporting on the activities of 
human rights defenders in their orbit or with access, for instance cafe staff, local merchants or neighbours, 
targeted for unlawful surveillance. 

DGST agents also carry out video surveillance via networks of public video cameras, and can access private 
cameras via a tool called NightHawk, a device the size of a small suitcase produced by Israeli cyber 
intelligence company Interionet. 

To deploy this range of tools, the DGST relies on partner agencies and a host of techniques. For example, 
RCS spyware was deployed using physical infection of devices, often via USB drives, targeting people during, 
for example, airport transfers, or by physically infecting devices in internet cafes. 

Spyware has also been deployed by being pre-installed onto mobile devices that are then placed in shops 
and sold to targets. 

While there's no doubt that implementing strong digital security practices can make it more difficult for the 
DGST to surveil human rights defenders, with so many techniques in use this broader surveillance 
ecosystem can be almost impossible to escape. 

THE USE OF SMEAR CAMPAIGNS TO DISCREDIT HUMAN RIGHTS DEFENDERS 
This report documents that one of the key purposes of unlawful surveillance of human rights defenders is to 
discredit them publicly.  

In several instances documented in this report, private information gathered through DGST surveillance 
operations against human rights defenders later appeared in media coverage and was used in coordinated 
smear campaigns against them. These campaigns were frequently carried out by media outlets politically 
aligned with the authorities, such as Chouf TV, Barlamane and Le360, and often featured private images 
and videos of targets. Smear campaigns of a sexual nature were used in attempts to discredit women human 
rights defenders or women linked with prominent journalists and human rights defenders in particular. While 
Amnesty International could not independently verify the source of the information disclosed by these media 
outlets, the nature of the material, including intimate images and private communications, and the apparent 
absence of any other plausible means through which these outlets could have obtained access to it, raise 
serious concerns that information obtained through surveillance may have been disclosed to, shared with, or 
otherwise made available to media actors by Moroccan authorities.  

These campaigns are amplified online. Examples of coordinated inauthentic social media behaviour 
b`lo`hfmr s`qfdshmf gtl`m qhfgsr cdedmcdqr hm Lnqnbbn g`ud svhbd addm hcdmshehdc ax Lds`+ E`bdannj­r
parent company. According to insider testimony, such campaigns are assisted by state-funded commenters 
whose role it is to comment on, and therefore raise the visibility of online smear campaigns. 

These smear campaigns continued often after human rights defenders were imprisoned, released or 
pardoned, and even after they left Morocco. 

Morocco is in violation of its obligation to respect the right to privacy of human rights defenders where it 
shares or leaks surveillance data to media outlets, or otherwise directly supports smear campaigns harassing 
human rights defenders. In addition, under international human rights law, the Moroccan authorities must 
also protect and fulfil the rights of human rights defenders by taking steps to protect them from smear 
campaigns by private actors, and they must also take steps to fulfil the rights of human rights defenders by 
creating a safe and enabling environment in which they can carry out their work. 

JUDICIAL HARASSMENT AND REPRESSION 
In conjunction with unlawful surveillance and defamatory smear campaigns, human rights defenders have 
been repeatedly targeted with criminal prosecution in the form of politically motivated and/or trumped-up 
charges, arrest, detention and imprisonment following unfair trials, and/or prosecuted for acts the 
punishment of which is contrary to international law. 

L`mx rtbg sqh`kr g`ud addm l`qqdc ax uhnk`shnmr ne cds`hmddr­ qhfgsr `mc a`rhb e`hq sqh`k qhfgsr- Nesdm+ gtl`m
rights defenders have faced trumped-up charges or charges that criminalized their legitimate activities in 
violation of human rights law. Sahrawi activists and people active in the Hirak El-Rif protest movement were 
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o`qshbtk`qkx rhmfkdc nts enq sgdhq oqnsdrs `bshuhshdr `mc `bshuhrl+ vghbg vdqd bqhlhm`khydc `r ®sgqd`sdmhmf sgd
hmsdqm`k rdbtqhsx ne sgd rs`sd¯- 

This report also documents cases in which human rights defenders were pressured by the authorities to 
provide false testimony against other human rights defenders. 

While some of the human rights defenders targeted in this way have been released or pardoned, many 
remain in detention. 

CONCLUSION 
Sgd Lnqnbb`m `tsgnqhshdr­ bnlahmdc trd ne tmk`vetk rtqudhkk`mbd+ itchbh`k g`q`rrldms `mc qdoqdrrhnm g`r
resulted in violations of numerous human rights, including the rights to privacy, liberty, and to freedom of 
expression, association and peaceful assembly. 

It has also created profound chilling effects, causing psychological, social and professional harms to those 
targeted, and deterring others and society at large from the lawful exercise of human rights. 

RECOMMENDATIONS: 

TO THE MOROCCAN AUTHORITIES: 
¶ Release people imprisoned in connection with the lawful exercise of their human rights. 

¶ Immediately cease surveillance of human rights defenders and journalists lawfully exercising their 
human rights and respect and ensure their right to privacy. 

¶ Undertake legislative reforms needed to implement a human rights regulatory framework governing 
surveillance that is capable of preventing abuses in practice, including by the DGST and other 
security agencies. Until such a framework is implemented, a moratorium on the purchase, sale, 
transfer and use of surveillance equipment should be enforced. 

¶ Ensure an independent, effective and systemic investigation into the DGST, including all reported 
cases of unlawful surveillance, hold all those responsible to account and provide for effective 
remedies for victims, including meaningful pathways for judicial redress, for physical and mental 
harm, as well as loss of livelihood. 

¶ Cease any and all participation by state actors in defamatory smear campaigns against human rights 
defenders and journalists, including on social media, and take steps to protect human rights 
defenders from such campaigns in media outlets. 

TO ALL STATES: 
¶ Deny export authorization of spyware, digital forensics tools, and other privacy-invasive technology to 

Morocco until such time as there has been a thorough, independent and effective investigation into 
unlawful surveillance of journalists, political activists and human rights defenders, and a system of 
human rights safeguards is in place capable of preventing human rights abuses in practice. 

¶ Prohibit companies from producing, selling, transferring or supporting highly invasive spyware, the 
functionality of which cannot be limited and whose use cannot be independently audited. 

TO STATES FROM WHICH SURVEILLANCE OR OTHER PRIVACY-INVADING TECHNOLOGY IS EXPORTED, SOLD 
OR BROKERED: 
¶ Conduct an investigation into the export, sale, transfer or brokering of technology linked to human 

rights abuses in this report, and revoke export licences where there is evidence or significant risk of 
its link to human rights abuses. 

¶ Prevent companies from brokering or otherwise facilitating the sale, transfer or support of 
surveillance and other privacy-invading technology to Morocco until such time as there has been a 
thorough, independent and effective investigation into unlawful surveillance of journalists, political 
activists and human rights defenders, and a system of human rights safeguards is in place capable 
of preventing human rights abuses in practice. 

TO COMPANIES INVOLVED IN SUPPLYING SURVEILLANCE AND OTHER PRIVACY-INVADING TECHNOLOGY TO 
MOROCCO: 
¶ Halt all sales, exports and transfers of all surveillance technologies to Morocco, as well as all 

brokering or other support for such sales, transfers or support, until such time as there has been a 
thorough, independent and effective investigation into unlawful surveillance of journalists, political 



 

¬WE START WITH THE VERDICT­  
HMRHCD LNQNBBN­R RTQUDHKK@MBD L@BGHMD  

Amnesty International 17 

activists and human rights defenders, and a system of human rights safeguards is in place capable 
of preventing human rights abuses in practice. 

¶ Implement robust mechanisms for reparations, including compensation for targets of unlawful 
surveillance or other forms of redress. 

TO TELECOMMUNICATIONS PROVIDERS (MOBILE OR INTERNET) IN MOROCCO: 
¶ Carry out adequate human rights due diligence in order to identify, prevent, mitigate and account for 

adverse human rights impacts, including in relation to surveillance, in particular by thoroughly 
assessing the risks of unlawful data sharing, and making risk assessments public. 

¶ Develop accessible and safe grievance mechanisms through which complaints regarding surveillance 
technology and its use can be addressed effectively. These mechanisms should be available in all 
countries and measures must be taken to ensure these mechanisms are accessible to all. 
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2. METHODOLOGY 

This report builds on an extensive body of first-hand documentation, technical investigations and source 
interviews conducted by Amnesty International between mid-2019 and May 2026 on the unlawful 
surveillance practices of the Moroccan authorities. 

Most significantly, this report draws on new and unpublished testimony from sources who worked within the 
Moroccan intelligence services; leaked surveillance data and internal targeting records; leaked material from 
surveillance vendors; and original journalistic investigations conducted by research partners. 

This report focuses on unlawful surveillance in Morocco, documenting both the targeting of journalists and 
human rights defenders (HRDs) in the course of their legitimate activities, and how safeguards against 
abuses are either absent or evaded. Furthermore, the report provides evidence of the use of tools, such as 
highly invasive spyware, which are unlawful by design, given the level of interference with the right to 
privacy. While states can conduct surveillance in line with international human rights law, such surveillance 
is unlawful if people are targeted for the legitimate exercise of their rights, or in a discriminatory fashion 
because of their identity. In cases where there may be a legitimate basis to conduct surveillance, for 
example, where there are reasonable grounds to suspect criminal wrongdoing, such surveillance may still be 
unlawful if there are inadequate safeguards against abuse.1  

Amnesty International conducted extensive interviews with a whistleblower who was a former member of 
Lnqnbbn­r cnldrshb hmsdkkhfdmbd rdquhbdr+ sgdDirection Générale de la Surveillance du Territoire (DGST), 
who directly participated in numerous surveillance operations during their decade-long employment at the 
CFRS- Sn dmrtqd sgdhq r`edsx `mc sn `unhc qdsqhatshnm+ @lmdrsx Hmsdqm`shnm`k `mc ldch` o`qsmdqr hm ¬The 
Odf`rtr Oqnidbs9 Hmrhcd Lnqnbbn­rSurveillance Machine­2 have used the pseudonym Safir for this 
whistleblower. Amnesty International has verified Safir­r hcdmshsx+ dloknxldms ghrsnqx `mc l`mx jdx `rodbsr
of their testimony via independent sources. Further verification was undertaken by Forbidden Stories and 
media partners of the Odf`rtr Oqnidbs9 Hmrhcd Lnqnbbn­r Roxhmf L`bghmd (see below in this section). Oral 
interviews with Safir conducted by the Moroccan journalist Hicham Mansouri have also been cited in this 
report. 

Safir­r sdrshlnmx v`r etqsgdq udqhehdc `mc bqnrr-checked against independent technical evidence and the 
testimony of other sources, including two Moroccan ex-intelligence officials and surveillance industry 
oqnedrrhnm`kr vhsg jmnvkdcfd ne Lnqnbbn­r rtqudhkk`mbd practices. Many of the key claims made by Safir are 
supported by leaked data and other unpublished material reviewed during the investigation, including 
sdbgmhb`k qdbnqcr+ sgd sdrshlnmx ne rtqudhkk`mbd s`qfdsr+ `mc etqsgdq qdrd`qbg hmsn sgd `bshuhshdr ne Lnqnbbn­r
intelligence services. This whistleblower testimony provides a critical and unique opportunity to peel back the 
l`mx k`xdqr ne rdbqdbx+ ed`q `mc tmbdqs`hmsx vghbg rtqqntmc Lnqnbbn­r dwsdmrhud trd ne rtqudhkk`mbd
technologies against civil society. This testimony and the leaked materials also provide a rare holistic view 
into how a national surveillance apparatus can combine cutting-edge digital surveillance with more 
traditional surveillance methods to target human rights defenders. 

The leaked surveillance data ± reviewed and analysed by Amnesty International ± identifies specific 
hmchuhct`kr rdkdbsdc enq rtqudhkk`mbd trhmf ltkshokd cheedqdms rxrsdlr+ hmbktchmf MRN Fqnto­r Odf`rtr
roxv`qd+ G`bjhmf Sd`l­r QBR roxv`qd+ `mc ognmd fdnknb`tion systems. A subset of this leaked material 
also included raw surveillance data, such as photos and audio recordings covertly gathered from phones 

 
1 UN Office of the High Commissioner for Human Rights (OHCHR), The Right to Privacy in the Digital Age (UN Doc. A/HRC/27/37), 30 
June 2014, https://docs.un.org/en/a/HRC/27/37, para. 21. 
2 Forbidden Stories, Pegasus Project: Inside Morocco's spying machine, 16 July 2026, forbiddenstories.org/projects_posts/pegasus-project-
inside-moroccos-spying-machine/  

https://docs.un.org/en/a/HRC/27/37
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infected with spyware by Moroccan authorities. Additionally, Amnesty International analysed two distinct 
Android spyware agents which were used in recent years to target activists and journalists in Morocco and 
abroad (see Section 5.3). 

This report is published as part of the Odf`rtr Oqnidbs9 Hmrhcd Lnqnbbn­r Roxhmf L`bghmd, a research 
collaboration of 14 media partners coordinated by the investigative journalism network Forbidden Stories.3 
Amnesty International worked with the Forbidden Stories consortium to analyse and verify an unprecedented 
range of materials on surveillance technologies and operations. Media partners in the Pegasus Project have 
verified key findings with sources in the cyber-surveillance industry, European intelligence and policing 
organizations, and with Moroccan sources knowledgeable about the inner workings of the security services, 
including the two ex-intelligence officers mentioned above. Members of the Forbidden Stories consortium 
collaborated on research leads, shared interview transcripts, and conducted fact checking on the overall 
project findings. Each partner remains solely responsible for the content of their own publications; however, 
the source material is common to all media partners. Where Amnesty International drew on interviews or 
analysis of consortium partners, this is referenced in the report. 

In addition, Amnesty International conducted in-person and remote interviews with 10 journalists and 
human rights defenders from Morocco who have endured repression in the form of surveillance, defamation 
and/or judicial harassment. Of these, four currently reside in Morocco. Informed consent was obtained to 
conduct all interviews and to publish their testimony in this report. Interviews with individuals located in 
Morocco were conducted remotely. Amnesty International provided no remuneration to the interviewees or 
sources in exchange for testimonies. The interviewees who consented to be named in this report are, in 
alphabetical order: Fouad Abdelmoumni, Afaf Bernani, Mohamed Majaoui, El Mahjoub Maliha, Hicham 
Mansouri, Maâti Monjib, Kholoud Mokhtari, Omar Radi, Soulaiman Raissouni and Ali Salem Tamek. 

Other sources used by Amnesty International in conducting research for this report include satellite imagery 
analysis, image geolocation, company records, trade data and other material on the workings of the cyber-
surveillance industry, as well as extensive media reports, UN agency reports and reports from human rights 
organizations. Additionally, the research team carried out analysis of content from online news outlets and 
social media platforms, specifically focusing on disinformation and defamatory material targeting Moroccan 
civil society. 

As part of the research conducted for this report, Amnesty International, in coordination with Forbidden 
Stories, reanalysed the leaked dataset of Pegasus targeting information, which was foundational to the 2021 
Pegasus Project publication.4 Amnesty International found that almost 13,000 unique phone numbers were 
selected as potential targets by the Moroccan Pegasus customer, the DGST; the DGST was the largest 
customer in the dataset based on unique targets. Since the earlier publication of the original Pegasus Project 
reporting, the full original dataset of around 50,000 numbers ± which included numbers targeted by a dozen 
other Pegasus customers ± was further validated by authorities in Poland, France, and Hungary, who 
confirmed that individuals whose phone numbers were identified in the list were in fact targeted and infected 
by Pegasus. Further forensic investigations were carried out to confirm spyware infections consistent with the 
dataset.  

Safir named specific individuals holding key senior positions within the DGST, including the officers 
responsible for overseeing these spyware surveillance operations and telecommunication interception. Safir 
also provided work phone numbers for some DGST staff members who they alleged were involved in testing 
`mc cdoknxhmf MRN Fqnto­r Odf`rtr roxv`qd hm Lnqnbbn- 

The analysis in Chapters 4-6 of this report, addressing the technical capabilities and surveillance 
technologies used by the DGST, is based on technical material, leaked documentation, Pegasus Project data 
and other material that is consistent with, but independent of, Safir­r sdrshlnmx- Bg`osdq 6 cq`vr lnqd
heavily on whistleblower evidence to map how the various surveillance technologies (analysed in Chapter 5) 
and disparate tactics are woven together to build a multi-layered net of surveillance.  

ACKNOWLEDGEMENTS 
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who bravely shared their testimonies with us.  

While the Odf`rtr Oqnidbs9 Hmrhcd Lnqnbbn­r Roxhmf L`bghmd has been a collaboration between multiple 
media partners, it is built on an initial body of research by the Moroccan journalist and human rights 

 
3 Forbidden Stories, Pegasus Project: Inside Morocco's spying machine, https://forbiddenstories.org/projects_posts/pegasus-project-inside-
moroccos-spying-machine/ (accessed on 4 August 2026).  
4 Amnesty International Security Lab, Case study: The Pegasus Project, https://securitylab.amnesty.org/case-study-the-pegasus-project/  
(accessed on 4 August 2026). 

https://securitylab.amnesty.org/case-study-the-pegasus-project/
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defender Hicham Mansouri. Since 2023, Hicham Mansouri has conducted hundreds of hours of interviews 
with Safir, human rights defenders and other sources. Transcripts of some of these interviews were shared 
with Amnesty International, and Hicham Mansouri also conducted fact checking for this report. We extend to 
him our sincerest thanks and appreciation. Hicham Mansouri is publishing his research on this project with 
the Moroccan media outlet Hawamich.5  

 
5 Hawamich Media,  ϣтϠϼПвЮϜ ЀЂϮϦЮϜ ϣвмДжв Ь϶Ϝϸ дв ХтЧϲϦ.. ϸЛϠ дК ϣϠЦϜϼвЮϜ ϤϝтЮϐ [Remote monitoring mechanisms. An investigation from within the 
Moroccan spy system], 17 July 2026 https://hawamich.info/11983/  (in Arabic).  

https://hawamich.info/11983/
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3. BACKGROUND 

Journalists, human rights defenders and whistleblowers play a key role in exposing authoritarian practices 
carried out by states.6 Reducing or limiting criticism levelled at those in authority is a key strategy used by 
rs`sdr sn du`cd `bbntms`ahkhsx `mc oqdudms chrbtrrhnmr nm ` fnudqmldms­r gtl`m qhfgsr qdbnqc hm nqcdq sn
shrink civic space and build, accumulate or consolidate unfettered power. A core objective of these tactics is 
to spread fear and send a chilling message to limit further potential dissent. As a result, individuals engaged 
in the defence of human rights or otherwise critical of the government are often among the first to be 
targeted and silenced by the authorities. So too in Morocco. For decades, Amnesty International and other 
human rights organizations7 have documented repression of journalists and human rights defenders across 
the country. 

Journalists and civil society in Morocco operate in a highly restricted environment and face a variety of 
authoritarian practices, including unlawful surveillance, smear campaigns and judicial harassment. This is 
the three-pronged strategy facing human rights defenders that works to silence dissent, attack media 
freedom, shrink civic space and entrench power.8 

Physical surveillance targeting civil society is a long-standing tactic used by the Moroccan authorities.9 It was 
particularly prevalent during the period from the mid-1960s to the mid-088/r+ jmnvm `r sgd ¬Xd`qr ne Kd`c­-
Interviewees for this report told Amnesty International that they had been subjected to physical surveillance: 
they reported the presence of cars in front of their houses and strangers following activists on foot. As 
technology and the surveillance industry have evolved over the years, so too have methods of surveillance. 
Physical surveillance tactics are still used today but are accompanied and reinforced by planted surveillance 
tools such as cameras, microphones and location (GPS) trackers. Digital surveillance is one of the pillars of 
techno-authoritarianism10, a pattern of actions where governments, corporate actors and/or other powerful 
non-state actors use digital technologies to monitor, control and suppress populations to unduly build, retain 
or concentrate power.  

Despite a royal pardon from King Mohammed VI in July 2024 for around 2,460 prisoners,11 Moroccan 
authorities continue to repress dissent and target journalists, activists and government critics using 
surveillance, along with other tactics in their repression toolbox. Several of the human rights defenders 
interviewed for this research describdc adhmf rtaidbsdc sn rtqudhkk`mbd `r ` ®v`x ne khed¯ hm Lnqnbb`m bhuhk
society. Consequently, individuals take precautions to varying degrees, depending on their previous 
experience of being surveilled. All interviewees indicated that they were aware of the capacity of the 

 
6 International human rights law and standards do not define authoritarian practices. Political theorist Marlies Glasius defines authoritarian 
oq`bshbdr `r ®o`ssdqmr ne `bshnm sg`s r`ans`fd `bbntms`ahkhsx sn odnokd nudq vgnl ` onkhshb`k `bsnq dwdqsr bnmsqnk, or their representatives, by 
ld`mr ne rdbqdbx+ chrhmenql`shnm `mc chr`akhmf unhbd¯- Enq lnqd hmenql`shnm+ rdd L`qkhdr Fk`rhtr+ ®Vg`s `tsgnqhs`qh`mhrl hr£and is not: A 
oq`bshbd odqrodbshud¯+ L`x 1/07+ Hmsdqm`shnm`k @ee`hqr+ Unktld 83+ Hrrtd 2+https://doi.org/10.1093/ia/iiy060;  and Marlies Glasius, 
Authoritarian Practices in a Global Age, 2023.  
7 For example, Moroccan Association for Human Rights (Association Marocaine des Droits Humains, AMDH): https://amdh.org.ma/ (in 
Arabic). 
8 Hm ` 1/11 qdonqs+ Gtl`m Qhfgsr V`sbg cdrbqhadc sgdrd `ooqn`bgdr `r Lnqnbbn­r ®ok`xannj sn bqtrg chrrdms¯- Rdd Gtl`m Qhfgsr V`tch, 
®Sgdx­kk Fds Xnt Mn L`ssdq Vg`s¯: Lnqnbbn­r Ok`xannj sn Bqtrg Chrrdms, 2022, https://www.hrw.org/report/2022/07/28/theyll-get-you-no-
matter-what/moroccos-playbook-crush-dissent  
9 Ahmed Boukhari, Le secret: Ben Barka et le Maroc ± Un Ancien Agent des Services Spéciaux Parle [The Secret: Ben Barka and Morocco 
± A Former Special Services Agent Speaks Out], 2022 (in French).  
10 Eknqdmbd F­rdkk+ ®Chfhs`k @tsgnqhs`qh`mhrl9 Eqnl rs`sd bnmsqnk sn `kfnqhsglhb cdronshrl¯+ 2/ I`mt`qx 1/14+ `u`hk`akd `s RRQM+ 
papers.ssrn.com/sol3/papers.cfm?abstract_id=5117399  
11 Amnesty International, Sgd Rs`sd ne sgd Vnqkc­r Gtl`m Qhfgsr9 @oqhk 1/14 (Index: POL 10/8515/2025), 28 April 2025, 
https://www.amnesty.org/en/documents/pol10/8515/2025/en/, p. 263. 

https://doi.org/10.1093/ia/iiy060
https://amdh.org.ma/
https://www.hrw.org/report/2022/07/28/theyll-get-you-no-matter-what/moroccos-playbook-crush-dissent
https://www.hrw.org/report/2022/07/28/theyll-get-you-no-matter-what/moroccos-playbook-crush-dissent
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=5117399
https://www.amnesty.org/en/documents/pol10/8515/2025/en/
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Moroccan authorities to intercept communications, with most using end-to-end encryption wherever possible 
in their confidential exchanges. 

The information gathered by authorities from their surveillance operations can be used to fuel defamation or 
rld`q b`lo`hfmr `f`hmrs chrrhcdmsr+ nq ad rtalhssdc `r ®duhcdmbd¯ sn itrshex sgdhq `qqdrs nq `f`hmrs sgdl hm
unfair trials. This is not always done covertly. In fact, these tactics are often used so brazenly that human 
rights defenders, journalists and government critics routinely self-censor to protect themselves. 

3.1 PROSECUTIONS AND HEAVY PRISON SENTENCES 
FOR EXPRESSION 

Targeted muzzling of online and offline expression is one of the strategies used by the Moroccan authorities 
to crack down on dissent. Moroccan authorities continue to investigate, prosecute and imprison journalists 
and activists for speaking critically about the government and particularly the King, as well as Western 
Sahara and religion. The Moroccan Penal Code includes a range of speech offences that are broadly 
defined, not recognizable offences under international law, and that provide heavy prison sentences for acts 
protected by the right to freedom of expression. 

For example, in July 2025, human rights defender Saida El-Alami was detained on charges linked to her 
nmkhmd `bshuhrl- Hm Rdosdladq+ ` bntqs rdmsdmbdc gdq sn sgqdd xd`qr hm oqhrnm nm bg`qfdr ne ®roqd`chmf e`krd
hmenql`shnm¯+ ®hmrtkshmf ` otakhb hmrshstshnm¯+ `mc ®hmrtkshmf ` kdf`kkx nqf`mhydc ancx¯+ `kk bqhldr tmcdq
Moroccan law. 12 Saida El-@k`lh+ ` ldladq ne sgd bnkkdbshud ®Lnqnbb`m Vnldm `f`hmrs Onkhshb`k Cdsdmshnm¯+
had previously been imprisoned in 2022 on separate charges regarding social media posts in which she 
publicly denounced the harassment she faced at the hands of the pokhbd `mc bqhshbhydc sgd `tsgnqhshdr­
repression of journalists and activists.13 

Those targeted by the criminalization of critical speech are often human rights defenders or activists. In 
2023, the Rabat Court of Appeal sentenced journalist and member of the Moroccan Association for Human 
Rights (AMDH), Rida Benotmane, to 18 months in prison on charges relating to social media posts and 
YouTube videos dating from 2021 in which he criticized abuses by the security forces, called for the release 
of political detainees and accused the government of oppressing free speech.14 Benotmane was released in 
March 2024, after serving his full sentence.15 

Mohamed Ziane, an 83-year-old human rights lawyer and ex-minister for human rights, knows better than 
most about the arsenal of oppressive tactics deployed by the Moroccan authorities against critical voices. 
Ziane resigned from his role in the Moroccan government in 1996, and since 2011 has been an outspoken 
critic of the authorities and the King and publicly defended a number of activists and journalists, including 
Nasser Zefzafi, a key figure in the Hirak El-Rif movement. The Moroccan authorities had already arrested 
`mc rdmsdmbdc Yh`md sn sgqdd xd`qr­ hloqhrnmldms hm 1/11+ nm anftr bg`qfdr+ hmbktchmf cde`l`shnm `mc
marital infidelity, after he criticized the director of the Moroccan national security forces in reaction to a 
defamatory video.16 In 2025, additional charges were brought against him following statements he made 
from prison criticizing the King.17 This led to a sentence of a further three years, which the Court of Appeal 
refused to merge with his previous sentence.18 

Dudm nmkhmd bnlldms`qx qdk`sdc sn sgd `tsgnqhshdr­ qdronmrd sn sgd 1/12 Dk G`nty d`qsgpt`jd b`m qdrtks hm `
oqhrnm rdmsdmbd- Enq dw`lokd+ hm I`mt`qx 1/14+ R`hc @hs L`gch+ `m `bshuhrs vgn bqhshbhydc sgd jhmfcnl­r
response to the earthquake, was sentenced to sgqdd lnmsgr­ hloqhrnmldms enq ®cde`l`shnm¯ `mc ®hmrtkshmf

 
12 Amnesty International, Sgd Rs`sd ne sgd Vnqkc­r Gtl`m Qhfgsr9 @oqhk 1/14 (previously cited).  
13 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn9 Rsno bqhlhm`k hmudrshf`shnmr `f`hmrs gtl`m qhfgsr cdedmcdqr nudq rnbh`k ldch` onrsr¯+ 6 @oqhl 2022, 
https://www.amnesty.org/en/latest/news/2022/04/morocco-stop-investigation-human-rights-defenders/  
14 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn.Vdrsdqm R`g`q`9 Etqsgdq hmenql`shnm9 Gtl`m qhfgsr cdedmcdq­r bnmuhbshnm togdkc9 Qhc` Admnsl`md¯
(Index: MDE 29/6493/2023), 28 February 2023, https://www.amnesty.org/en/documents/mde29/6493/2023/en/  
15 Eqnmskhmd Cdedmcdqr+ ®Qhc` Admnsl`md qdkd`rdc `esdq rdquhmf ` rdmsdmbd ne 07 lnmsgr hm oqhrnm¯+ 18 L`qbg 1/13+
https://www.frontlinedefenders.org/en/case/rida-benotmane-released-after-serving-sentence-18-months-prison  
16 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn9 Gtl`m qhfgsr k`vxdq rdmsdmbdc hm `ardmsh`9 Lng`ldc Yh`md¯ 'Hmcdw9 LCD 18.5286.1/12(
https://www.amnesty.org/en/documents/mde29/6397/2023/en/: Ak`ch-mds+ ®Lnqnbbn a`qr dw-lhmhrsdq eqnl sq`udk `esdq bqhshbhyhmf jhmf­r
`ardmbd¯+ 04 Mnudladq 1/11+https://en.bladi.net/morocco-bars-minister-from-travel-criticizing-king-absence,97802.html  
17 Sgd Shldr+ ®Lnqnbbn i`hkr dw-lhmhrsdq enq bqhshbhrhmf ¬`ardms­ jhmf¯+ 11 Itkx 1/13+ 
https://www.thetimes.com/world/africa/article/morocco-jails-former-minister-for-criticising-king-vcsl6k0pg 
18 @BBNQC+ ®Lnqnbbn9 BNH Bnlohk`shnm- Cdbdladq 1/14 'Qdonqshmf odqhnc9 I`mt`qx 1/12 sn @tftrs 1/14(¯+
https://www.ecoi.net/en/file/local/2135028/ACCORD_Morocco_December_2025.pdf : X`ahk`ch+ ®Q`a`s bntqs qdidbsr Lng`ldc Yh`md qdkd`rd
qdptdrs¯+ 3 Itmd 1/15+https://en.yabiladi.com/articles/details/195961/rabat-court-rejects-mohamed-ziane 

https://www.amnesty.org/en/latest/news/2022/04/morocco-stop-investigation-human-rights-defenders/
https://www.amnesty.org/en/documents/mde29/6493/2023/en/?utm_source=annual_report&utm_medium=pdf&utm_campaign=2021
https://www.frontlinedefenders.org/en/case/rida-benotmane-released-after-serving-sentence-18-months-prison
https://www.amnesty.org/en/documents/mde29/6397/2023/en/
https://en.bladi.net/morocco-bars-minister-from-travel-criticizing-king-absence,97802.html
https://www.thetimes.com/world/africa/article/morocco-jails-former-minister-for-criticising-king-vcsl6k0pg?utm_medium=Social&utm_source=Facebook&fbclid=IwY2xjawSiKL1leHRuA2FlbQIxMQBicmlkETFmc2h1S0dRaVo2dU1jbjdGc3J0YwZhcHBfaWQQMjIyMDM5MTc4ODIwMDg5MgABHo5buwJBrRZdfgp7CwpiRzMc91fnPpw-2SqBl4mAUAfCLGK6xnXMg5SN7qWR_aem_Fj-8FH1gRZ1sVOoImEv05Q#Echobox=1721666398-1
https://www.ecoi.net/en/file/local/2135028/ACCORD_Morocco_December_2025.pdf
https://en.yabiladi.com/articles/details/195961/rabat-court-rejects-mohamed-ziane
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otakhb neehbh`kr¯ `esdq gd b`kkdc enq lnqd `hc sn sgd `eedbsdc onotk`shnmr `mc e`rsdq qdbnmrsqtbshnm- Hm L`qbg
1/14+ sgd Q`a`s Bntqs ne @ood`k+ hm Lnqnbbn­r b`ohs`k+ `ccdc nmd xd`q sn ghr rdmsdmbd- 

Moroccan authorities continue to be particularly intolerant of all expression and assembly related to the 
rights of Sahrawis in Western Sahara.19 The Collective of Sahrawi Human Rights Defenders (CODESA) 
regularly reports on arbitrary arrests of Sahrawi activists, prolonged surveillance, house arrests of entire 
families and systematic censorship tactics used against protest organizers. In Laayoune and other cities in 
Western Sahara, Moroccan security forces regularly disperse peaceful demonstrations that call for Sahrawi 
independence and self-determination, leading to arrest and prosecution of Sahrawi activists. 

Almost all of the human rights defenders interviewed for this research continue to be subjected to 
harassment by government-aligned news websites and other media outlets. This phenomenon plays a 
central role in manipulating public opinion and threatening the safety of those targeted by these 
campaigns.20 

Unlawful surveillance and judicial harassment of activists are accompanied by public smear campaigns 
aimed at undermining their public reputation. These campaigns, which take place online and over traditional 
media, are so commonplace that outlets known to conduct them are colloquially referred to as the 
®cde`l`shnm ldch`¯- 

Nm 13 Cdbdladq 1/14+ Lnqnbbn­r O`qkh`ldms `cnosdc Cq`es K`v Mn- 15-14+ vghbg qdrsqtbstqdc sgd M`shnm`k
Press Council (Conseil National de la Presse), effectively increasing government control over the media. 
Human rights groups expressed concern that this could potentially result in a renewed chilling effect on 
media freedom in Morocco.21 Hm Edaqt`qx 1/15+ Lnqnbbn­r Bnmrshstshnm`k Bntqs cdbk`qdc rdudq`k oqnuhrhnmr
of the draft law unconstitutional and ruled that amendments were necessary. The government submitted an 
amended version, Draft Law No. 09.26, which the Moroccan parliament approved in June 2026.22 

The use of repressive laws that criminalize legitimate forms of dissent by human rights defenders, journalists 
and activists is a key component of authoritarian practices that Morocco has used to sabotage accountability 
and entrench power, including by instilling a climate of fear and self-censorship.23 

Amnesty International and other civil society organizations have documented various cases of judicial 
harassment of Moroccan human rights defenders and journalists in recent years.24 For this research, 
Amnesty International spoke with the following individuals who have each experienced judicial harassment of 
some kind: Fouad Abdelmoumni, Afaf Bernani, Mohamed Majaoui, Hicham Mansouri, Maâti Monjib, Omar 
Radi, Soulaiman Raissouni and Ali Salem Tamek. Judicial harassment for these individuals has taken 
various forms, including denial of fair trial procedures and politically motivated convictions for financial 
irregularities, espionage and defamation.25 

Sgd knmf qd`bg ne sgd Lnqnbb`m `tsgnqhshdr­ rtqudhkk`mbd `mc g`q`rrldms oq`bshbdr `krn dwsdmcr sn odnokd
living outside of Morocco. Amnesty International and others26 have documented cases of transnational 
repression, whereby Moroccan and Sahrawi human rights defenders and journalists living in other countries 
are harassed digitally or in person. This harassment is conducted through digital surveillance, smear 
campaigns, criminalization, and sometimes physical surveillance. As Fouad Abdelmoumni, who now lives in 

 
19 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn.Vdrsdqm R`g`q`9 S`qfdsdc Bq`bjcnvm ne R`gq`vh @bshuhrsr¯ 'Hmcdw9 LCD 18.33/3.1/10(+ 08 Itkx 1021, 
https://www.amnesty.org/en/documents/mde29/4404/2021/en/ 
20 Kd Cdrj+ ®00/ intqm`khrsdr l`qnb`hmr cămnmbdms k` oqnkheăq`shnm cd lăch`r cd chee`l`shnm¯+ 05 Itkx 1/1/+ kdcdrj-l`.1/1/./6.05/110-
journalistes-marocains-denoncent-la-proliferation-de-medias-de-diffamation/  
21 @qshbkd 08+ ®Lnqnbbn9 Drs`akhrg sqtkx hmcdodmcdms Oqdrr Bntmbhk enkknvhmf qtkhmf¯+ /8 L`qbg 1/15+
https://www.article19.org/resources/morocco-establish-truly-independent-press-council-following-
ruling/https://www.article19.org/resources/morocco-establish-truly-independent-press-council-following-ruling/ Article 19, 
https://www.article19.org/resources/morocco-establish-truly-independent-press-council-following-ruling/ 
22 @qshbkd 08+ ®Lnqnbbn9 Ldch` rdbsnq kdes nts ne bnmrtks`shnmr enq mdv oqdrr bntmbhk k`v¯+ 5 Itkx 1/15
https://www.article19.org/resources/morocco-media-sector-left-out-of-consultations-for-new-press-council-law/  
https://www.article19.org/resources/morocco-media-sector-left-out-of-consultations-for-new-press-council-law/  
23 Amnesty International and others, Dissent on Trial: Strategies to Counter Rising Criminalization (Index: POL 40/0502/2025), 25 
November 2025,  https://www.amnesty.org/en/documents/pol40/0502/2025/en/   
24 Rdd+ enq dw`lokd+ @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn.Vdrsdqm R`g`q`9 Rsno sgd itchbh`k g`q`rrldms ne R`gq`vh gtl`m qhfgsr cdedmcdqr¯
(Index: MDE 29/003/2007), 5 February 2007, https://www.amnesty.org/en/documents/mde29/003/2007/en/; Amnesty International, 
®Lnqnbbn9 Qdkd`rd gtl`m qhfgsr cdedmcdq oqnrdbtsdc nm sqtlodc to bg`qfdr¯+ 16 I`mt`qx 1/10+https://www.amnesty.org/en/latest/press-
release/2021/01/morocco-release-human-rights-defender-prosecuted-on-trumped-up-charges/: @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn9
Intqm`khrs s`qfdsdc ax `tsgnqhshdr e`bdr sqh`k¯+ 5 @oqhk 1/10+https://www.amnesty.org/en/latest/press-release/2021/04/morocco-journalist-
targeted-by-authorities-faces-trial/  
25 See Human Rights Watch, ®Sgdx­kk Fds Xnt Mn L`ssdq Vg`s¯ (previously cited).  
26 See for example: The Citizen Lab, No Escape: The Weaponization of Gender for the Purposes of Digital Transnational Repression, 
December 2024, https://citizenlab.ca/research/the-weaponization-of-gender-for-the-purposes-of-digital-transnational-repression/;,and 
European Parliament, REPORT of the investigation of alleged contraventions and maladministration in the application of Union law in 
relation to the use of Pegasus and equivalent surveillance spyware, May 2023, https://www.europarl.europa.eu/doceo/document/A-9-2023-
0189_EN.html (para 361). 

https://www.amnesty.org/en/documents/mde29/4404/2021/en/
https://www.article19.org/resources/morocco-establish-truly-independent-press-council-following-ruling/
https://www.article19.org/resources/morocco-establish-truly-independent-press-council-following-ruling/
https://www.article19.org/resources/morocco-establish-truly-independent-press-council-following-ruling/
https://www.article19.org/resources/morocco-establish-truly-independent-press-council-following-ruling/
https://www.article19.org/resources/morocco-media-sector-left-out-of-consultations-for-new-press-council-law/
https://www.article19.org/resources/morocco-media-sector-left-out-of-consultations-for-new-press-council-law/
https://www.amnesty.org/en/documents/pol40/0502/2025/en/
https://www.amnesty.org/en/documents/mde29/003/2007/en/
https://www.amnesty.org/en/latest/press-release/2021/01/morocco-release-human-rights-defender-prosecuted-on-trumped-up-charges/
https://www.amnesty.org/en/latest/press-release/2021/01/morocco-release-human-rights-defender-prosecuted-on-trumped-up-charges/
https://www.amnesty.org/en/latest/press-release/2021/04/morocco-journalist-targeted-by-authorities-faces-trial/
https://www.amnesty.org/en/latest/press-release/2021/04/morocco-journalist-targeted-by-authorities-faces-trial/
https://citizenlab.ca/research/the-weaponization-of-gender-for-the-purposes-of-digital-transnational-repression/
https://www.europarl.europa.eu/doceo/document/A-9-2023-0189_EN.html
https://www.europarl.europa.eu/doceo/document/A-9-2023-0189_EN.html
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Dtqnod+ snkc @lmdrsx Hmsdqm`shnm`k9 ®Eqnl vg`s H qd`c hm sgd Zcde`l`shnm\ oqdrr+ hs­r bkd`q sgdx­qd nm sno ne
vg`s H­l cnhmf `mc vgdqd H­l fnhmf- Sgd sq`mrenql`shnm ne sgd vnqkc vhsg chfhs`k snnkr g`r qdmcdqdc anqcdqr
rdbnmc`qx-¯27 

 
27 Interview by phone with Fouad Abdelmoumni, February 2026. 
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4. INSIDE PEGASUS: THE 
EVOLUTION OF THE 
VNQKC­R LNRS
NOTORIOUS SPYWARE 
SYSTEM 

MRN Fqnto­r Odf`rtr roxv`qd g`r addm trdc sn e`bhkhs`sd gtl`m qhfgsr uhnk`shnmr `qntmc sgd vnqkc nm `
massive scale. Amnesty International calls for a global ban on Pegasus and other forms of highly invasive 
spyware, because they allow unlimited access to a device and their use cannot be independently audited, 
and therefore incompatible with international human rights law. This chapter builds on previous technical 
qdonqsr `mc enqdmrhb hmudrshf`shnmr ax @lmdrsx Hmsdqm`shnm`k­r Rdbtqhsx K`a hm nqcdq sn oqdrdms sgd lnrs
complete analysis to date of Pegasus spyware and how it is used by NSO Group customers.28 It provides 
important background context for chapter 5, which documents the use of Pegasus spyware by Morocco. 

The chapter draws heavily on confidential customer documentation and internal NSO Group records which 
were disclosed as part of a long-running civil case taken by WhatsApp and Meta against NSO Group in US 
court.29 It provides the most detailed view yet into the inner workings of the Pegasus spyware system. This 
includes confirmation of key technical capabilities such as the infection vectors and methodologies used to 
infect devices, supported by analysis of internal NSO Group documents, that until now had only been 
identified via forensic investigations. It also presents new material that validates the accuracy and 
significance of the dataset underpinning the original 2021 Pegasus Project investigation. Finally, this 
research provides an updated analysis, drawing on previously published Pegasus forensic evidence and 

 
28 A version of this chapter was originally published on in July 2026. Amnesty International Security Lab, Inside Pegasus: the evolution of 
sgd vnqkc­r lnrs mnsnqhntr roxv`qd rxrsdl+16 July 2026, https://securitylab.amnesty.org/latest/2026/07/inside-pegasus-the-evolution-of-
the-worlds-most-notorious-spyware/ 
29 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, 
https://www.courtlistener.com/docket/16395340/whatsapp-inc-v-nso-group-technologies-limited/  (accessed on 16 July 2026). 
@lmdrsx Hmsdqm`shnm`k­r Rdbtqhsx K`a g`r bqd`sdc ` qdonrhsnqx ne ne sgd jdx cnbtldmsr bhsdc hm sgd b`rd nm FhsGta+ hm sgd hmserest of making 
this important material more accessible for all researchers and advocates working on spyware accountability efforts. Amnesty International, 
¬Hmrhcd Odf`rtr9 jdx cnbtldmsr eqnl Vg`sr@oo u- MRN Fqnto­+ 05 Itkx 1/15-https://github.com/AmnestyTech/inside-pegasus 
Every file in the repository is an extract from documents filed on the public court docket. Each page carries the court's filing stamp (Case 
4:19-cv-07123-OIG £ Ehkdc £( `mc sgd o`qshdr& A`sdr mtladqr 'MRN^VG@SR@OO^£+ V@-MRN£(+ rn `mx dwsq`bs b`m ad sq`bdc back to 
its source filing and page. All documents in this repository are now in the public domain as public court exhibits. Some carry a "HIGHLY 
CONFIDENTIAL ± ATTORNEYS' EYES ONLY" stamp. That was their designation during the litigation, before the court ordered them filed 
publicly; the stamp is a record of that history and has no bearing on their status now. All references in this chapter are made to the Amnesty 
International repository, for ease of reference. 
 

https://securitylab.amnesty.org/case-study-the-pegasus-project/
https://securitylab.amnesty.org/latest/2026/07/inside-pegasus-the-evolution-of-the-worlds-most-notorious-spyware/
https://securitylab.amnesty.org/latest/2026/07/inside-pegasus-the-evolution-of-the-worlds-most-notorious-spyware/
https://www.courtlistener.com/docket/16395340/whatsapp-inc-v-nso-group-technologies-limited/
https://github.com/AmnestyTech/inside-pegasus
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newly released materials, to validate the technical methodology used to forensically link Pegasus spyware 
attacks targeting different victims as originating from the same Pegasus customer. 

A key aim of this publication is to document and demystify the functionality and operations of technological 
systems like Pegasus, and to inform the wider spyware accountability community on how complex 
surveillance systems such as Pegasus are used by government customers. Public understanding of how 
such spyware systems operate is of critical value to technologists, researchers, and policy makers and others 
with an interest in understanding the targeted surveillance ecosystem and threats posed to human rights by 
surveillance technologies. 

4.1 THE PEGASUS INFECTION PROCESS FROM THE 
ATTACKER PERSPECTIVE 

Odf`rtr hr rnkc sn fnudqmldmsr `r `m ®dmc-to-dmc¯ bxadq-intelligence solution. NSO Group is responsible for 
building and integrating the various technical components needed to perform spyware attacks, including 
creating exploits and infection vectors, deploying and monitoring anonymization servers, and designing a 
user interface which allows the ultimate end-user ± a government customer30 ± to perform highly technically 
sophisticated attacks with little need for technical capabilities of their own.  

Key components of the system, including the Pegasus user dashboard and the storage servers which archive 
rtqudhkk`mbd c`s` f`sgdqdc eqnl ` uhbshl­r cduhbd+ `qd hmrs`kkdc knb`kkx hm sgd btrsnldq bntmsqx+ nesdm hm `
server room at the customer site or headquarters. 

However, other important components of the Pegasus system, particularly those used to send attacks and 
securely transfer the surveillance data from infected devices, are run and managed by NSO Group. 

To keep attacks from being traced back to the customer, NSO Group operates much of the delivery and 
qdk`x hmeq`rsqtbstqd hm `m `mnmxlhydc e`rghnm- Hm MRN&r nvm sdqlhmnknfx+ sghr hr qdedqqdc sn `r !vghsdmdc¯
infrastructure. A dedicated NSO team, ®White Services̄, is responsible for acquiring this infrastructure while 
aiming to prevent any attributable connection to NSO Group or the Pegasus customer. Much of the server 
infrastructure appears to be paid for with cryptocurrencies in order to achieve that goal.31 To avoid cross-
contamination, NSO Group builds separate independent infrastructure and accounts for each customer, 
where technically feasible. 

 

 

®@mnmxlhydc mncdr rdqud nmkx ` rhmfkd bkhdms¯32  

 

Sgd MRN Fqnto ¬l`m`fdc rdquhbdr­ e`kk hmsn svn jdx b`sdfnqhdr9 sgd `mnmxlhyhmf rdqudq `mc qdk`x mdsvnqj+
`mc sgd ®vghsdmdc¯ `bbntmsr trdc sn rdmc dwoknhsr `mc hmsdq`bs vhsg dwsdqm`k rdquhbd oqnuhcdqr 'rtbgas SMS 
messaging services). 

Sgd ehqrs b`sdfnqx hmbktcdr vg`s MRN Fqnto g`r sdqldc sgd ®Odf`rtr @mnmxlhyhmf Sq`mrlhrrhnm
Mdsvnqj¯+33 which is the custom VPN network used to hide the location and actions taken by the Pegasus 
customer system. It is used to send the spyware payload to the target device, and to forward collected 

 
30 MRN Fqnto rs`sd sg`s sgdhq oqnctbsr `qd rnkc nmkx sn fnudqmldms `fdmbhdr9 ®MRN Fqnto khbdmrdr hsr oqnctbsr nmkx sn fnudqmldms 
hmsdkkhfdmbd `mc k`v dmenqbdldms `fdmbhdr enq sgd rnkd otqonrd ne oqdudmshmf `mc hmudrshf`shmf sdqqnq `mc rdqhntr bqhld¯- MRN Group, 
Governance, https://www.nsogroup.com/governance/ (accessed on 26 July 2026). 
31 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Video Deposition of Ramon 
Eshkar, https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/testimony/eshkar-deposition.pdf, p. 84. 
32 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Pegasus version 3.0 ± Product 
Description, August 2018, https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/products-and-capabilities/pegasus-
product-description-2018.pdf, p. 14. 
33 ¬Odf`rtr Oqnctbs Cdrbqhoshnm­- @u`hk`akd `s9https://embed.documentcloud.org/documents/4599753-NSO-Pegasus/, p. 17 (accessed on 
16 July 2026). 

https://www.nsogroup.com/governance/
https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/testimony/eshkar-deposition.pdf
https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/products-and-capabilities/pegasus-product-description-2018.pdf
https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/products-and-capabilities/pegasus-product-description-2018.pdf
https://embed.documentcloud.org/documents/4599753-NSO-Pegasus/
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surveillance data back to the customer's on-site system, arranged so that neither the target nor an 
investigator can readily identify the customer or the wider Pegasus network behind it. 

The second category, examined later in this report, includes the individual attack accounts, infection 
cnl`hmr `mc rdqudqr trdc `f`hmrs ` btrsnldq&r s`qfdsr- Sgd ®Vghsd Rdquhbdr¯ cdo`qsldms bqd`sdr+ `r `
standard practice, fresh, customer-specific accounts and domain names for each customer.34 This practice 
aligns with the Security Lab's own forensic observations that a given account or domain is only found on 
target devices which could plausibly have been targeted by the same customer. This crucial observation, 
now confirmed by NSO Group documentation, allows attacks to be reliably clustered and attributed based on 
forensic evidence. 

Due to the complex technical nature of the spyware system and network, NSO Group maintains a Network 
Nodq`shnm Bdmsdq '®MNB¯( qdronmrhakd enq lnmhsnqhmf btrsnldq rxrsdlr enq sdbgmhb`k e`tksrand/or 
operational security alerts. Customer-e`bhmf cnbtldmsr rs`sd sg`s vghkd MRN Fqnto­r rtoonqs rs`ee `mc sgd
MNB ®b`m rdd rdbtqhsx `kdqsr+ sgdx b`mmns uhdv `mx bnkkdbsdc s`qfds nq nodq`shnm`k-qdk`sdc c`s`¯-35 This real-
time monitoring capability suggests that NSO Group must receive some level of telemetry or alerts from 
customer systems, necessary to detect failed or exposed infection attempts. 

 

 

24/7 Support Center monitors security36  

4.1.1 THE PEGASUS DASHBOARD: USERS, GROUPS, AND CASES 
Bdmsq`k sn sgd btrsnldq­r trd ne sgd roxv`qd hr sgd Odf`rtr c`rgan`qc- Hs `kknvr sgd roxv`qd nodq`snqr+
vnqjhmf enq MRN­r fnudqmldms btrsnldqr+ sn l`m`fd `mc hmsdq`bs vhsg `kk jdx `rodbsr ne sgd rxrsdl, 
including launching new spyware infections and analysing the retrieved surveillance data. 

 

 

The Pegasus 3 Dashboard37  

 
34 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Eshkar transcripts, 
https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/testimony/WhatsApp-v-NSO-Eshkar-Transcrips_Case-4-19-cv-
07123-PJH.pdf,  pp. 2-11. 
35 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Pegasus version 3.0 ± Product 
Description, https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/products-and-capabilities/pegasus-product-description-
2018.pdf, p. 22. 
36 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Pegasus version 3.0 ± Product 
Description, (previously cited), p. 22. 
37 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Pegasus 3 ± Introduction  
https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/products-and-capabilities/pegasus-3-introduction.pdf, p. 25. 

https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/testimony/WhatsApp-v-NSO-Eshkar-Transcrips_Case-4-19-cv-07123-PJH.pdf
https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/testimony/WhatsApp-v-NSO-Eshkar-Transcrips_Case-4-19-cv-07123-PJH.pdf
https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/products-and-capabilities/pegasus-product-description-2018.pdf
https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/products-and-capabilities/pegasus-product-description-2018.pdf
https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/products-and-capabilities/pegasus-3-introduction.pdf
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NSO Group provides the Pegasus dashboard as a user-friendly browser-based console, only accessible 
knb`kkx nm sgd fnudqmldms btrsnldq­r oqdlhrdr- Sgd rxrsdl hr athks vhsg bnmehcdmsh`khsx hm lhmc- Sgd rxrsdl
distinguishes multiple roles for each individual user account, such as analyst, operator, supervisor, and 
administrator. 

 

 

 

Tiered permissions limiting case visibility by user and group38  
 

 

@mx rtqudhkk`mbd nodq`shnm trhmf Odf`rtr hr l`m`fdc `mc bnmsqnkkdc hmrhcd ®fqntor¯ `mc ®b`rdr¯- Rxrsdl
administrators or other individuals on the customer-side with supervisor privileges can assign specific 
individuals, termed ®̀ m`kxrsr¯+ sn nmd nq lnqd fqntor- Fqntor `qd trdc sn l`m`fd rxrsdl odqlhrrhnmr enq
analysts, determining which cases they have access to. Once assigned to groups and cases, analysts gain 
the ability to view gathered surveillance records and, depending on system permissions, to launch new 
surveillance operations. This layered permissions system means access to case information is tightly 
restricted on the customer side and on a need-to-know basis. Individual analysts are only able to see their 
assigned cases and do not have visibility into how the overall system is being used. Individual analysts and 
cases can be assigned to more than one group. 

 
38 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Pegasus 3 ± Introduction, 
(previously cited), p. 29. 
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A case organizes targets around a key intelligence topic39  
 

 

S`qfdshmf hm sgd Odf`rtr rxrsdl adfhmr vhsg sgd nodmhmf ne ` ®b`rd¯- @ b`rd hr trdc sn ®nqf`mhyd `mc
l`m`fd s`qfdsr¯ `mc b`m ad trdc sn fqnto hmsdkkhfdmbd-f`sgdqhmf deenqsr `qntmc ` ®jdx hmsdkkhfdmbd snohb¯
such as a particular organization or a particular investigation.40 Multiple individual targets can be added 
hmrhcd ` rhmfkd ®b`rd¯- 

4.1.2 LAUNCHING A PEGASUS ATTACK: TARGET SELECTION, DEVICE 

FINGERPRINTING, AND VECTOR DELIVERY 
Once the case is created, the spyware operator (the person using the Pegasus system) can add new 
prospective spyware targets to the case. For each target, the operator can enter one or more phone 
numbers. The target phone number is the primary identifier used in the Pegasus system. The phone number 
is often all that is needed to perform an attack. 

Pegasus training material describes situations where it may not be possible to attack a target directly, for 
example, if they do not use a smartphone or are highly security-conscious in how they use their device. In 
sgnrd bhqbtlrs`mbdr+ MRN Fqnto rtffdrsr dwo`mchmf sn ®bknrd-bhqbkd hmedbshnm¯+ s`qfdshmf nsgdqr bnmmdbsdc
to the target, potentially including colleagues, friends or family members of the primary target in order to 
gather information about them indirectly. 

Pegasus use has previously been documented against the family members41 of political opposition members 
and journalists, including some who were children42 when they were targeted. 

 
39 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Pegasus 3 ± Introduction, 
(previously cited), p. 15. 
40 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Pegasus 3 ± Hmsqnctbshnm­
(previously cited), p. 22. 
41 Ft`qch`m+ ®Gnsdk Qv`mc` `bshuhrs­r c`tfgsdq ok`bdc tmcdq Odf`rtr rtqudhkk`mbd¯+ 08 Itkx 1/10+
https://www.theguardian.com/news/2021/jul/19/hotel-rwanda-activist-daughter-pegasus-surveillance  
42 Bhshydm K`a+ ®Qdbjkdrr dwoknhs9 Ldwhb`m intqm`khrsr+ k`vxdqr `mc ` bghkc s`qfdsdc vhsg MRN roxv`qd¯+ 08 Itmd 1/06+
https://citizenlab.ca/research/reckless-exploit-mexico-nso/  

https://www.theguardian.com/news/2021/jul/19/hotel-rwanda-activist-daughter-pegasus-surveillance
https://citizenlab.ca/research/reckless-exploit-mexico-nso/
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Close-circle infection43  

 

Nmbd sgd s`qfds ognmd mtladq hr `ccdc+ sgd Odf`rtr rxrsdl vhkk sgdm odqenql ®ehmfdqoqhmshmf¯ rsdor sn
determine critical information about the target device. This verification step is needed before an attack can 
be launched. The fingerprinting step includes checking: 

1. if the target phone number is attached to a smartphone (rather than another type of device), 

2. if the phone runs Android or iOS, 

3. if the phone is currently switched on and connected to the mobile network, 

4. sgd ognmd­r btqqdms mdsvnqj+ 

5. if the phone is roaming in another country, and  

6. which apps are installed on the device (such as WhatsApp or iMessage).  

This fingerprinting process occurs only after the target phone number has been entered by the Pegasus 
operator as a potential target. As this process can require active probes being sent to the target device and 
network, it has the potential to leave forensic traces in various locations, such as in logs of which messenger 
accounts have tried communicating with a device. 

When referring to Pegasus Project records, Amnesty International uses the terminology selected or selected 
for targeting to refer to phone numbers entered in the Pegasus system as potential targets. Being entered in 
the system and selected as a target already shows the intention of the Pegasus operator to carry out covert 
surveillance on the target device, whether or not it was ultimately infected. 

 
43 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Pegasus 3 ± Introduction, 
(previously cited), p. 29. 
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Validation steps the system performs before launching an attack44 

 

The fingerprinting results help the Pegasus system, and the spyware operator using it, to determine if they 
g`ud ` uh`akd noonqstmhsx sn `ssdlos hmedbshmf sgd cduhbd+ `mc he rn+ vghbg ®hmrs`kk`shnm udbsnq¯ 'dwoknhs(
should be used against the target. NSO Gqnto hmsdqm`k l`sdqh`k `ood`qr sn trd sgd sdql ®udbsnq¯ aqn`ckx+
referring at times to a particular exploit, and other times to a broader capability (i.e. zero-click targeting 
Vg`sr@oo(- Vd vhkk rhlhk`qkx trd ®udbsnq¯ sn qdedq ansg sn sgd `ss`bj sdbgmhptd `mc sn rodbhehb dwoknhsr- 

 
44 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Mobile Endpoint ± Product 
Description, https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/products-and-capabilities/mobile-endpoint-product-
description.pdf, p. 46. 

https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/products-and-capabilities/mobile-endpoint-product-description.pdf
https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/products-and-capabilities/mobile-endpoint-product-description.pdf
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Each Pegasus deployment is bound by licensing restrictions on the customer side, including the number of 
unique targets, the number of simultaneous infections and the countries that may be targeted. The country 
bncd ne sgd s`qfds­r mtladq `mc sgd ognmd­r burrent location are checked against these terms before an 
infection can proceed. Certain countries, such as the United States and Israel, are barred for most 
customers. However, this is a policy rather than a technical limitation, and NSO Group has indicated that 
customers based in those countries could be provided the capability to infect local numbers. There are also 
likely exceptions for NSO Group-managed systems used to perform demonstrations of the product for 
potential customers, as will be seen later in this report. 

The list of permitted countries can change over time, and a customer may license additional countries 
subject to approval by NSO Group and most likely the relevant export authority. 

4.1.3 THE PEGASUS INFECTION PROCESS 
Pegasus supports a range of exploits (malicious code used to gain access to a target) and infection 
sdbgmhptdr 'sdqldc ®udbsnqr¯ ax MRN Fqnto(- Sgd rds ne rtoonqsdc udbsnqr hr bnmrs`mskx dunkuhmf `r mdv
vectors get developed by NSO Group and exploits get patched by device vendors or otherwise stop working. 
These are broadly divided into zero-bkhbj '®Bnudqs¯( nq 0-bkhbj '®Sqhffdqdc¯( udbsnqr+ cdehmdc ax sgd trdq-
hmsdq`bshnm qdpthqdc enq sgd hmedbshnm oqnbdrr sn rtbbddc- Rdbshnm 2 '®Sgd dunktshnm ne Odf`rtr Hnfection 
Udbsnqr¯( qduhdvr vg`s hr jmnvm `ants Odf`rtr hmedbshnm udbsnqr hm lnqd cdosg- 

Nmbd sgd nodq`snq `ooqnudr sgd hmedbshnm `ssdlos '®Hmrs`kk`shnm¯(+ sgd Odf`rtr rxrsdl vhkk adfhm b`qqxhmf nts
the spyware infection process in the background. The operator can monitor the stages of the infection 
attempt and will get a notification if the spyware agent is successfully installed on the device, or if it fails for 
some reason. 

 

 

Diagram showing manual steps triggered by the operator, and automatic steps managed by the system45 

 

Documents from the WhatsApp court case include a screenshot of a failed Pegasus infection attempt which 
provides further details about the infection process. The status page (shown below) shows the home mobile 
nodq`snq `mc btqqdms mdsvnqj ne sgd s`qfds­r ohone number, information likely derived from a Home Location 
Register (HLR) lookup. An HLR lookup reveals which network or country a mobile subscriber is currently 
connected to, without alerting the subscriber. A separate internal NSO Group document indicates that HLR 
lookups are an integrated part of the target validation process.46  

Sgd rbqddmrgns `krn rgnvr sg`s sgd rdkdbsdc hmrs`kk`shnm ldsgnc v`r ®Bnudqs¯ 'ydqn-click) and, as such, did 
not require use of an SMS message provider or a social engineering cover story. Additionally, the failure 
ldrr`fd r`xr ®hmsdq`bshnm v`r l`cd vhsg sgd cduhbd: xnt l`x sqx `f`hm k`sdq¯+ rgnvhmf sg`s e`hkdc hmedbshnm
attempts could also result in forensic traces being left on a device. Internal design documents show NSO 

 
45 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Pegasus version 3.0 ± Product 
Description, (previously cited), p. 14. 
46 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Pitch: Happy Flow, 
https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/business-and-customers/pitch-happy-flow.pdf, p. 95. 

https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/business-and-customers/pitch-happy-flow.pdf
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Group explicitly addressing and documenting device interactions and other operational security risks when 
designing new infection vectors. 

 

 

Error message showing a failed "Covert" (zero-click) infection attempt47  
 

 

Other operational security and targeting restrictions also apply to protect the customer and NSO Group from 
exposure, including limiting how often the same person can be targeted, and the wait period between 
subsequent targeting attempts. These operational security restrictions differ between vectors and NSO Group 

 
47 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Expert report of Anthony Vance, 
https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/testimony/vance-expert-report.pdf, p. 13.   

https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/testimony/vance-expert-report.pdf
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`ood`qr sn l`hms`hm ` rxrsdl b`kkdc ®@atrd Oqdudmshnm¯ sn l`m`fd sgdrd qdrsqhbshnmr enq btrsnldqr-48 
Spyware operators may want to test the system and ensure a vector is correctly configured before launching 
it against an important target. This appears to have been common practice. An NSO Group employee 
described in court testimony that the Pegasus systel g`c ` ®vghsdkhrs¯ ed`stqd sn `kknv qdod`sdc sdrs
infections, without any wait period restrictions, against one or more testing devices in the possession of the 
customer.49 These show that customers may perform test infections as part of normal usage of Pegasus 
system. 

Such repeated infection attempts would otherwise be blocked for operational security reasons. This testing 
activity would result in the operator or operator-controlled phone numbers being selected as target phone 
numbers, and being recorded in logs created by the Pegasus system. As a result, investigations drawing on 
Pegasus Project targeting records have been able to identify suspected spyware operator-owned phone 
numbers selected in multiple countries, likely for testing purposes. 

 

 

Demo Pegasus interface showing the status of various installation attempts50 

 

@esdq ` rtbbdrretk hmrs`kk`shnm+ sgd nodq`shnm lnudr eqnl s`qfdshmf sn bnkkdbshnm- Sgd ®Hmudrshf`sd¯ `qd` ne sgd
dashboard (second tab seen in the top left corner of the image above) lets the operator view and manage all 
data exfiltrated from the compromised devices. For each compromised device, the data is organized by data 
type, including calls, messages, email, calendar, contacts, browsing, files, applications, and photos. 

 
48 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Opsec Rule Engine - PRD, 
https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/operations-and-opsec/opsec-rule-engine-prd.pdf, p. 14. 
49 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Video Deposition of Ramon 
Eshkar, (previously cited), p. 82. 
50 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Expert report of Anthony Vance, 
(previously cited), p. 15.   

https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/operations-and-opsec/opsec-rule-engine-prd.pdf
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Pegasus interface shown to operator after successful infection of a target51  

  

Mns`akx+ sgd rxrsdl `krn oqdrdmsr ` ®bqdcdmsh`kr¯ s`a+ khjdkx bnms`hmhmf r`udc o`rrvnqcr+ `tsgdmshb`shnm
snjdmr `mc nsgdq bqdcdmsh`kr f`sgdqdc eqnl sgd uhbshl­r cduhbd- 

Access to these stolen credentials provides an opportunity for the Pegasus operator to gain and maintain 
access to sensitive online accounts of the victim, even when the mobile device itself is no longer infected. 
Indeed, partial redacted documentation from a 2018 Pegasus product description explicitly talks about the 
power of data accessible from cloud accounts: ®Bkntc aqhmfr hm ` bnmshmt`k eknv ne hmenql`shnm sg`s b`m k`rs
months at a timē . 

 

 

Description of Pegasus data collection capabilities from cloud accounts52  

 
51 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Pegasus 3 ± Introduction, 
(previously cited), p. 25. 
52 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Pegasus version 3.0 ± Product 
Description, (previously cited), p. 12. 
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In addition to providing access to collected surveillance data, the Pegasus dashboard also allows the 
roxv`qd nodq`shnm sn ptdtd to mdv `bshnmr '®Bnll`mcr¯( sn ad odqenqldc nm sgd hmedbsdc s`qfds cduhbd- Hm
sgd hl`fd adknv+ sgd ®Bnll`mcr¯ lnctkd `kknvr `bsive commands to be sent to one or more targets in a 
fqnto+ hmbktchmf sn s`jd ognsnr trhmf sgd ognmd­r b`ldq`+ stqm nm sgd ognmd­r lhbqnognmd nq qdonqs sgd
knb`shnm ne sgd s`qfds- Nsgdq cnbtldmsr hmchb`sd sg`s rtbg `bshud rsdor '®qdbnqchmf eqnl sgd lhbqnognmd¯(
can be pre-scheduled and run automatically when the target is known to have an important meeting 
scheduled in their calendar. 

 

 

Pegasus commands module allowing for manual action to be launched on the target device.53 

 

The newly public NSO Group material provides valuable new evidence on internals and capabilities of a 
sophisticated mercenary spyware product. The documents confirm and validate years of civil society 
research on the operations and functionality of the Pegasus spyware. They also provide new and important 
visibility into the workflow and exact methodology used by customers of the Pegasus spyware to target and 
infect devices. 

4.1.4 NEW MATERIAL FURTHER VALIDATES SIGNIFICANCE OF PEGASUS 

PROJECT LEAK 
As part of the 2021 Pegasus Project,54 Amnesty International had access to a leaked database of phone 
numbers selected as potential Pegasus targets by NSO Group customers around the world. Numerous 
individuals, whose phone numbers appear in the original leak, have later been forensically confirmed to have 
been infected with Pegasus, by many different Pegasus customers.55 

The underlying dataset is clearly divided into distinct groups of phone numbers which, in most cases, map 
directly to a specific Pegasus customer or customer system. This allows for a presumptive attribution based 
on the geographical scope and individual targets selected in each group. For ease of reference, we will refer 
sn sgd chrshmbs fqntor ne s`qfdsdc ognmd mtladqr `r ®bktrsdqr¯ q`sgdq sg`m ®btrsnldqr¯ nq ®nodq`snqr¯
because not all groups map directly to specific production customers. 

Rnld ne sgdrd s`qfds fqntor nq ®bktrsdqr¯+ `r vhkk ad rgnvm+ `ood`q sn shd chqdbskx sn hmsdqm`k MRN Fqnto
controlled Pegasus systems used when performing pre-sales demos of the Pegasus system for potential 
clients given the evidence in the WhatsApp filings. Another cluster appears to have been used for internal 

 
53 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Pegasus 3 ± Introduction, 
(previously cited), p. 27. 
54 Amnesty International Security Lab, Case study: The Pegasus Project, (previously cited). 
55 Amnesty International, Enqdmrhb Ldsgncnknfx Qdonqs9 Gnv sn b`sbg MRN Fqnto­r Odf`rtr, 18 July 2021, 
https://www.amnesty.org/en/latest/research/2021/07/forensic-methodology-report-how-to-catch-nso-groups-pegasus/  

https://www.amnesty.org/en/latest/research/2021/07/forensic-methodology-report-how-to-catch-nso-groups-pegasus/
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testing within NSO group, with phone numbers associated with multiple NSO Group staff members 
appearing in that cluster. 

Two of the clusters in the original Pegasus Project leak map directly to a Pegasus deployment which NSO 
Fqnto hmsdqm`kkx qdedq sn `r ®R`kdr 2¯ `mc ®R`kdr 5¯+ hcdmshehdc hm sgd cnbtldmsr eqnl sgd Vg`sr@oo bntqs
case. A screenshot of a Pegasus dashboard included in the WhatsApp filings shows numerous apparent test 
infections targeting numbers in various countries in 2019 including Israel, Peru, Brazil and the United 
States.56 Many of these same phone numbers also appear in the Pegasus Project cluster which we infer is 
shdc sn ®R`kdr 2¯ rxrsdl- 

@cchshnm`kkx+ ` TR ognmd mtladq ®*01/16544211¯± which WhatsApp court-filings indicate was used by an 
NSO Group sales representative ± was repeatedly selected for targeting in two Pegasus Project clusters 
bnqqdronmchmf sn MRN Fqnto­r ®R`kdr 2¯ `mc ®R`kdr 5¯ rxrsdlr- Odf`rtr Oqnidbs qdbnqcr rgnv sgd ognmd
number was selected for targeting again on 9 May 2019, the same day that the NSO Group representative 
sent a screenshot of ` e`hkdc hmedbshnm `ssdlos s`qfdshmf sg`s ognmd mtladq sn MRN Fqnto­r Mdsvnqj
Operations Center (NOC). 

 
56 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Expert report of Anthony Vance, 
(previously cited), p. 15. 



 

¬WE START WITH THE VERDICT­  
HMRHCD LNQNBBN­R RTQUDHKK@MBD L@BGHMD  

Amnesty International 38 

 

 

Installation status panel for 
Pegasus on the phone number 
+12027655322.57  

 

The same witness document filled by WhatsApp also includes an infection attempt in May 2019 targeting a 
Odqtuh`m ognmd mtladq ®*40826631484¯+ `f`hm `oo`qdmskx `r o`qs ne ` cdlnmrsq`shnm- Sgd Odf`rtr
Project records again show the same Peruvian phone number was selected on 7 May 2019 in the two 
bktrsdqr `rrnbh`sdc vhsg MRN Fqnto­r ®R`kdr 2¯ `mc R`kdr 5¯ Odf`rtr cdoknxldmsr- 

 
57 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Expert report of Anthony Vance, 
(previously cited), p. 10. 
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Installation status panel for 
Pegasus on the phone number 
+51937742595.58 

 

In sum, the newly disclosed WhatsApp material provides a further, independent verification of the evidentiary 
value of the Pegasus Project dataset. The dataset repeatedly records phone numbers belonging to NSO 
Group employees, falling within clusters that correspond to internal Pegasus deployments used for software 
testing and pre-r`kdr cdlnmrsq`shnmr+ hmbktchmf svn vghbg MRN Fqnto hmsdqm`kkx k`adkr !R`kdr 2! `mc ®R`kdr
5¯- Sghr bknrd bnqqdronmcdmbd adsvddm hmedbshnm `ssdlosr b`qqhdc nts nm MRN Fqnto-managed Pegasus 
systems and Pegasus Project records, demonstrates that the Pegasus Project data reflects and corresponds 
with genuine activity on Pegasus systems. It stands in direct contradiction to NSO Group's repeated position 
that "we still do not see any correlation of these lists to anything related to use of NSO Group technologies".59 

The Pegasus Project records are highly consistent with the findings of Amnesty International's independent 
forensic investigations. Individuals whose devices we have forensically confirmed as targeted and infected 
with Pegasus reappear in the Pegasus Project records as targets of one specific Pegasus customer system. 

 
58 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Expert report of Anthony Vance, 
(previously cited), p. 13. 
59 Ft`qch`m+ ®Qdronmrd eqnl MRN `mc fnudqmldmsr¯+ 07 Itkx 1/10+https://www.theguardian.com/news/2021/jul/18/response-from-nso-
and-governments   

https://www.theguardian.com/news/2021/jul/18/response-from-nso-and-governments
https://www.theguardian.com/news/2021/jul/18/response-from-nso-and-governments
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In these cases, the victim's phone number was frequently selected, or re-selected, shortly before an infection 
attempt was carried out, as evidenced by the WhatsApp filings. 

NSO Group maintained standalone Pegasus systems used to test features and to perform product 
demonstrations for potential or existing clients, including the DSGT. Between 17 December and 19 
December 2018, two Moroccan phone numbers were entered repeatedly into one of these separate NSO 
Group-controlled sales demo Pegasus systems. This followed WhatsApp implementing a server-side block 
for the initial Heaven WhatsApp vector on 5 December 2018. This suggests that NSO Group was actively 
testing functionality or demonstrating new Pegasus features at this time. The same demo numbers were later 
selected in the Morocco customer system on 24 December 2018 and 17 January 2019. 

4.2 EVOLUTION OF PEGASUS INFECTION VECTORS 
Internal NSO Group documentation and marketing material describe the evolving set of infection vectors 
(exploits and infection techniques) offered to customers over time, from targeting BlackBerry devices as 
seen in an early 2013 brochure, to developing advanced attacks targeting iPhones. Broadly, these include 
Triggered (1-click), Covert (zero-bkhbj(+ S`bshb`k Mdsvnqj Dkdldms '®Mdsvnqj hmidbshnm uh` LhSL¯(+ `mc Hmkhmd
'mdsvnqj hmidbshnm(+ `mc ®Ogxrhb`k¯, where the operator has physical access to the device. One redacted 
methodology most likely refers to infection of a device over radio interfaces (such as WiFi or Bluetooth) when 
®vhsghm q`mfd¯ of the target device.60 

 

 

Excerpt from Pegasus product manual showing supported infection methodologies.61  

Zero-click attacks are preferred in the system where available and supported for the target device. When a 
zero-bkhbj nq ®Bnudqs¯ `ss`bj udbsnq hr mns rtoonqsdc enq ` o`qshbtk`q cduhbd+ sgd rxrsdl vhkk rtffdrs
odqenqlhmf ` ®Triggered̄ hmedbshnm- Sgd Odf`rtr rxrsdl b`m sgdm `hc sgd nodq`snq sn bq`es `mc rdmc `
tailored social engineering message to attempt to infect the target. 

 
60 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Pegasus version 3.0 ± Product 
Description, (previously cited), p. 12. 
61 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Pegasus version 3.0 ± Product 
Description, (previously cited), p. 12. 
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The precise vector (or exploitation technique) is not necessarily revealed to the operator. Instead, the system 
proposes the best high-kdudk `ooqn`bg a`rdc nm sgd btqqdms rxrsdl b`o`ahkhshdr `mc sgd s`qfds­r cduhbd+
k`adkkhmf hs hm aqn`c sdqlr rtbg `r ®hNR Bnudqs¯+ ®@mcqnhc Bnudqs¯ nq ®hNR Sqhffdqdc¯- 

The set of infection vectors supported by NSO Group has evolved over time due to the development of new 
capabilities and the changing set of devices and operating systems used by targets. Older NSO Group 
marketing material from 2013 describes capabilities to infect BlackBerry devices, which appears to have 
become less important as Android and iOS devices have come to dominate the mobile phone market. 

Pegasus 1-click attacks require action from the target to enable the infection of their device, typically by 
opening a malicious link. Various social engineering techniques are used to trick the target into opening the 
link, including spoofing legitimate websites or news articles. 

 

 

Screenshot of a Viber message 
containing a 1-click attack, 
received by the Serbian journalist 
®Anfc`m`¯ nm gdq hOgnmd62  

 

If clicked on, the attack link loads an exploit chain to first compromise the web browser and ultimately install 
sgd roxv`qd `fdms nm sgd s`qfds cduhbd- @lmdrsx Hmsdqm`shnm`k­r Rdbtqhsx K`a g`r cdsdbsdc 0-click Pegasus 
spyware attacks on multiple occasions, including in Serbia, Poland, India and Mexico, among others. 

The same zero-day exploits which target web-browsers can also be used to perform a form of zero-
hmsdq`bshnm `ss`bj+ he sgd Odf`rtr btrsnldq g`r sgd bnnodq`shnm ne sgd s`qfds­r lnahkd nodq`shnm- Rn-called 

 
62 @lmdrsx Hmsdqm`shnm`k Rdbtqhsx K`a+ ®Rdqah`9 Intqm`khrsr s`qfdsdc vhsg Odf`rtr roxv`qd¯+ 16 L`qbg 1/14+
https://securitylab.amnesty.org/latest/2025/03/journalists-targeted-with-pegasus-spyware/  

https://securitylab.amnesty.org/latest/2025/03/journalists-targeted-with-pegasus-spyware/
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mdsvnqj hmidbshnm `ss`bjr trd mdsvnqjhmf sq`eehb l`mhotk`shnm sn qdchqdbs ` s`qfds­r ognmd sn ` l`khbhntr
spyware infection URL simply while the target is browsing the web. 

4.2.1 INFECTION WITH ZERO-CLICK ATTACKS 
Forensic investigations conducted prior to this technical research indicate that NSO Group had remote zero-
click capabilities against iOS from at least 2017, and against most Android devices from early 2018. 

These insights into NSO Group infection vectors gleaned from forensic investigations are now validated and 
significantly deepened by new NSO Group material disclosed as part of the WhatsApp case. Zero-click 
vectors targeting Android devices via WhatsApp were the only Covert/zero-click vector method in the 2018-
2020 period, although the exact underlying exploit changed over this time. The expert report of Anthony 
U`mbd qdoqnctbdr `m hmsdqm`k MRN rtoonqs cnbtldms qdbnqchmf sg`s ®Odf`rtr 1-4/ hr neehbh`kkx `ooroved for 
production. This version introduces: ± Heaven ± the first 0-clicks installation vector for Broad Android 
cduhbdr ¯+ `mc rs`sdr sg`s ®Nsgdq hmrs`kk`shnm `ss`bj udbsnqr trdc ax Odf`rtr.Og`msnl `qd ¬Dcdm­ `mc
¬Dqhrdc+­ `mc sgdrd `mc Gd`udm `qd qdedqqdc sn ax sgd tlaqdkk` sdql ¬Gtllhmfahqc+­ `kk ne vghbg dxploit 
Vg`sr@oo hm nqcdq sn hmrs`kk Odf`rtr.Og`msnl¯-63 Heaven was first released for production use around 
January 2018.64 The ERISED vector was delivered via WhatsApp but appears to have only been functional 
on Samsung devices. The Samsung-only exploit shows similarities to more recent in-the-wild Samsung zero-
click exploits,65 which used manipulated DNG files targeting the Quram library, an image parsing library 
specific to Samsung devices. 

NSO Group also had multiple iOS vectors during that time, although the WhatsApp material is less detailed 
on these vectors. A zero-bkhbj udbsnq ®Diablō v`r `u`hk`akd hm 1/07 `mc khjdkx bnqqdronmcr sn `m dwoknhs
targeting iOS 11.X devices which has been observed forensically as targeting the Voice-over-WiFi 
implementation on iOS. A message from an NSO pre-sales engineer, put to Joshua Shaner at his deposition, 
khrsr sgd udbsnq `knmfrhcd Gd`udm9 ®Snlnqqnv `s sdm vd&kk g`ud ` cdln hm Hrq`dk enq ` onsdmsh`k bkhdms uhrhs
(Smart). Sales 4, one-bkhbj+ Ch`akn `mc Gd`udm- Sg`mjr-¯66 NSO Group later rolled out a new iOS 12.X vector 
®Dragonflȳ vghbg s`qfdsdc uh` hLdrr`fd- Sgd udbsnq v`r trdc udqx `bshudkx sgqntfgnts 1/08 tmshk sgd udbsnq
was likely inadvertently mitigated in iOS 12.4.1 in response to Google Project Zero research into the 
iMessage zero-click attack surface.67  

Oqduhntr enqdmrhb hmudrshf`shnmr ax @lmdrsx Hmsdqm`shnm`k­r Rdbtqhsx K`a g`ud entmc sg`s MRN Fqnto
continued to deploy further iPhone zero-click exploits in 2020 and 2021 including an iOS 13 zero-click 
vector targeting Apple Photos, an iOS 13 zero-click exploit targeting iMessage (publicly termed KISMET) and 
the widely documented iOS 14 zero-click (publicly termed Megalodon/FORCEDENTRY). 

4.3 FORENSIC ATTRIBUTION OF ATTACKS BASED ON 
CUSTOMER-SPECIFIC INDICATORS OF 
COMPROMISE 

Testimony from NSO Group employees, published following the WhatsApp litigation, describes a dedicated 
team ± sgd ®Vghsd Rdquhbdr¯ cdo`qsldms± responsible for anonymously registering the email addresses, 
WhatsApp accounts, servers and domains needed for Pegasus on behalf of each customer. The team set 
these up in a deliberately anonymized way, to shield the customer and the wider Pegasus infrastructure from 
discovery by the targets or researchers.68  

 
63 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Expert report of Anthony Vance, 
(previously cited), p. 17. 
64 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Pegasus 2.50 Android release 
notes, https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/releases-and-versions/pegasus-2.50-android-release-
notes.pdf, p. 13. 
65 Google Project Zero, A look at an Android ITW DNG expoit, 12 December 2025, https://projectzero.google/2025/12/android-itw-dng.html  
66 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Video deposition of Joshua 
Shaner, https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/testimony/shaner-deposition.pdf, p. 129. 
67 Virus Bulletin, Exploit archaeology: a forensic history of in-the-wild nso group exploits, 28 September 2022, 
https://www.virusbulletin.com/uploads/pdf/conference/vb2022/papers/VB2022-Exploit-archaeology-a-forensic-history-of-in-the-wild-NSO-
Group-exploits.pdf  
68 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Video Deposition of Ramon 
Eshkar, (previously cited), pp. 2-11. 

https://citizenlab.ca/research/the-great-ipwn-journalists-hacked-with-suspected-nso-group-imessage-zero-click-exploit/
https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/releases-and-versions/pegasus-2.50-android-release-notes.pdf
https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/releases-and-versions/pegasus-2.50-android-release-notes.pdf
https://projectzero.google/2025/12/android-itw-dng.html
https://github.com/AmnestyTech/inside-pegasus/blob/main/documents/testimony/shaner-deposition.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2022/papers/VB2022-Exploit-archaeology-a-forensic-history-of-in-the-wild-NSO-Group-exploits.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2022/papers/VB2022-Exploit-archaeology-a-forensic-history-of-in-the-wild-NSO-Group-exploits.pdf
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The Pegasus zero-click vectors which target Apple devices will typically be configured by the operator with 
rodbh`kkx bqd`sdc ®`ss`bj¯ `bbntmsr trdc sn rdmc dwoknhsr nudq @ookd rdquhbdr khjd hLdrr`fd- Ghrsnqhb`kkx+
MRN Fqnto­r ®Vghsd Rdquhbdr¯ 'rdd Rdbshnm 4.1) team has first created anonymous Google or Outlook email 
accounts, and later registered these accounts for use with iCloud to be used in Apple device targeting. This 
is why many of the malicious Apple accounts used for Pegasus attacks and detailed in this section are also 
Gmail addresses. 

As discussed in Section 4.1, for operational security reasons, NSO Group prepares a distinct, isolated set of 
infrastructure for each customer. While this is intended to protect customers from exposure, it has also 
provided a key opportunity for the forensic attribution of observed Pegasus attacks to a specific Pegasus 
customer. 

It is possible to use customer-specific indicators of compromise (IoCs), such as iCloud accounts used to 
send zero-click infection attempts, to forensically link (or cluster) multiple Pegasus infections as having been 
performed by the same Pegasus customer. The unique, per-customer assignment of a zero-click attack 
account is what allows attacks to be clustered and attributed: where the same iCloud account appears 
across multiple targets, those targets were selected by the same Pegasus customer. Phone numbers 
targeted by the same attack accounts have typically had a geographic or thematic link that suggests a 
common Pegasus operator. Other technical evidence, such as the timeline of attacks, reinforces the 
evidence that attack infrastructure is customer-specific. Across hundreds of cases, Amnesty International 
has never detected evidence to suggest a single attacker account or infection domain being used by more 
than one Pegasus customer. 

Zero-click attack accounts are also understood to be created for use with a specific infection vector. Different 
Vg`sr@oo `bbntmsr vdqd bqd`sdc `mc trdc vgdm ` mdv u`qh`ms ne MRN Fqnto­r Vg`sr@oo ydqn-click was 
launched. Similarly, forensic analysis carriec nts ax @lmdrsx Hmsdqm`shnm`k­r Rdbtqhsx K`a g`r entmc cheedqdms
Apple accounts being used when a new iOS zero-click vector is deployed by the same customer. 

In some instances, multiple Pegasus-linked malicious iCloud accounts were observed sending probes to a 
s`qfds ognmd nudq ` mtladq ne lhmtsdr+ khjdkx hmchb`shud ne sgd btrsnldq­r Odf`rtr rxrsdl `tsnl`shb`kkx
testing different infection vectors to see which can be used to infect the device. Testimony from NSO Group 
employees indicates the choice of vector was made internally in the system, and was not a visible choice for 
the surveillance operator. This behaviour, where multiple Pegasus attacker accounts were used to probe the 
same target device, also allowed researchers to link the unique email accounts used for different vectors to 
the same customer. 

4.4 HOW NEWLY DISCLOSED DOCUMENTS ENHANCE 
PUBLIC UNDERSTANDING OF PEGASUS SPYWARE  

The internal NSO Group material disclosed in the WhatsApp litigation, supported and enhanced by Amnesty 
Hmsdqm`shnm`k Rdbtqhsx K`a­r enqdmrhb hmudrshf`shnmr+ oqnuhcdr sgd lnrs bnlokdsd ohbstqd sn c`sd ne gnv sgd
Pegasus system is built, operated and maintained. Three findings are particularly notable. 

First, Pegasus is not a product that is operated autonomously by the government customer. NSO Group 
builds new exploits and infection vectors, registers and operates the ®whitened̄  (anonymized) infrastructure 
used to deliver them, and runs a ®Network Operation Center̄ to monitor key components of the system, 
including responding to security alerts raised by failed or potentially detected attack attempts. Every software 
update released by the companies selling mobile devices and managing their operating systems (such as 
Apple) can break infection vectors or techniques, requiring ongoing maintenance and support by NSO 
Group for any btrsnldq rxrsdl sn qdl`hm etmbshnm`k- Sgd rxrsdl b`mmns nodq`sd vhsgnts MRN Fqnto­r
ongoing involvement. 

Second, the newly disclosed documents independently corroborate the authenticity and accuracy of the 
leaked dataset foundational to the Pegasus Project. Two clusters of target phone numbers in the leaked 
Pegasus Project records link directly to two internal NSO Group-managed Pegasus deployments that NSO 
Group internally labels ®Sales 3̄  and ®Sales 6̄ , used for pre-sales demonstrations. Other clusters appear to 
be linked to a Pegasus system used for internal testing. 

Test infection attempts shown in NSO Group's own Pegasus dashboards appear in the Pegasus Project 
records with the same specific test phone numbers and matching targeting dates. As previously documented 
in the original Pegasus Project, the records also correspond closely with forensically confirmed infections 
against the same targeted devices and phone numbers. NSO Group has long claimed that the Pegasus 
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Oqnidbs c`s` ad`qr mn qdk`shnm sn hsr sdbgmnknfx- Sgd enqdmrhb duhcdmbd `mc bnmehql`shnm vhsg MRN Fqnto­r
own testing of Pegasus show otherwise. 

Third, NSO Group­s ®White Services̄ team registers unique attack infrastructure for each customer, 
including Apple IDs and their associated email addresses, domains and servers. Amnesty International has 
never observed a given attacker account or infection domain being used by more than one customer at any 
time. The accounts and domains recovered in forensic analysis therefore function as customer fingerprints. 
Where the same account or domain recurs across different victims, Amnesty International assesses that 
those victims were targeted by the same customer. 

Duhcdmbd qdk`shmf sn sgd ®Vghsd Rdquhbdr¯ sd`l u`khc`sdr sgd ldsgncnknfx ne sgd roxv`qd `bbntms`ahkhsx
community in linking clusters of spyware attacks to the same operator. The same methodology has and 
continues to be invaluable for the further attribution of Pegasus spyware attacks to the responsible customer. 

 

 

 

 

 

 

  



 

¬WE START WITH THE VERDICT­  
HMRHCD LNQNBBN­R RTQUDHKK@MBD L@BGHMD  

Amnesty International 45 

5. THE USE OF PEGASUS 
SPYWARE IN MOROCCO 

®We never start with Pegasus. It's the monster­s weapon.̄ 
Safir 

 

This chapter reviews the previously documented history of Pegasus surveillance abuses in Morocco and 
draws on new evidence to present a detailed case study of how one spyware tool can be used for both 
transnational repression and to crush civil society and critical voices in the country. 

The chapter first draws primarily on prior forensic investigations carried out by Amnesty International and 
documented in various Amnesty International publications since 2019 (Section 5.1). These previous 
investigative findings are newly contextualised anc hmsdqoqdsdc sn rgnv sgd dunktshnm ne Lnqnbbn­r trd ne
Pegasus between 2017 and 2021. 

Building on analysis of how Pegasus works (Chapter 4), this chapter also draws on unprecedented 
whistleblower testimony, leaked materials, open-source intelligence, and journalistic investigations to 
definitively attribute the organization, key operatives and the wider intelligence apparatus responsible for the 
unlawful, persistent, and widespread abuse of Pegasus in the previously documented cases (Section 5.2). 
Building on leaked targeting records analysed by Amnesty International, this chapter also reveals the full 
rbnod `mc hmsdmrhsx ne sgd Lnqnbb`m `tsgnqhshdr­ `atrd ne Odf`rtr+ ansg hmrhcd Lnqnbbn `mc `aqn`c-
Together, these findings provide an unprecedented insight into human rights abuses carried out by the 
Moroccan authorities using Pegasus. 

5.1 HISTORY OF PEGASUS USE BY MOROCCAN 
AUTHORITIES  

Rhmbd 1/06+ ltkshokd hmudrshf`shnmr ax @lmdrsx Hmsdqm`shnm`k g`ud entmc enqdmrhb duhcdmbd ne MRN Fqnto­r
Pegasus spyware being used to conduct surveillance against human rights defenders, lawyers and 
journalists in Morocco.69 Sgd Lnqnbb`m fnudqmldms­r tmk`vetk rtqudhkk`mbd trhmf Odf`rtr roxv`qd ne

 
69 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn9 Gtl`m Qhfgsr Cdedmcdqr S`qfdsdc vhsg MRN Fqnto­r Roxv`qd¯+ 0/ Nbsnadq 1/08+
https://www.amnesty.org/en/latest/research/2019/10/morocco-human-rights-defenders-targeted-with-nso-groups-spyware/; Amnesty 
Hmsdqm`shnm`k+ ®Lnqnbb`m Intqm`khrs S`qfdsdc Vhsg Mdsvnqj Hmidbshnm @ss`bjr Trhmf MRN Fqnto­r Snnkr¯+ 11 Itmd 1/1/+
https://www.amnesty.org/en/latest/research/2020/06/moroccan-journalist-targeted-with-network-injection-attacks-using-nso-groups-tools/; 
Amnesty International, Enqdmrhb Ldsgncnknfx Qdonqs9 Gnv sn b`sbg MRN Fqnto­r Odf`rtr, (previously cited); Amnesty International, 
Forensic Methodology Report: Pegasus Forensic Traces per Target, 18 July 2021, 
https://www.amnesty.org/en/latest/research/2021/07/forensic-methodology-report-appendix-d/; Amnesty International, Appendix E ± 
Pegasus Forensic Traces per Target Identified in the Aftermath of the Pegasus Project Revelations, 6 August 2021, 
https://www.amnesty.org/en/latest/research/2021/08/appendix-e-pegasus-forensic-traces-per-target-identified-in-the-aftermath-of-the-
revelations-of-pegasus-project/  

https://www.amnesty.org/en/latest/research/2019/10/morocco-human-rights-defenders-targeted-with-nso-groups-spyware/
https://www.amnesty.org/en/latest/research/2020/06/moroccan-journalist-targeted-with-network-injection-attacks-using-nso-groups-tools/
https://www.amnesty.org/en/latest/research/2021/07/forensic-methodology-report-appendix-d/
https://www.amnesty.org/en/latest/research/2021/08/appendix-e-pegasus-forensic-traces-per-target-identified-in-the-aftermath-of-the-revelations-of-pegasus-project/
https://www.amnesty.org/en/latest/research/2021/08/appendix-e-pegasus-forensic-traces-per-target-identified-in-the-aftermath-of-the-revelations-of-pegasus-project/
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human rights defenders in Morocco and Western Sahara continued until at least November 2021 when 
Aminatou Haidar, a Western Saharan human rights defender, was targeted.70  

As part of the 2021 Pegasus Project,71 Amnesty International had access to a leaked database of phone 
numbers selected as Pegasus targets by NSO Group customers around the world. This dataset includes 
extensive records related to the Moroccan Pegasus customer, the DGST, as detailed below.72 All cases of 
Pegasus abuse described in this report are tied to the customer system controlled and operated by the 
DGST. 

Sgnrd Odf`rtr Oqnidbs qdbnqcr `qd ghfgkx bnmrhrsdms vhsg sgd ehmchmfr ne @lmdrsx Hmsdqm`shnm`k­r
independent forensic investigations. Individuals found to have been targeted and infected with Pegasus in 
Morocco reappear consistently in Pegasus Project recoqcr `r s`qfdsr ne sgd CFRS- Sgd uhbshlr­ ognmd
numbers were often selected or (re-selected) shortly before an infection was carried out. The Pegasus 
Project evidence is cited where relevant to the forensic cases and individual victims being documented. 

Hm 1/10+ enkknvhmf sgd Odf`rtr Oqnidbs otakhb`shnm+ sgd Lnqnbb`m `tsgnqhshdr rs`sdc sg`s sgdx g`c ®mdudq
acquired computer software to infiltrate communication devices­ and denied that they had ®infiltrated the 
phones of several national and international public figures and heads of international s through computer 
software.̄ 73 

No further evidence of Pegasus-aided surveillance was observed in Morocco after November 2021, 
indicating that the Moroccan Pegasus customer contract either ended or was suspended around this time. 
Israeli export authorities tightened rules on the export of spyware and other surveillance technologies around 
the same time, leading to a restriction in the number of countries where Israeli spyware and 
cybersurveillance products could be sold.74 

Media reports indicate that the Moroccan authorities appear to have reviewed products by other companies 
to identify an alternative. A 2023 report in Israeli newspaper Haaretz alleged that spyware vendor Quadream 
had agreed a deal with Morocco to replace tgd fnudqmldms­r trd ne Odf`rtr: gnvdudq+ sgdrd qdonqsr r`x sgd
deal was not approved by the Israeli defence exports regulator following the Pegasus Project revelations.75 

5.1.1 INFECTION WITH 1-CLICK LINKS 
In October 2019, Amnesty International forensically confirmed the first Pegasus infection attempts against 
Moroccan civil society, with the targeting in October 2017 of Abdessadak El Bouchattaoui, a human rights 
lawyer involved in the legal defence of protesters in the Hirak El-Rif movement, a series of demonstrations 
organized in the Rif region of northern Morocco in 2016 and 2017.76 Therefore, the Moroccan use of 
Pegasus spyware appears to have been fully operational by October 2017.  

Abdessadak El Bouchattaoui was first sent confirmed Pegasus 1-click links by SMS on 23 October 2017. 
Pegasus Project records show that his phone number was first entered into the Moroccan Pegasus system 
on 19 September 2017. His number was then selected on multiple occasions over the following year, 
including on 23 October 2017, shortly before he received an SMS infection link. The links included the 
stopsms[.]biz domain, which Amnesty International confirmed was registered by NSO Group on 11 October 
2017. 

 
70 @lmdrsx Hmsdqm`shnm`k Rdbtqhsx K`a+ ®Lnqnbbn.Vdrsdqm R`g`q`9 @bshuhrs s`qfdsdc vhsg Odf`rtr roxv`qd hm qdbdms lnmsgr± mdv duhcdmbd¯+
9 March 2022, https://securitylab.amnesty.org/latest/2022/03/morocco-western-sahara-activist-nso-pegasus/  
71 @lmdrsx Hmsdqm`shnm`k+ ®Odf`rtr Oqnidbs9 @ookd hOgnmdr bnloqnlhrdc ax MRN roxv`qd¯+ 08 Itkx 1/10+
https://www.amnesty.org/en/latest/news/2021/07/pegasus-project-apple-iphones-compromised-by-nso-spyware/  
72 The full evidence used to attribute the DGST as the single Moroccan customer of Pegasus is detailed in Section 4.3.   
73 Hmcdodmcdms+ ®@lmdrsx bk`hlr i`hkdc Lnqnbb`m intqm`khrs v`r s`qfdsdc ax Q`a`s trhmf Odf`rtr roxv`qd adenqd adhmf `qqdrsdc¯+ 11 July 
2021,  https://www.independent.co.uk/news/world/middle-east/morocco-pegasus-spyware-b1887455.html  
74 G``qdsy+ ®Hrq`dk hrrtdr rsqhbsdq fthcdkhmdr enq bxadqsdbg dwonqsr `esdq MRN rb`mc`k¯+ 01 Itmd 1/10+https://www.haaretz.com/israel-
news/tech-news/2021-12-06/ty-article/israel-issues-stricter-guidelines-for-cybertech-exports-after-nso-scandal/0000017f-f2b3-df98-a5ff-
f3bfde340000  
75 G``qdsy+ ®Hrq`dk snqodcndc Lnqnbbn roxv`qd cd`k- `mc MRN bnlodshsnq Pt`Cqd`l rgts cnvm¯+ 12 L`x 1/12+
https://www.haaretz.com/israel-news/security-aviation/2023-05-23/ty-article/.premium/israel-torpedoed-morocco-spyware-deal-and-nso-
competitor-quadream-shut-down/00000188-425a-d805-a7c9-dbdbd7f50000  
76 @lmdrsx Hmsdqm`shnm`k+ ®Ghq`j dk Qhe `ood`k ltrs cdkhudq itrshbd `esdq cddokx ek`vdc sqh`k+¯ 06 Cdbdladq 1/07+
https://www.amnesty.org/en/latest/news/2018/12/morocco-hirak-el-rif-appeal-must-deliver-justice-after-deeply-flawed-trial-2/ 

https://securitylab.amnesty.org/latest/2022/03/morocco-western-sahara-activist-nso-pegasus/
https://www.amnesty.org/en/latest/news/2021/07/pegasus-project-apple-iphones-compromised-by-nso-spyware/
https://www.independent.co.uk/news/world/middle-east/morocco-pegasus-spyware-b1887455.html
https://www.haaretz.com/israel-news/tech-news/2021-12-06/ty-article/israel-issues-stricter-guidelines-for-cybertech-exports-after-nso-scandal/0000017f-f2b3-df98-a5ff-f3bfde340000
https://www.haaretz.com/israel-news/tech-news/2021-12-06/ty-article/israel-issues-stricter-guidelines-for-cybertech-exports-after-nso-scandal/0000017f-f2b3-df98-a5ff-f3bfde340000
https://www.haaretz.com/israel-news/tech-news/2021-12-06/ty-article/israel-issues-stricter-guidelines-for-cybertech-exports-after-nso-scandal/0000017f-f2b3-df98-a5ff-f3bfde340000
https://www.haaretz.com/israel-news/security-aviation/2023-05-23/ty-article/.premium/israel-torpedoed-morocco-spyware-deal-and-nso-competitor-quadream-shut-down/00000188-425a-d805-a7c9-dbdbd7f50000
https://www.haaretz.com/israel-news/security-aviation/2023-05-23/ty-article/.premium/israel-torpedoed-morocco-spyware-deal-and-nso-competitor-quadream-shut-down/00000188-425a-d805-a7c9-dbdbd7f50000
https://www.amnesty.org/en/latest/news/2018/12/morocco-hirak-el-rif-appeal-must-deliver-justice-after-deeply-flawed-trial-2/
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Timeline of 
Pegasus spyware 
targeting in 
Morocco, 2017-
202077 

 

Similarly, the phone number of human rights defender Maâti Monjib was selected as a Pegasus target by the 
Moroccan Pegasus customer on 11 September 2017. Pegasus Project records show his number was 
selected for targeting again on multiple occasions over the following two years including on 2 November 
2017 and 8 January 2018. On both of these days, the selection occurred shortly before he was sent the 
Pegasus 1-click infection SMS messages. 

 
77 @lmdrsx Hmsdqm`shnm`k+ ®MRN roxv`qd trdc `f`hmrs Lnqnbb`m intqm`khrs¯+ Itmd 1/1/+
https://www.amnesty.org/en/latest/news/2020/06/nso-spyware-used-against-moroccan-journalist/ 
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Pegasus SMS messages sent to Maâti Monjib in November 2017 and January 2018  

 

5.1.2 NETWORK INJECTION ATTACKS 
Drawing on both technical research, including past documented cases, and source testimony from Safir, a 
former DGST intelligence official, Amnesty International can confirm that Moroccan authorities and the DGST 
also began using another powerful spyware infection technique from 2018 onwards: network injection. 
Network injection relies on the spyware operator being able to manipulate the internet traffic of a target in 
order to direct their browser to a malicious infection link.  

@lmdrsx Hmsdqm`shnm`k­r sdbgmhb`k qdrd`qbg entmc sg`s rtbg sq`eehb l`mhotk`shnm hm Lnqnbbn v`r b`qqhdc nts
by means of a network injection system installed in the network of Maroc Telecom, the partially state-owned 
telecommunications company.  Since NSO Grnto­r sdbgmnknfx hr rnkc dwbktrhudkx sn fnudqmldms btrsnldqr+
`mc ` mdsvnqj hmidbshnm vntkc qdpthqd oqhuhkdfdc `bbdrr sn Lnqnbbn­r m`shnm`k lnahkd hmeq`rsqtbstqd+ @lmdrsx
International concluded that Moroccan authorities were responsible and that they were using Pegasus to 
target human rights defenders and journalists.  This was later further substantiated by leaked NSO 
documents and testimony from Safir. 

In 2020, Amnesty International identified network injection attacks being carried out through the Maroc 
Telecom network after the discovery of malicious redirects and Pegasus infection attempts on the phone of 
Moroccan journalist Omar Radi.78 At the time of the malicious redirects, Omar Radi was connected directly 
to the Maroc Telecom network over 4G. The screenshot, and specifically the domain, prove that the network 
injection was being triggered by the mobile network rather than a malicious WiFi network or tactical network 
element.  

 
78 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbb`m Intqm`khrs S`qfdsdc Vhsg Mdsvnqj Hmidbshnm @ss`bjr Trhmf MRN Fqnto­r Snnkr¯+ 11 Itmd 1/1/+
https://www.amnesty.org/en/latest/research/2020/06/moroccan-journalist-targeted-with-network-injection-attacks-using-nso-groups-tools/ 

https://www.amnesty.org/en/latest/research/2020/06/moroccan-journalist-targeted-with-network-injection-attacks-using-nso-groups-tools/
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Screenshot of live network 
injection infection attempt 
against Omar Radi using 
Pegasus infection domain 
urlpush[.]net while connected 
to the Maroc Telecom 4G 
network79 

 

Interviews with Safir, a former DGST intelligence official, confirm the role of the DGST as the specific agency 
working with NSO Group and with Maroc Telecom to enable the network injection capability. Safir stated that 
Maroc Telecom permitted the installation of technology to facilitate network injection attacks, though this 
does not imply that they would have been aware of, or directly participated in attacks taking place. Safir also 
described how a telecommunications provider in Morocco also assisted in the spyware targeting process by 
oqnuhchmf cduhbd hcdmshehdqr `rrnbh`sdc vhsg s`qfds ognmd mtladqr rtbg `r sgd ognmd­r HLDH- HLDH mtladqr
`kknv ` rodbhehb cduhbd nm `m nodq`snq­r mdsvork to be identified, while also providing information on the 
make and model of the phone which can be used to determine suitable infection vectors.  

Safir described the active involvement of a domestic telecommunications company in facilitating spyware 
operations. The company provided customer phone numbers to the DGST and other identifiers allowing for 
zero-click attacks as well as discreetly providing targets with unlimited data packages, so that the extraction 
of their data via Pegasus did not trigger their data caps and arouse suspicion.  

In 2019, Amnesty International published the first ever forensic evidence confirming Pegasus spyware 
infection of the mobile phones of human rights defenders and activists, rather than just targeting attempts. 
The spyware targets featured in that research ± human rights defender Maâti Monjib and lawyer Abdessadek 
El Bouchettaoui ± were targeted by both 1-click infection links and suspected zero-click network injection 
attacks.80 Sgd mdsvnqj hmidbshnm ehmchmfr vdqd k`sdq bnmehqldc hm 1/1/ vgdm intqm`khrs Nl`q Q`ch­r cduhbd
was also infected with Pegasus while connected to the Maroc Telecom network. 

5.1.3 ZERO-CLICK ATTACKS 
Amnesty International observed evidence of Pegasus 1-click infection links being sent in Morocco from 
October 2017 until January 2018. From February 2018 onwards the first evidence of zero-click infections 
was found in Morocco, suggesting that around this time NSO Group provided their Moroccan customer (the 
DGST) with the capability to perform zero-bkhbj '®Bnudqs¯( `ss`bjr `f`hmrs Lnqnbb`m Odf`rtr s`qfdsr+
expanding from 1-click attacks. 

 
79 @lmdrsx Hmsdqm`shnm`k+ ®MRN Fqnto roxv`qd trdc `f`hmrs Lnqnbb`m intqm`khrs c`xr `esdq bnlo`mx okdcfdc sn qdrodbs gtl`m qhfgsr¯+ 11
June 2020, https://www.amnesty.org/en/latest/news/2020/06/nso-spyware-used-against-moroccan-journalist/ 
80 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn9 Gtl`m Qhfgsr Cdedmcdqr S`qfdsdc vhsg MRN Fqnto­r Roxv`qd¯ 'oqduhntrkx bhsdc(: @lmdrsx
Hmsdqm`shnm`k+ ®Lnqnbb`m Intqm`khrs S`qfdsdc Vhsg Mdsvnqj Hmidbshnm @ss`bjr Trhmf MRN Fqnto­r Snnkr¯+ 'oqduhntrkx bhsdc(- 

https://www.amnesty.org/en/latest/news/2020/06/nso-spyware-used-against-moroccan-journalist/
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Infection traces which were consistent with Pegasus zero-click attack vectors, specifically those involving 
browser exploitation, were found on the device of Maâti Monjib from February 2018. In early 2018, NSO 
Group was in the process of rolling out their upgraded Pegasus 3 and a suite of new zero-click infection 
vectors. 

Internal NSO Group material disclosed as part of the WhatsApp case provides more details about the zero-
click infection vectors used in this time period. For Android devices, zero-click vectors targeting via 
WhatsApp were the only Covert/zero-click vector method in the 2018-2020 period, although the exact 
underlying exploit changed over this time (Heaven, Eden, ERISED).81 Heaven was first released for 
production use around April 2018,82 shortly before NSO Group representatives travelled to Morocco in May 
2018 to train operators on the upgraded system.83 

NSO Group also had multiple iOS vectors during that time, although the WhatsApp material is less detailed 
on these vectors. A zero-bkhbj udbsnq ®Ch`akn¯ v`r `u`hk`akd hm 1/07 `mc khjdkx bnqqdronmcr sn `m dwoknhs
targeting iOS 11.X devices observed forensically as targeting Voice-over-WiFi services.84  NSO Group later 
qnkkdc nts ` mdv hNR 01-W udbsnq ®Cq`fnmekx¯ vghbg s`qfdsdc uh` hLdrr`fd- Sgd udbsnq v`r trdc udqx `bshudkx
by Morocco throughout 2019 until the vector was likely inadvertently mitigated when Apple released the iOS 
12.4.1 software update.85 NSO Group and Morocco continued to use further iPhone zero-click exploits into 
2021 including an iOS 13 vector targeting Apple Photos and multiple iMessage zero-click vectors. 

Safir described the evolution of the Pegasus system in Morocco from 1-click to zero-click as new infection 
vectors became available: 

®MRN­r udbsnq `ss`bjr£ g`c ` kns ne bgnhbdr nm sgd dmsqx cnnq- Drodbh`kkx nm @mcqnhc sgdx g`c ` kns ne dmsqx
doors. They had exploits on the core service of Android. On iPhone they were using iMessage exploits since the 
end of 2017, same for the redirection to use the Webkit vulnerability. These are vector attacks. In 2017 we 
mddcdc sgd trdq hmsdq`bshnm+ vd mddcdc sgdl sn bkhbj nm khmjr-¯ 

Safir goes on to describe other vectors which could be used to exploit Android phones remotely based on 
vulnerabilities on the core telephony service on Android, which may refer to the targeting of Rich 
Communication Services (RCS) or another component of the Android telephony software: 

®Ats hm 1/08 sgdx rgnvdc tr `ss`bjr trhmf utkmdq`ahkhshdr nm sgd rxrsdl kdudk hm @mcqnhc- Sgdx rgnvdc tr nmd
attack where they made an anonymous phone call and five seconds later the phone was infected. Android is filled 
with holes. The exploit was on the system level at the core telephony service of Android. The payload was sent 
through a call made via the gateway equipment that was installed in the infrastructure of [a telecommunications 
oqnuhcdq\- Hs v`r b`kkdc ¬hmidbshnm ldsgnc uh` f`sdv`x£­- Sgdqd vdqd many methods, you can select attack 
through 2G or 4G. The infection servers were already installed in the telecom network which made it easier for 
`ss`bjr-¯ 

Safir­r sdrshlnmx `krn oqnuhcdr hmrhfgs hmsn vg`s hs v`r khjd enq `m nodq`snq sn trd Odf`rtr- Gd khjdmdc sgd
Odf`rtr hmsdqe`bd sn ` ldrr`fhmf `oo eqnl sgd d`qkx 1///r9 nm sgd c`rgan`qc d`bg s`qfds nq ®nodq`shnm¯
has its own folder which corresponds to a user ID. The folder contains organized files related to that 
individual, ready to view with just a click. Safir r`hc9 ®ldrr`fdr+ b`kkr+ ognsnr+ hs­r `kk sgdqd¯-86 

5.1.4 MOROCCAN GOVERNMENT ABUSIVE USE OF PEGASUS TO TARGET 

HRDS 
In 2019, seven Moroccan activists were notified that their phones were hacked via WhatsApp using Pegasus 
spyware.87 In November that year, eight victims who received the same notification filed a complaint to 
Lnqnbbn­r M`shnm`k Bnmsqnk Bnllhrrhnm enq sgd Oqnsdbshnm ne Odqrnm`k C`s` 'BMCO(-88 At the time of 
publication in 2026, the complainants had not received a direct response from CNDP. 

 
81 [Add excerpt from NSO engineer testimony describing the various Haeven vectors as the only zero-click vectors available on Android.] 
82 [Add footnote to Heaven roll out doc] 
83 See Section 4.3 which describes trainings conducted by NSO Group for the Moroccan customer. 
84 [Add footnote for Diablo] 
85 Virus Bulletin, Exploit archaeology: a forensic history of in-the-wild nso group exploits, (previously cited). 
86 Interview with Safir 
87 Abdellatif el-G`l`lntbgh+ ®Gnv Hrq`dkh Bnlo`mx MRN G`bjdc Lx Ognmd¯+ 14 Mnudladq 1/1/+ rldw-nqf.gnv-israeli-company-nso-
hacked-my-phone/ smex.org/how-israeli-company-nso-hacked-my-phone/ 
88 Human Rights Watch, ®Sgdx­kk Fds Xnt Mn L`ssdq Vg`s¯9 Lnqnbbn­r Ok`xannj sn Bqtrg Chrrdms (previously cited). 
https://www.hrw.org/report/2022/07/28/theyll-get-you-no-matter-what/moroccos-playbook-crush-dissent  

https://www.hrw.org/report/2022/07/28/theyll-get-you-no-matter-what/moroccos-playbook-crush-dissent
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In July 2021, Amnesty International confirmed the use of Pegasus zero-click attacks against many additional 
Lnqnbb`m intqm`khrsr `mc gtl`m qhfgsr cdedmcdqr- @r o`qs ne sgd Odf`rtr Oqnidbs+ @lmdrsx Hmsdqm`shnm`k­r
Security Lab partnered with Forbidden Stories and a consortium of more than 80 journalists from 17 media 
organizations in 10 countries.89  

Amnesty International was able to directly confirm the presence of traces of Pegasus spyware through 
forensic analysis of several devices belonging to people whose numbers were on the list of targeted 
individuals uncovered in the Pegasus Project. Among them were journalist Hicham Mansouri (a Moroccan 
journalist who received asylum in France), activist Claude Mangin (wife of Sahrawi political prisoner Naâma 
Asfari), and Joseph Breham (a French human rights lawyer whose cases included Sahrawi activists in 
Morocco). 

Activists from Western Sahara were also targeted. Oubi Bouchraya Bachir, a political activist and former 
representative of the Sahrawi liberation movement Polisario Front to the European Union, 90 and Aminatou 
G`hcdq+ ` R`gq`vh gtl`m qhfgsr cdedmcdq+ vdqd `krn s`qfdsdc vhsg Odf`rtr- @lmdrsx Hmsdqm`shnm`k­r Rdbtqhsx
K`a enqdmrhb`kkx bnmehqldc sq`bdr ne hmedbshnm nm @lhm`snt G`hcdq­r cduhbd hm Nbsnadq `mc Mnudladq 1/10+
months after the Pegasus Project revelations.91  

Whistleblower testimony in this report on the use of Pegasus in Morocco is consistent with Amnesty 
Hmsdqm`shnm`k­r nvm qdrd`qbg ehmchmfr+ hmbktchmf sgd shldkhmd ne hmhsh`k cdoknxldms `mc sgd hcdmshshdr ne sgd
initial civil society targets on whom Moroccan officials were spying within weeks of the installation of the 
system. 

5.1.5 DENIAL AND BACKLASH FROM THE MOROCCAN AUTHORITIES 
Despite detailed forensic findings of unlawful Pegasus surveillance by Morocco, and independent threat 
notifications by WhatsApp to prominent Moroccan civil society members about suspected Pegasus spyware 
targeting, the Moroccan authorities have consistently denied allegations that they have used spyware to 
target civil society. 

Enkknvhmf @lmdrsx Hmsdqm`shnm`k­r 1/1/ qdonqs nm sgd Odf`rtr `ss`bjr `f`hmrs Nl`q Q`ch+ Lnqnbb`m
`tsgnqhshdr cdmhdc sgd ehmchmfr- Sgdx r`hc sgdx ®b`sdfnqhb`kkx qdidbs¯ vg`s sgdx cdrbqhadc `r ®a`rdkdrr
`kkdf`shnmr¯+ `cchmf sg`s ®otakhb`shnm ne sgd qdonqs Z£\hr o`qs ne `m `fdmc` s`qfdshmf Lnqnbbn¯-92 

The Moroccan government falsely accused Amnesty International of failing to offer them the right of reply on 
the findings of the report, and of fabricating facts and failing to provide evidence to back up the claims made 
within it. On the contrary, Amnesty International notified the Moroccan authorities on 9 June 2020 through 
an official letter sent via email to five officials at the Ministry of Human Rights, of its intention to publish the 
report two weeks prior to publication. The same letter invited the government to provide comment for 
inclusion in the report. However, no response was received.93 A smear campaign was launched against 
Amnesty International in Moroccan media and social media.94  

Nm 12 Itkx 1/10+ hm qdronmrd sn @lmdrsx Hmsdqm`shnm`k­r etqsgdq ehmchmfr `r o`qs ne sgd Odf`rtr Oqnidbs+
Morocco filed a lawsuit before the Criminal Court in Paris against Amnesty International France and 
Forbidden Stories, citing defamation. The Court ruled that the complaint was inadmissible. Morocco 
`ood`kdc sgd cdbhrhnm `mc+ hm @oqhk 1/12+ sgd Bntqs ne @ood`kr togdkc sgd knvdq bntqs­r cdbhrhnm- Hm
response, Morocco filed an appeal with the Court of Cassation but withdrew its appeal in October 2023. In 
2021, the Moroccan authorities also filed complaints in Germany against the German media outlets Die Zeit 

 
89 Enqahccdm Rsnqhdr+ ®Sgd Odf`rtr oqnidbs9 @ vnqkcvhcd bnkk`anq`shnm sn bntmsdq ` fkna`k bqhld¯+ 07 Itkx 1/10+
https://forbiddenstories.org/the-pegasus-project-a-worldwide-collaboration-to-counter-a-global-crime/ 
90 X`ahk`ch Mdvr+ ®Onkhr`qhn qdrgteekdr kd`cdqrgho Ntah A`bghq Antbgqx` qd`rrhfmdc eqnl Fdmdu` sn Shmcnte¯+ 0/ Itkx 1/14+
https://en.yabiladi.com/articles/details/171306/polisario-reshuffles-leadership-oubi-bachir.html  
91 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn.Vdrsdqm R`g`q`9 @bshuhrs s`qfdsdc vhsg Odf`rtr roxv`qd hm qdbdms lnmsgr± mdv duhcdmbd¯ 'oqduhntrkx
cited).  
92 Rdd9 Lnqnbbn Vnqkc Mdvr+ Lnqnbbn ¬Qdidbsr­ @lmdrsx Hmsdqm`shnm`k­r @kkdf`shnmr ne Bxadq Roxhmf+ Itmd 1/1/+
https://www.moroccoworldnews.com/2020/06/68551/morocco-rejects-amnesty-international-recent-allegations-cyber-spying/ and Arab 
News Japan https://www.arabnews.jp/en/middle-east/article_20318/  Rdd9 Lnqnbbn Vnqkc Mdvr+ Lnqnbbn ¬Qdidbsr­ @lmdrsx Hmsdqm`shnm`k­r
Allegations of Cyber Spying, June 2020, https://www.moroccoworldnews.com/2020/06/68551/morocco-rejects-amnesty-international-
recent-allegations-cyber-spying/ and Arab News Japan, Moroccan authorities deny using spyware to monitor critics, June 2020,    
93 Amnesty International wrote to the Moroccan authorities in 2020, outlining evidence on the use of Pegasus spyware against Maâti Monjib, 
Abdessadek El Bouchettaoui and Omar Radi, and with recommendations for reforms of the regulatory framework that governs surveillance. 
Amnesty International did not receive a response to the letter. Amnesty International, English translation of letter sent in Arabic to Chief of 
Government of the Kingdom of Morocco (previously cited).  
94 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn `mc Vdrsdqm R`g`q`9 Fnudqmldms rld`q b`lo`hfm `f`hmrs @lmdrsx Hmsdqm`shnm`k tmcdqkhmdr
hmsnkdq`mbd ne rbqtshmx¯+ 3 Itkx 1/1/+https://www.amnesty.org/en/latest/news/2020/07/morocco-and-western-sahara-government-smear-
campaign-against-amnesty-international-underlines-intolerance-of-scrutiny/ 

https://forbiddenstories.org/the-pegasus-project-a-worldwide-collaboration-to-counter-a-global-crime/
https://en.yabiladi.com/articles/details/171306/polisario-reshuffles-leadership-oubi-bachir.html
https://www.moroccoworldnews.com/2020/06/68551/morocco-rejects-amnesty-international-recent-allegations-cyber-spying/
https://www.arabnews.jp/en/middle-east/article_20318/
https://www.moroccoworldnews.com/2020/06/68551/morocco-rejects-amnesty-international-recent-allegations-cyber-spying/
https://www.moroccoworldnews.com/2020/06/68551/morocco-rejects-amnesty-international-recent-allegations-cyber-spying/
https://www.amnesty.org/en/latest/news/2020/07/morocco-and-western-sahara-government-smear-campaign-against-amnesty-international-underlines-intolerance-of-scrutiny/
https://www.amnesty.org/en/latest/news/2020/07/morocco-and-western-sahara-government-smear-campaign-against-amnesty-international-underlines-intolerance-of-scrutiny/
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and Süddeutsche Zeitung, ats sgdrd vdqd qdidbsdc ax Fdql`mx­r Edcdq`k Bntqs ne Itrshbd nm 13 Edaqt`qx
2026.95 

5.2 LNQF@M9 LNQNBBN­R ODF@RTR NODQ@SNQ
REVEALED 

A`rdc nm `m dwsdmrhud `m`kxrhr ne sgd kdf`k ehkhmfr hm Vg`sr@oo `mc Lds`­r b`rd `f`hmrs MRN Fqnto+ kd`jdc
surveillance records, open-source intelligence and first-hand whistleblower testimony, Amnesty International 
identifies with high confidence that Morobbn­r CFRSis the end-user responsible for the use of Pegasus 
against Moroccan and Sahrawi civil society and for surveillance operations outside of Morocco and Western 
Sahara. 

In 2025, as part of the WhatsApp v. NSO court case in the USA, a significant number of depositions, 
documents and internal NSO material were unsealed and made public by the court. One particularly 
informative document is a redacted and partial version of a presentation given to the board of Q Cyber 
Sdbgmnknfhdr+ MRN Fqnto­r o`qdms bnlo`mx+ nm 0-2 August 2018. The presentation provides a status 
update on the key developments with Q Cyber customers in the second quarter of 2018. Pegasus customer 
code names mentioned included Apollo, Subaru (identified by Haaretz as Saudi Arabia), Rolls-Royce, Aziza, 
Tinkerbell, Shemer and Morgan. According to reporting by Haaretz, NSO Group customers are given code 
m`ldr a`rdc nm sgd ehqrs kdssdq ne sgd bntmsqx­r m`ld `mc `m `tsnlnshud l`mte`bstqdq-96 

 

 

Pegasus presentation 
 

 

Sgd oqdrdms`shnm hmchb`sdr sg`s ®Odf`rtr 2 Ads`¯ v`r cdoknxdc sn sgd btrsnldq bncd-m`ldc ®Lnqf`m¯ `s
rnld onhms adenqd sgd an`qc lddshmf hm @tftrs 1/07- A`rdc nm MRN­r jmnvm m`ld rbgdl`+ vghbg trdr
code names with the same first letter as the customer country, the exclusion of other known Pegasus 
customers beginning with M,97 `mc sgd l`sbghmf shldkhmd+ hs b`m ad hmedqqdc sg`s ®Lnqf`m¯ v`r MRN
Fqnto­r bncd m`ld enq sgdhq Lnqnbb`m btrsnldq+ rg`qhmf sgqdd hmhsh`k kdssdqr- @r o`qs ne sgdPegasus Project: 

 
95 Federal Court of Justice, https://www.bundesgerichtshof.de/SharedDocs/Pressemitteilungen/DE/2026/2026036.html (accessed on 4 
August 2026). 

 

 
97 Rodbhehb`kkx+ Ldwhbn `mc L`k`xrh`- Ldwhbn­r ltkshokd btrsnldqr `qd bncd-m`ldc ®Ldqbdcdr¯ `mc onsdmsh`kkx `r `krn ®L`hq`¯- L`k`xrh` hr
qdedqqdc sn `r ®L`yc`¯- 

https://www.bundesgerichtshof.de/SharedDocs/Pressemitteilungen/DE/2026/2026036.html
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Hmrhcd Lnqnbbn­r Roxhmf L`bghmdhmudrshf`shnm+ Enqahccdm Rsnqhdr qdonqsdc sg`s ®rdudq`k rntqbdr vhsghm sgd
cyber-rtqudhkk`mbd hmctrsqx g`ud bnmehqldc sg`s Lnqnbbn­r bncdm`ld `s MRN hr ®Lnqf`m-¯98 

5.2.1 EARLY PEGASUS CUSTOMER TESTING EXPOSES THE SPYWARE 

OPERATORS 
From September 2017 onwards, the DGST deployed and used Pegasus. NSO Group staff conducted 
demonstrations of the system for the DGST following the initial deployment and each time they rolled out 
new versions and functionalities.  

The Pegasus Project records show that in late June and early July 2017, four unique Moroccan phone 
numbers were selected as Pegasus spyware targets, apparently as part of a Pegasus sales demonstration 
rather than any real customer use of the Pegasus system. Material released as part of a civil action by 
WhatsApp against NSO Group shows that such systems were used by NSO Group sales staff and pre-sales 
engineers to perform live infections against test devices to demonstrate the capabilities of the product (see 
Section 4.1.3).  

In late August 2017, new Pegasus activity was taking place in Morocco. Over the following month, Pegasus 
Project records and publicly available OSINT data show the Pegasus system being set up and initial targets 
being configured in the system. The full installation, testing and launch of a Pegasus system can take up to 
16 weeks, according to leaked Pegasus system documentation. The real target phone numbers being 
entered in the system alongside apparent tests from DGST staff members indicates operators testing and 
setting up targets in the system in real time. In many cases, there are just minutes between a target being 
entered into the system and further test entries from DGST staff operating the system. 

Technical records from the Pegasus Project show that several Moroccan phone numbers were entered into 
the Pegasus system during September 2017, including some numbers used for the earlier July demo. 
Intermittent with these test numbers, Amnesty International was able to identify and directly attribute some 
of these phone numbers to named individuals working at the DGST, based on open-source intelligence. 

Table 1: DGST staff members phone numbers entered in Pegasus system during deployment. 

PHONE NUMBER OWNER FIRST SEEN (UTC) LAST SEEN (UTC) 

+212******499  DGST Agent B 2017-09-10 13:50 2018-05-01 13:31 

+212******517  DGST Agent B 2017-09-10 14:08 2019-02-08 09:41 

+212******318  DGST Agent A 2017-09-10 14:32 2019-05-26 14:27 

Among those was a phone number for DGST Agent A, the person named by Safir as the head of the 
department with the DGST that was in charge of digital surveillance. A search in the ViewCaller caller ID 
service returned a result that matched the first name of this individual. The phone number associated with 
DGST Agent A was entered into the Pegasus system on 10 September 2017, before the system became 
operational. Amnesty International was also able to find a public document listing DGST Agent A as a 
representative of the DGST. 

On the same date, two phone numbers associated with another DGST staff member, DGST Agent B, were 
also entered into the system for the first time, apparently also for testing purposes. OSINT services and 
phone caller ID databases were used to identify DGST Agent B as the owner of both phone numbers. One of 
his numbers was displayed by the ViewCaller service suggesting that DGST Agent B has a technical or 
engineering role in the DGST. Similar records created during system testing were found during investigations 
into other Pegasus customers, and it appears to have been a common practice as part of system testing.99  

 
98 Rdd Ft`qch`m+ ®Lnqnbb`m hmsdkkhfdmbd hmrhcdq qdud`kr vhcdroqd`c trd ne Odf`rtr g`bjhmf rnesv`qd¯+ 05 Itkx 1/15+
https://www.theguardian.com/news/2026/jul/16/morocco-intelligence-insider-reveals-widespread-use-hacking-software-pegasus and 
Enqahccdm Rsnqhdr+ ®Bncdm`ld ®Lnqf`m¯9 gnv Lnqnbbn `bbdrrdc Odf`rtr+ hmunkuhmf Hrq`dk `mc sgd Tmhsdc @q`a Dlhq`sdr¯+ 05 Itkx2026, 
https://forbiddenstories.org/codename-morgan-a-look-back-at-moroccos-acquisition-of-pegasus-involving-israel-and-the-united-arab-
emirates/  
99 Chqdjs25+®Gtmf`qh`m hmsdk neehbdq hmunkudc hm roxv`qd nodq`shnmr `ood`qr nm Odf`rtr khrs¯+ 18 Nbsnadq 1/10+
https://www.direkt36.hu/en/kemszoftverekkel-is-foglalkozo-magyar-titkosszolga-kerult-elo-a-pegasus-listabol/ 

https://www.theguardian.com/news/2026/jul/16/morocco-intelligence-insider-reveals-widespread-use-hacking-software-pegasus
https://forbiddenstories.org/codename-morgan-a-look-back-at-moroccos-acquisition-of-pegasus-involving-israel-and-the-united-arab-emirates/
https://forbiddenstories.org/codename-morgan-a-look-back-at-moroccos-acquisition-of-pegasus-involving-israel-and-the-united-arab-emirates/
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Both DGST Agent A and DGST Agent B have previously been linked to Moroccan cyber-surveillance 
oqnbtqdldms- Sgdhq m`ldr vdqd ldmshnmdc hm `m dl`hk hmbktcdc hm 1/04 kd`jdc ®G`bjhmf Sd`l¯ 'Hs`kh`m
cyber-intelligence company) documents in relation to planned attendance at a surveillance technology fair 
'rdd Rdbshnm 5-0 adknv enq lnqd `m`kxrhr ne G`bjhmf Sd`l­r oqnctbsr `mc sgdhq trd hm Lnqnbbn(- Ognmd
numbers for both individuals continued to be entered in the Moroccan Pegasus system during 2019, 
suggesting an ongoing role in the targeted surveillance operations and human rights violations tied to 
Pegasus. 

Amnesty International cross-referenced the numbers in the Pegasus Project records associated with the 
DGST, the Moroccan customer, to validate these claims. Eight phone numbers linked to at least five 
suspected DGST officers named by Safir or identified through open-source research were found to be 
present in the Pegasus Project leak. Notably, two of these individuals ± with previous links to the deployment 
of mercenary spyware ± were seen most frequently in the data during the first month that the system was 
deployed in September 2017. Safir indicated that the system was first installed in September 2017, and 
indeed this is when targeting records tied to the Morocco customer first appear in the Pegasus Project leak.  

These early targeting records were likely created as DGST staff members and engineers were testing the 
Pegasus system before it was made fully operational. Similar evidence was found in the Pegasus Project for 
other countries, including Hungary, where an operator responsible for technical surveillance had entered his 
own phone numbers into the Pegasus dashboard, likely to test the system.100 

Safir also identified a separate DGST officer who had volunteered their phone for a Pegasus on-site 
demonstration by NSO Group staff in 2018. Safir provided a phone number belonging to this individual, 
which Amnesty International could confirm - based on Pegasus Project records - was entered into the 
Morocco Pegasus system in May 2018. Amnesty International also identified an additional phone number 
tied to the same DGST officer entered in the system on the same day. These findings corroborate Safir­r ehqrs-
hand knowledge on the demonstrations carried out by NSO and the deployment of the Pegasus spyware by 
the DGST. 

As outlined in the previous chapter, in addition to deployed Pegasus customer systems, NSO Group 
maintained standalone Pegasus systems used to test features and to perform product demonstrations for 
potential or existing clients. Between 17 December and 19 December 2018, two Moroccan phone numbers 
were entered repeatedly into one of these separate NSO Group-controlled sales demo Pegasus systems. 

This followed WhatsApp implementing a server-side block for the initial Heaven WhatsApp vector on 5 
December 2018. This suggests that NSO Group was actively testing functionality or demonstrating new 
Pegasus features at this time. The same demo numbers were later selected in the Morocco customer system 
on 24 December 2018 and 17 January 2019. 

5.3 HUMAN RIGHTS DEFENDERS AMONG THE FIRST 
TARGETS 

Between 10 and 11 September 2017, the first real phone numbers of later confirmed Pegasus targets began 
to be entered in this system. The system was not yet active at this time, so these entries likely reflect cases 
and operations being set up in the system, potentially as part of further testing. In the first two days, the 
phone numbers were entered for prominent human rights defenders and independent journalists as the first 

intended targets (see Table 2). These include the phone numbers of journalists Taoufik Bouachrine (see 
case study of Afaf Bernani in Chapter 8) and Ali Anouzla, alongside human rights defenders Ahmed 
Benseddik, Maâti Monjib (case study in Chapter 7), and Fouad Abdelmoumni (case study in Chapter 7). 

Table 2: Excerpt from Pegasus Project records showing phone numbers selected by Moroccan customer on 10 ± 
11 September  

TARGET PHONE NUMBER  NAME ASSOCIATED WITH PHONE NUMBER DATE ENTERED 

+212*********  Taoufik Bouachrine 2017-09-10 13:22 

+212******499  DGST Agent B 2017-09-10 13:50 

 
100 Chqdjs25+®Gtmf`qh`m hmsdk neehbdq hmunkudc hm roxv`qd nodq`shnmr `ood`qr nm Odf`rtr khrs¯ 'oqduhntrkx bhsdc(- 
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TARGET PHONE NUMBER  NAME ASSOCIATED WITH PHONE NUMBER DATE ENTERED 

+212******499  DGST Agent B 2017-09-10 13:52 

+212******517  DGST Agent B 2017-09-10 14:08 

+212******318  DGST Agent A 2017-09-10 14:32 

+212******499  DGST Agent B 2017-09-10 14:35 

+212*********  Taoufik Bouachrine 2017-09-11 09:01 

+212*********  Ahmed Benseddik 2017-09-11 11:19 

+212*********  Ali Anouzla 2017-09-11 11:21 

+212*********  Maâti Monjib 2017-09-11 11:22 

+212******499  DGST Agent B 2017-09-11 11:24 

+212*********  Taoufik Bouachrine 2017-09-11 11:28 

+212******499  DGST Agent B 2017-09-11 11:33 

+212*********  Fouad Abdelmoumni 2017-09-11 11:37 

+212******517  DGST Agent B 2017-09-11 12:58 

+212*********  Taoufik Bouachrine 2017-09-11 13:08 

An analysis of all target phone numbers entered in the Moroccan Pegasus system between September and 
December 2017 provides further evidence that human rights defenders were the priority targets of the 
DGST. Excluding testing and internal phone numbers, Amnesty International was able to match 103 
Moroccan phone numbers with specific named individuals.  Of those people selected as potential Pegasus 
targets, 65 were identifiable as civil society members (including 34 human rights defenders, 22 journalists 
and media worker, 5 lawyers, and 4 academics), 25 were political representatives or officials, 5 were 
diplomats or representatives of international organizations. The remaining 8 identified individuals include 
business people, religious figures and others whose identity or categorisation was unclear. 

These records show the phone numbers of prominent human rights defenders and journalists were among 
the first to be entered into the Pegasus system, indicating that this was the priority purpose for which the 
DGST had acquired the highly invasive spyware system. The focus on civil society members was a core 
purpose, rather than incidental. 

5.3.1 ADDITIONAL NSO-CONNECTED SYSTEM DEPLOYED IN MOROCCO AT 

THE SAME TIME AS PEGASUS SYSTEM DEPLOYMENT 
Amnesty International assesses with high confidence that a Moroccan VPN server linked with Circles is also 
shdc sn Lnqnbbn­r cdoknxldms nePegasus, either as part of a unified product or sold together with a Circles 
system, based on the analysis provided in this section. 

Circles is a Bulgaria-based digital surveillance company affiliated with the NSO Group, established in 2008 to 
develop SS7-based location tracking technologies. It was acquired in 2014 by Francisco Partners and 
integrated into NSO Group.101 In a letter to Amnesty International in 2021, NSO Group indicated that the 
Atkf`qh`m bnlo`mhdr vghbg `qd o`qs ne MRN Fqnto ®oqnuhcd+ nm ` bnmsq`bs a`rhr+ qdrd`qbg `mc cdudknoldms
services to their respective Cypriot affiliates and export the network produbsr enq fnudqmldms`k trd¯-102  

 
101 Amnesty International, Nodq`shmf eqnl sgd Rg`cnvr9 Hmrhcd MRN Fqnto­r Bnqonq`sd Rsqtbstqd (Index Number: DOC 10/4182/2021), 31 
May 2021, https://www.amnesty.org/en/documents/doc10/4182/2021/en/ 
102 Amnesty International, Nodq`shmf eqnl sgd Rg`cnvr9 Hmrhcd MRN Fqnto­r Bnqonq`sd Rsqtbstqd(previously cited). 
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A 2018 board meeting presentation from Q Cyber Technologies SARL, a Luxembourg-based company 
`eehkh`sdc vhsg MRN Fqnto 'rdd sgd ¬Rtll`qx ne bnlo`mhdr `mc rtqudhkk`mbd sdbgmnknfhdr­ s`akd+ `anud(+ `mc
other material disclosed as part of the WhatsApp lawsuit, show that the companies Q Cyber Technologies 
and Circles were increasingly integrated by 2018, sharing the customer code names in some instances.103 
Sgd an`qc lddshmf nudquhdv mnsdc sg`s P Bxadq Sdbgmnknfhdr­ ®Mdsvnqj % S`bshb`k¯ oqnctbsr vdqd knb`sdc
in Bulgaria. 

Hm 1/1/+ sgd Bhshydm K`a otakhrgdc ` qdonqs cnbtldmshmf sgd oqnkhedq`shnm ne Bhqbkdr­ sdbgmnknfx-104 Among 
the set of suspected Circles systems documented by Citizen Lab was a VPN server located on an IP address 
range 105.145.40.27-29, which Citizen Lab attributed to the Moroccan Ministry of Interior (see report 
excerpt below). 

 

 

Excerpt from Citizen Lab report 
on Circles deployment in 
Morocco105 

 

Bhshydm K`a­r rb`mmhmf ldsgncnknfx entmc sg`s sgd Lnqnbb`m UOM rdqudq v`r `bshud `mc l`sbghmf `
suspected Circles VPN fingerprint from at least 14 March 2018 until early 2021.  

Etqsgdq `m`kxrhr ax @lmdrsx Hmsdqm`shnm`k­r Rdbtqhsx K`a g`r entmc sg`s sgd Lnqnbb`m UOM rxrsdl v`r ehqrs
deployed and visible on a Moroccan IP range as early as September 2017, the same month that the 
Moroccan Pegasus system also became active.  

The Moroccan IP address range 105.145.40.27-29 hosted a VPN server with a self-signed certificate (with 
m`ld ®knb`kgnrs¯( eqnl 01 Rdosdladq 1/06 tmshk 8 L`qbg 1/10- Sgd r`ld bdqshehb`sd v`r `krn uhrhakd nm `
set of Bulgarian IP addresses linked to NSO Group. The Bulgarian IPs also hosted TLS certificates with the 
hmsdqm`k bnlonmdms ®sq`bjrxrsdlZ-\hmen¯ vghbg g`c oqduhntrkx addm trdc ax MRN Fqnto bnlo`mx Bhqbkdr- 

The VPN certificate was visible in Bulgaria for one day in August 2017 before later reappearing in Morocco. 
This suggests a VPN server or system that was first configured by NSO Group staff in Bulgaria before being 
shipped to the customer in Morocco (see annex 12.1 for tables of VPN server certificates visible in Bulgaria 
and then later in Morocco). 

Notably, other certificates hosted on the same Bulgarian IP range associated with NSO Group closely 
correlate with other known Pegasus system deployments rather than Circles SS7 product deployments. The 
observed VPN certificates also do not explicitly mention Circles or refer to the customer as a Circles 
customer. 

Analysis of other certificates found on the Q Cyber/NSO Group linked IP 84.1.246.230 helps support the 
connection between these VPN servers and Pegasus customer deployments (see Annex 12.1). 

 
103 Nmd cnbtldms qdedqr sn ` Odf`rtr r`kdr cdln adhmf odqenqldc hm 1/08 enq btrsnldq ®Onqrbgd¯- Sgd cdln v`r odqenqldc nm Odqtuh`n 
phone numbers, indicating the customer country is Peru. The Circles system identified by Citizen Lab in Peru was code-m`ldc ®Onqsche 
Ohrbn¯+ rgnvhmf MRN `mc Bhqbkdr trdc ` bnllnm m`lhmf rxrsdl enq btrsnldqr- 
104 Citizen Lab, Running in Circles: Uncovering the Clients of Cyberespionage Firm Circles, 1 December 2020, 
https://citizenlab.ca/research/running-in-circles-uncovering-the-clients-of-cyberespionage-firm-circles/  
105 Citizen Lab, Running in Circles: Uncovering the Clients of Cyberespionage Firm Circles 'oqduhntrkx bhsdc(+ rdbshnm ¬Lnqnbbn­- 

https://citizenlab.ca/research/running-in-circles-uncovering-the-clients-of-cyberespionage-firm-circles/
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An earlier certificate ± ®bkhdms-dutton-cnkbd UOM Bdqshehb`sd¯± also appears to be tied to a Pegasus 
deployment. In testimony released as part of the WhatsApp case, an NSO group representative identified 
®CTSSNM¯ `r sgdhq btrsnldq bncd m`ld enq sgd Dlhq`se of Dubai.106  

The observed timeline for the VPN certificate creation and scanning for the confirmed DUTTON customer 
matches closely with the timeline of the Dubai Pegasus system deployment and operation. This suggests that 
these VPN certificates may indeed represent Pegasus system deployments rather than a separate Circles 
product deployment. 

Pegasus Project records for the Dubai/DUTTON customer show that first Pegasus testing activity began on 
27 October 2016, the same day the VPN certificate was issued. The testing activity continued over the 
following month. The first identifiable Pegasus target was entered in the system on 7 December 2016, two 
days after the VPN certificate was seen active on the Dubai IP address ranges.  

The findings for the certificate and customer linked to Morocco are similar. The first Moroccan numbers 
were seen in tests in July 2017. The Moroccan customer system was under testing from the start of 
September 2017. The first identifiable Pegasus targets were entered in the system on 9 September 2017, 
three days before the VPN certificate was first seen in Morocco on the IP range associated with the Ministry 
of Interior and the DGST. 

Amnesty International assesses with high confidence that the VPN system installed on the Moroccan 
Ministry of Interior IP range in September 2017 is tied not just to Circles but also to NSO Group and Q Cyber 
Technologies, companies to which it is affiliated. The evidence further suggests that the TLS certificates are 
related to Moroccan Pegasus customer deployment.  

Amnesty International has reviewed leaked Moroccan intelligence files that show the domain name 
®sdqrhl-l`¯ hr `m dl`hk cnl`hm trdc hmsdqm`kkx ax sgd CFRS- Sgd dl`hk rdqudq enq sghr cnl`hm hr gnrsdc `s
105.145.40.3 in the same /27 IP range as the NSO Group-linked VPN server. The same email server also 
g`mckdr sgd cnl`hm ®abhi-fnu-l`¯ enq sgd Atqd`t bdmsq`k c­investigations judiciaires (BCIJ), a judicial police 
rdquhbd sg`s vnqjr bknrdkx vhsg sgd CFRS+ `eehkh`sdc vhsg ®lhr-fnu¯- Sgd r`ld dl`hk `ccqdrr trdc sn qdfhrsdq
®sdqrhl-l`¯+ ®abhi-fnu-l`¯ `mc ®lhr-l`¯ v`r `krn trdc sn qdfhrsdq sgd cnl`hmr ®cfrs-fnu-l`¯ `md 
®cfrs-l`¯+ etqsgdq khmjhmf sgd HO q`mfd sn sgd Lnqnbb`m CFRS-107 

5.4 MOROCCO­S USE OF PEGASUS SPYWARE BEYOND 
ITS BORDERS 

This section examines how Morocco expanded its use of Pegasus outside its borders to target Moroccan 
activists and journalists, lawyers, military officials, diplomats, and senior political leaders across Europe, with 
a particular focus on France and Spain. 

This analysis is based on three independent but mutually reinforcing sources of evidence. Firstly, it draws on 
detailed Pegasus Project records spanning the time frame from when Morocco first obtained Pegasus to 
mid-2019, which includes thousands of phone numbers entered in the Moroccan Pegasus system for 
onsdmsh`k s`qfdshmf- Mns `kk mtladqr dmsdqdc hm sgd rxrsdl 'sdqldc gdqd `r ®selected̄ ( vhkk tkshl`sdkx g`ud
received a Pegasus infection attempt or have been successfully infected. Only forensic analysis on targeted 
devices can be used to confirm without doubt that a phone number selected for targeting with Pegasus was 
infected.  

Secondly, this section draws on forensic investigations carried out by Amnesty International on the devices of 
individuals in Europe which Pegasus Project records show were selected by Morocco. On many of the 
analysed devices, evidence of successful Pegasus spyware targeting and infection was found, often shortly 
after the target phone numbers were selected on the customer side. The repeated temporal correlation 
between target selection and forensically confirmed infections confirms that Morocco was actively targeting 
and successfully infecting the phones of individuals outside the country, as suggested by the Pegasus 
Project data. 

Thirdly, because NSO Group creates unique attack infrastructure (domain names, servers and email 
addresses) for each customer, it is possible to use specific attack infrastructure - such as attacker iCloud 
accounts ± to link (or cluster) multiple Pegasus infections as having been performed by the same Pegasus 

 
106 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, Document 796-2, ,  pp. 8-16. 
 storage.courtlistener.com/recap/gov.uscourts.cand.350613/gov.uscourts.cand.350613.796.2.pdf 
107 tersim2019@gmail.com 
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customer. Different indicators can also be linked together based on their co-occurrence on the same 
targeted devices. These clusters of forensically observed indicators can then be conclusively attributed back 
to a customer, in this case Morocco ± based on sgd bknrd bnqqdk`shnm vhsg Lnqnbbn­r s`qfds rdkdbshnm '`r rddm
in the Pegasus Project data and victim profiles from the cluster, including Moroccan journalists alongside 
human rights lawyers, and politicians). 

Taken together, this evidence reveals the broad set of individuals selected as targets by Morocco. The 
forensic analysis confirms that the selections led to Pegasus infections, and the account attribution shows 
that a single Moroccan system controlled by the DGST was responsible for all of the targeting, from activists 
to government officials. 

5.4.1 SHLDKHMD NE LNQNBBN­R RDKDBSHNM NE ODF@RTR S@QFDSR

ABROAD 
Sgd ehqrs duhcdmbd sg`s Lnqnbbn­r trd ne Odf`rtr roxv`qd v`r dwo`mchmf sn s`qfdsr ntsrhcd sgd bntmsqx
began on 22 April 2018, when the first non-Moroccan phone number appeared in the Pegasus Project leak. 
The section draws on an analysis of the Pegasus Project dataset and identification of associated phone 
numbers. The logs show that the first Algerian phone number was associated with a prominent Sahrawi 
diplomat with the United Nations Mission for the Referendum in Western Sahara (MINURSO). The other 
numbers selected that day appear to have been largely Algerian military officials. 

The following day, 23 April 2018, the logs show the first French numbers beginning to be selected in the 
system, beginning with exiled Moroccan journalist Aboubakr Jamai. He was selected for Pegasus targeting 
extensively by Morocco over the following two years. On 1 May 2018, a French phone number for a 
Moroccan newspaper publisher (Jamal Boudouma) was first selected in the Pegasus system. Also on 1 May 
2018, phone numbers for multiple DGST Pegasus operators, including DGST Agent A and DGST Agent B 
were again entered in the system. On 3 May 2018, a phone number for DGST Agent B was entered again 
and two phone numbers for another DGST staff member (DGST Agent C) were also entered on the system, 
likely while testing new functionality provided by NSO Group (see Section 4.2). 

The selection of Algerian and French phone numbers continued extensively over the following weeks. Many 
of these phone numbers were only selected once. This could indicate that DGST operatives were entering 
potential targets broadly to check if they were vulnerable to zero-click attacks such as those for WhatsApp, 
which could be used reliably to infect targets outside the country. This WhatsApp exploit was only effective 
against Android users with a supported version of Android installed.  

On 8 May 2018, the French phone number of a French human rights lawyer representing journalist Taoufik 
Bouachrine was selected as a target. Later the same day, a phone number for human rights defender and 
former prisoner Adil Lamtalsi was selected. Supported by ACAT-France, a French anti-torture NGO, Mr 
Lamtalsi had filed a complaint of torture at Paris High Court, alleging he was physically abused while held at 
the Temara secret detention centre, managed by the DGST.108 The ACAT also documented allegations of 
torture made by Naâma Asfari, a Saharawi of Moroccan nationality, against officers of the DGST and 
others.109 Joseph Breham, the human rights lawyer who represented Naâma Asfari in a complaint in respect 
of Morocco filed with the UN Committee against Torture, was also later selected as a target. Amnesty 
International later confirmed he was compromised with Pegasus on multiple occasions. 

In reaction to these court filings, and an attempt by the French judicial police to question DGST Director 
General Abdellatif Hammouchi while he was present in France, the Moroccan authorities took the step to 
suspend judicial cooperation agreements with France.110 Morocco also filed a complaint in France against 
ACAT, Adil Lamtalsi and Naâma Asfari for defamation.111 

The first Spanish number selected by the DGST was on 11 May 2018, a phone number associated with 
Saharawi human rights defender Aminatou Haidar, who Amnesty International later forensically confirmed 
was infected by Morocco with Pegasus (see Case Study Sahrawi activists, below).112  

 
108 @B@S+ K­@B@S `t b·tq cd k` bqhrd choknl`shptd eq`mbn-l`qnb`hmd Z®@B@S `s sgd gd`qs ne sgd Eq`mbn-Lnqnbb`m choknl`shb bqhrhr¯\+ 2/
June 2014, acatfrance.fr/lacat-au_coeur_de_la_crise_diplomatique_franco-marocaine (in French). 
109 OHCHR, Ennaâma Asfari v. Morocco, Case 606/2014, 15 November 2026, https://juris.ohchr.org/casedetails/2621/en-US  
110 AAB+ ®Lnqnbbn-Eq`mbd qnv nudq G`llntbgh snqstqd bk`hlr¯+ 15 Edaqt`qx 1/03+https://www.bbc.co.uk/news/world-europe-26360224   
111 Amnesty International, Shadow of impunity: Torture in Morocco and Western Sahara (Index Number: MDE 29/001/2015), 19 May 2015 
https://www.amnesty.org/en/documents/mde29/001/2015/en/  
112 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn.Vdrsdqm R`g`q`9 @bshuhrs s`qfdsdc vhsg Odf`rtr roxv`qd hm qdbdms lnmsgr± mdv duhcdmbd¯ 'oqduhntrkx
cited). 

https://www.acatfrance.fr/lacat-au_coeur_de_la_crise_diplomatique_franco-marocaine/
https://juris.ohchr.org/casedetails/2621/en-US
https://www.bbc.co.uk/news/world-europe-26360224
https://www.amnesty.org/en/documents/mde29/001/2015/en/
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After a slower period of targeting into the end of 2018, the targeting of Spanish and European numbers 
begins in a focused manner again from February 2019. Internal NSO Group communications, released as 
part of the civil case between WhatsApp and NSO Group, indicate that NSO Group had succeeded in 
developing their new Eden zero-click vector against WhatsApp on Android by 4 February 2019. Phone 
numbers of DGST Pegasus operators DGST Agent A and DGST Agent B were selected multiple times on 8 
February 2019, around the same time these new vectors were becoming available. 

On 25 February, the number of a Spanish activist leading an association supporting Saharawi independence 
was selected as a target. On 5 March, a Moroccan journalist based in Spain was targeted, Hussein 
Majdoubi. The same day Spanish journalist Ignacio Cembrero had his phone selected for targeting, 
reappearing 25 times over the following two months.113  Also on the same day, 5 March 2019, a Spanish 
phone number for Moroccan journalist Aboubakr Jamai was selected. He had previously been first selected 
for targeting on his French phone number in 2018. Aboubakr Jamai was later notified by WhatsApp that he 
had been targeted with Pegasus via a WhatsApp zero-click exploit in late April and early May 2019.114 
Pegasus Project records show the DGST repeatedly selected @anta`jq­r mtladq enq s`qfdshmf nm ltkshokd
days between 25 April and 10 May 2019, confirming that the notification he received from WhatsApp was as 
a result of Pegasus targeting carried out by the DGST. In a court filing, WhatsApp identified 69 Moroccan, 39 
Algerian, 21 Spanish and 7 French phone numbers targeted during this same period.115 The WhatsApp 
filings do not identify the customer responsible, but it is likely that the majority of these 136 phone numbers 
were targeted by Morocco. Among the Spanish targets notified by WhatsApp were individuals later confirmed 
to have been targeted by a Spanish Pegasus customer. 

On 6 March 2019 ± sgd c`x `esdq @anta`jq I`l`h­r Ro`mhrg mtladq v`rselected ± the phone number for 
another DGST staff member, DGST Agent C, was entered again. Another phone number associated with him 
was selected again on 21 March and 19 April 2019, likely related to further training or testing activity. During 
this time period the DGST continued to heavily target Algerian phone numbers and phone numbers in 
France belonging to Moroccan civil society, journalists, French political figures and Algerian officials and 
diplomats. On 23 February 2019, Mediapart journalist Lénaïg Bredoux was selected for targeting by the 
Moroccan operator as evidenced by the Moroccan Pegasus Project records. Amnesty International later 
forensically confirmed that she was successfully compromised with Pegasus by the DGST on multiple 
occasions in 2019 and 2020. 

On 13 March 2019, a French phone number associated with a former senior Algerian UN Special Envoy, 
Lakhdar Brahimi, was selected.  One minute later a phone number of French President Emmanuel Macron 
was also selected.116 Three days later on 16 March, the phone numbers of Lakhdar Brahimi, French 
politician Leïla Aïchi, Belgian MEP Louis Michel and Emmanuel Macron were selected within 30 minutes of 
one another. Numerous other senior diplomats around the world were selected by Moroccan security 
officials in the same days. Later the same day, a Spanish phone number for Moroccan journalist Ali Lmrabet 
was first selected, and the French phone number for Aboubakr Jamai was targeted again. 

This extensive targeting of French numbers continued up until August 2019 when the Pegasus Project data 
related to Morocco ended, although Morocco continued to remain a Pegasus customer. A number of those 
French targets were later forensically confirmed as infected with Pegasus by Morocco including Claude 
Mangin, wife of jailed Saharawi activist Naâma Asfari, and Joseph Breham, a lawyer who represented Mr 
Asfari in his complaint filed against Morocco with the UN Committee against Torture. 

Sghr odqhnc ne hmsdmrd hmsdqm`shnm`k s`qfdshmf bnhmbhcdr vhsg MRN Fqnto­r qdkd`rd ne ` onvdqetk `mc qdkh`akd
iOS zero-click vector which targeted iMessage. Forensic evidence shows that in many of the cases 
forensically analysed, selected phones showed signs of successful infection just minutes after being selected 
as targeted in the Moroccan Pegasus system.  

 
113 Ignacio Cembrero is a journalist and media partner in this investigation. 
114 Hmrdqs ennsmnsd `ants @anta`jq I`l`h­r mnshehb`shnm ax Vg`sr@oo 
115 District Court, N.D. California, WhatsApp Inc. v. NSO Group Technologies Limited, Case 4:19-cv-07123, 
https://storage.courtlistener.com/recap/gov.uscourts.cand.350613/gov.uscourts.cand.350613.679.6.pdf, p. 127. 
116 President Macron was one of 14 heads of state whose phone number appeared in the leaked list of 50,000 potential surveillance targets 
qdud`kdc hm sgd Odf`rtr Oqnidbs hm 1/10- @lmdrsx Hmsdqm`shnm`k+ ®Odf`rtr Oqnidbs9 L`bqnm `lnmf vnqkc kd`cdqr rdkdbsdc `rpotential 
s`qfdsr ne MRN roxv`qd¯+ 1/ Itkx 1/10+https://www.amnesty.org/en/latest/press-release/2021/07/world-leaders-potential-targets-of-nso-
group-pegasus-spyware/  

https://storage.courtlistener.com/recap/gov.uscourts.cand.350613/gov.uscourts.cand.350613.679.6.pdf
https://www.amnesty.org/en/latest/press-release/2021/07/world-leaders-potential-targets-of-nso-group-pegasus-spyware/
https://www.amnesty.org/en/latest/press-release/2021/07/world-leaders-potential-targets-of-nso-group-pegasus-spyware/
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5.5 FORENSIC ATTRIBUTION OF ATTACKS TO MOROCCO 
BASED ON REUSED ZERO-CLICK ATTACK EMAIL 
ADDRESSES 

The Pegasus Project records themselves provide clear insights into the targeting priorities and activity of the 
Moroccan Pegasus customer. This evidence of targeting by the DGST can be further validated with material 
evidence gathered through forensic analysis of phones. 

Section 4.3 in the previous chapter outlines how NSO Group creates custom infrastructure for each 
customer. This unique, per-customer assignment is what allows attacks to be clustered and attributed: 
where the same infrastructure, for example an iCloud account, appears across multiple targets, those targets 
can be linked to the same Pegasus customer. 

The forensic evidence from Amnesty International and independent findings from the French authorities 
show that many individuals selected in Pegasus Project records, both inside and outside Morocco, were 
ultimately infected with Pegasus using a common set of iMessage accounts (notably 
bergers.o79[@]gmail.com). Amnesty International observed that many of these successful zero-click 
hmedbshnmr nbbtqqdc itrs lhmtsdr `esdq sgd s`qfds­r ognmd mtladq v`rselected or re-selected by the 
Moroccan customer in the Pegasus Project data. 

The leaked records examined for the Pegasus Project do not extend into 2021, so it cannot be stated from 
those records alone that the system used against Moroccan targets in 2017±2019 was the same one used in 
the 2021 attacks. However, the forensic evidence closes that gap.  

A number of individuals selected as targets by Morocco in 2019 were found to have been targeted again 
through 2020 and 2021. Claude Mangin, wife of jailed Saharawi activist Naâma Asfari, had her French 
number first selected in the DGST system in summer 2019. Forensic analysis shows her devices continued 
to be targeted and were infected from October 2020 through to July 2021.117 Forensic artifacts gathered 
from her devices confirm the 2020 and 2021 attacks were also carried out using iMessage accounts tied to 
the Moroccan Pegasus system. The same pattern was observed for other targets who appeared in the 
Moroccan customer Pegasus Project records and who continued to be targeted or compromised in the 2019 
to 2021 period. 

Amnesty International has previously published the set of Apple iMessage accounts used by Morocco to 
deliver Pegasus zero-click attacks between 2019 and 2021. Forensic records show clearly how the same set 
of iMessage accounts used by Morocco to target Moroccan and French journalists were also used to target 
French politicians and Sahrawi diplomats with Pegasus. 

The French cyber-security agency ANSSI also performed extensive forensic investigations following the 2021 
Pegasus Project revelations.118 In response to a European Investigation Order issued by the Spanish 
authorities, the French justice ministry sent a summary of technical evidence and indicators of compromise 
found by French investigators, which independently documented that same cluster of Pegasus Apple 
accounts used in the attacks, again tying back to Morocco. 

The same iCloud account used in 2021 against Claude Mangin and exiled Moroccan journalist Hicham 
Mansouri ± linakeller2203@gmail.com ± was also identified in a Spanish court document as the Apple 
account used in the 2021 Pegasus zero-clicks attacks which compromised the phones of the Spanish 
minister of interior and the minister of defence.119  Sgd ognmd ne Ro`hm­r oqhld lhmhrsdq v`r `krn
compromised with Pegasus during the same time period in May-June 2021, but the court filings do not list 
the iMessage account used to infect his phone. The Spanish politicians were targeted with Pegasus in the 
midst of a diplomatic conflict with Morocco.120 

 
117 Amnesty International, Forensic Methodology Report: Pegasus Forensic Traces per Target:  Appendix D, see FRHRD Claude Mangin, 18 
July 2021, amnesty.org/en/latest/research/2021/07/forensic-methodology-report-appendix-d/ 
118 Ministerio Fiscal ± Audiencia Nacional ± Orden Europea de Investigación Pasiva núm. 15/2024. Número de Fiscalía, OEI 36/2024 
119 estaticos-cdn.prensaiberica.es/epi/public/content/file/original/2023/0710/15/2023-7-10-auto-archivo-caso-pegasus-pdf.pdf   
120 @lmdrsx Hmsdqm`shnm`k+ ®Ro`hm.Lnqnbbn9 Odnokd ¬adhmf trdc `r o`vmr­ `r onkhshb`k f`ldr stqm uhnkdms¯+ 08 L`x 1/10+
https://www.amnesty.org/en/latest/press-release/2021/05/spainmorocco-people-being-used-as-pawns-as-political-games-turn-violent/  

https://www.amnesty.org/en/latest/press-release/2021/05/spainmorocco-people-being-used-as-pawns-as-political-games-turn-violent/
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Graph showing connections between targets selected by Morocco and attack iMessage accounts 
 

 

Table 1: Summary of iMessage accounts used in Pegasus attacks by Morocco 

PEGASUS IMESSAGE ACCOUNT TIMEFRAME TARGET ROLE LOCATION SOURCE 

BERGERS.O79[@]GMAIL.COM 2019 Omar Radi journalist Morocco Amnesty  

  Joseph 
Breham 

lawyer France Amnesty 

  Lénaïg 
Bredoux / 
ANALYSIS 
N°3  

journalist France Amnesty & 
French 
authorities 

  François de 
Rugy 

politician France Amnesty 

  ANALYSIS 
N°1 

  French 
authorities 

  ANALYSIS 
N°3 

   

  ANALYSIS 
N°7 

   

NAOMIWERFF772[@]GMAIL.COM 2019-2020 Omar Radi journalist Morocco Amnesty 

  Joseph 
Breham 

lawyer France Amnesty 
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PEGASUS IMESSAGE ACCOUNT TIMEFRAME TARGET ROLE LOCATION SOURCE 

BOGAARDLISA803[@]GMAIL.COM 2019-2020 Joseph 
Breham 

lawyer France Amnesty 

  Lénaïg 
Bredoux / 
ANALYSIS 
N°3  

journalist France Amnesty & 
French 
authorities 

  ANALYSIS 
N°4 

  French 
authorities 

  ANALYSIS 
N°7 

  French 
authorities 

  FRJRN2 journalist France Amnesty 

LINAKELLER2203[@]GMAIL.COM 2021 Claude 
Mangin 

human 
rights 
defender 

France Amnesty 

  Philippe 
Bouyssou 

politician France Amnesty 

  Oubi 
Buchraya 
Bachir 

diplomat France Amnesty 

  Hicham 
Mansouri 

journalist France Amnesty 

  ANALYSIS 
N°5 

  French 
authorities 

  ANALYSIS 
N°7 

  French 
authorities 

  Spanish 
Minister of 
Defence 

  Spanish 
authorities 

  Spanish 
Minister of 
the Interior 

  Spanish 
authorities 

 

Taken together, the extensive technical and forensic evidence establishes three things. The DGST, the 
Moroccan Pegasus customer, began selecting individuals outside Morocco for Pegasus targeting from early 
2018, among them activists, journalists, human rights lawyers supporting cases against Morocco, and family 
members of jailed activists. 

Amnesty International forensically confirmed that a significant number of these people, located abroad and 
using non-Moroccan numbers, were in fact infected following selection in the Pegasus system.  

The independent French and Spanish investigations found that the attacker accounts assigned to Morocco's 
Pegasus system, used against those Moroccan activists abroad, were the same accounts used to infect 
rdmhnq Ro`mhrg onkhshbh`mr­ cduhbdr ctqhmf sgd L`x±June 2021 diplomatic crisis with Morocco. Together 
these findings provide strong material evidence that Morocco was ultimately responsible for the extensive 
cross-border Pegasus surveillance campaign against critical journalists, activists, lawyers and politicians 
between 2019 and 2021. 
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6. OTHER DIGITAL 
SURVEILLANCE 
TECHNOLOGIES USED IN 
MOROCCO TO TARGET 
CIVIL SOCIETY 

In addition to using Pegasus spyware as outlined in Chapter 5, the Moroccan authorities have also procured 
and used a broad range of digital surveillance tools from numerous countries over the past two decades, 
including the United States, Israel, France, Germany, the United Arab Emirates (UAE) and Italy. This chapter 
draws on previous reporting by digital security researchers alongside leaked Moroccan intelligence service 
materials that have been analysed by Amnesty International, as well as testimony from a former DSGT 
whistleblower, to provide a summary of how a range of different companies have supplied Morocco with 
sophisticated forms of both mass and targeted digital surveillance technologies. 

The digital surveillance tools used by Morocco over the last two decades to target civil society include: 

¶ The mass surveillance tool Eagle,121 acquired from French surveillance company Amesys in the early 
2010s. 

¶ The RCS (Remote Control System) spyware, developed by the now defunct Italian technology 
company Hacking Team, which was used in 2012 against members of the now-inactive Moroccan 
citizen media outlet Mamfakinch,122 and against other Moroccan journalists around the same time.123 
In 2015, emails included in a major leak from Hacking Team revealed that two Moroccan security 
agencies, the DGST and the National Defence Secrets Committee (Commission du Secret de la 
Défense Nationale, CSDN), had contracted with Hacking Team since at least 2009.124  

 
121 Idtmd @eqhptd+ ®Drohnmm`fd 9 kdr `mbhdmr c­@ldrxr bnmshmtdms kdtqr `bshuhsăr dm @eqhptd ct Mnqc¯ ZDrohnm`fd9 Enqldq @ldrxr `fents 
continue their activities in North Africa], 31 January 2020, https://www.jeuneafrique.com/mag/886064/politique/espionnage-les-anciens-
damesys-continuent-leurs-activites-en-afrique-du-nord/ (in French).  
122 Privacy International, Their Eyes on Me: Stories of Surveillance in Morocco, April 2015, privacyinternational.org/sites/default/files/2018-
02/Their%20Eyes%20on%20Me%20-%20English_0.pdf   
123 Bnllhssdd sn Oqnsdbs Intqm`khrsr+ ®Lnqnbb`m hmcdodmcdms intqm`khrsr cdrbqhad bkhl`sd ne odqu`rhud rtqudhkk`mbd+ g`q`rrldms¯+1 July 
2019, cpj.org/2019/07/moroccan-independent-journalists-describe-climate/  
124 Oqhu`bx Hmsdqm`shnm`k+ ®Sgd qhfgs sn oqhu`bx hm sgd Jhmfcnl ne Lnqnbbn¯+ Rdosdladq 1/05+
uprdoc.ohchr.org/uprweb/downloadfile.aspx?filename=3915&file=EnglishTranslation   

https://www.jeuneafrique.com/mag/886064/politique/espionnage-les-anciens-damesys-continuent-leurs-activites-en-afrique-du-nord/
https://www.jeuneafrique.com/mag/886064/politique/espionnage-les-anciens-damesys-continuent-leurs-activites-en-afrique-du-nord/
https://cpj.org/2019/07/moroccan-independent-journalists-describe-climate/
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¶ The FinSpy spyware ± developed by the British-German network of companies Gamma Group and 
FinFisher ± which, in 2015, was identified by the Citizen Lab as operating in Morocco.125 No specific 
customer or agency was publicly identified as the operator of FinSpy in Morocco. 

Morocco was further identified as a customer of cyber intelligence company Cognyte, according to a 
December 2021 report from Meta on the surveillance-for-hire industry.126 Cognyte, which was spun off in 
2021 from US-based company Verint Systems, is a provider of cyber intelligence products including systems 
enq hmsdqmds `mc sdkdbnlltmhb`shnmr hmsdqbdoshnm- Bnfmxsd bk`hlr sn needq ®rnesv`qd rnktshnmr¯ enq
fnudqmldmsr sn ®mdtsq`khyd `mc s`bjkd sgqd`sr sn m`shnm`k rdbtqhsx¯-127 Meta identified Morocco specifically as 
` btrsnldq ne Bnfmxsd­r rnbh`k ldch` lnmhsnqhmf oqnctbs 'oqduhntrkx jmnvm `r VdahmsOqn(+ vghbg dm`akdr
btrsnldqr sn bnmsqnk e`jd rnbh`k ldch` `bbntmsr '®`u`s`qr¯( hm nqcdq sn f`sgdq hmsdkkhfdmbd `ants rnbh`k
media users or to launch social engineering attacks. 

6.1 HACKING TEAM RCS SPYWARE (2009±2024) 
The Moroccan DGST was among the biggest customers of the Italian Hacking Team RCS spyware, as 
revealed in emails and internal data leaked from the spyware maker in 2015.128 Morocco was suspected in 
`m d`qkx b`rd ne roxv`qd lhrtrd `f`hmrs bhuhk rnbhdsx vgdm G`bjhmf Sd`l­r QBR roxv`qd v`r entmc sn g`ud
been used in 2012 to target independent journalists in Morocco working with Mamfakinch.129 

The leaked internal Hacking Team material from 2015 included a detailed spreadsheet listing spyware 
customers alongside their internal code name, the customer contact point and any broker who facilitated the 
deal.130 Hm sgd b`rd ne Lnqnbbn­r CFRS+ sgd hmhsh`k 1/01 r`kd v`r hcdmshehdc `r adhmf aqnjdqdc ax @k E`g`c
Smart Systems, also known as FSSys Tech, a UAE-based surveillance broker with a local entity in Morocco. 
The records also show that the DGST was licensed to infect up to 2,000 devices, with support for Windows, 
Mac and mobile devices. 

Table 2: Sales of Hacking Team RCS to Moroccan agencies until 2015131 

CUSTOMER NUMBER 6 36 

CODE CSDN AlFahad 

CUSTOMER CSDN Morocco - DST 

COUNTRY Morocco Morocco 

KAM Maanna Maanna 

AREA MEA MEA 

AGENCY Intelligence Intelligence 

CHANNEL OR DIRECT Direct Channel  

PARTNER / FULFILLMENT VEHICLE Al Fahad  Al Fahad  

 
125 Oqhu`bx Hmsdqm`shnm`k+ ®E`bhmf sgd sqtsg9 G`bjhmf Sd`l kd`j bnmehqlr Lnqnbb`m fnudqmldms trd ne roxv`qd¯+ 0/ Itkx 1/04+
privacyinternational.org/blog/1394/facing-truth-hacking-team-leak-confirms-moroccan-government-use-roxv`qd: Bhshydm K`a+ ®O`x mn
attenthnm sn sgd rdqudq adghmc sgd oqnwx9 l`oohmf EhmEhrgdq­r bnmshmthmf oqnkhedq`shnm¯+ 04 Nbsnadq 1/04+ bhshydmk`a-b`.1/04.0/.l`oping-
finfishers-continuing-proliferation/  
126 Meta, Threat Report on the Surveillance-for-Hire Industry, 16 December 2021, 
https://about.fb.com/wp-content/uploads/2021/12/Threat-Report-on-the-Surveillance-for-Hire-Industry.pdf  
127 Cogntye website homepage, https://www.cognyte.com/ (accessed on 28 July 2026). 
128 The Hacking Team leaked files can be accessed on Wikileaks. Wikileaks, Hacking Team, 8 July 2015, 
https://wikileaks.org/hackingteam/emails/  .  
129 Qx`m F`kk`fgdq+ ®Gnv fnudqmldms-fq`cd rox sdbg trdc ` e`jd rb`mc`k sn ctod intqm`khrsr¯+ 1/ @tftrs 1/01+ Rk`sd+ 
https://slate.com/technology/2012/08/moroccan-website-mamfakinch-targeted-by-government-grade-spyware-from-hacking-team.html; 
@lmdrsx Hmsdqm`shnm`k+ ®Gnv ` g`bjhmf b`lo`hfm gdkodc rgts cnvm `m `v`qc-vhmmhmf mdvr rhsd¯+ 8 Cdbdladq 1/05+ 
https://www.amnesty.org/en/latest/research/2016/12/how-a-hacking-campaign-helped-shut-down-an-award-winning-news-site/ 
130 Wikileaks, Hacking Team, 8 July 2015, https://wikileaks.org/hackingteam/emails/. The client overview list 
https://wikileaks.org/hackingteam/emails/ The client overview list is email-ID 426797: 
https://wikileaks.org/hackingteam/emails/emailid/426797 https://wikileaks.org/hackingteam/emails/. 
https://wikileaks.org/hackingteam/emails/emailid/426797  
131 Wikileaks, Hacking Team, 8 July 2015. https://wikileaks.org/hackingteam/emails/. The client overview list is email-ID 426797:  

https://about.fb.com/wp-content/uploads/2021/12/Threat-Report-on-the-Surveillance-for-Hire-Industry.pdf
https://www.cognyte.com/
https://wikileaks.org/hackingteam/emails/
https://wikileaks.org/hackingteam/emails/
https://wikileaks.org/hackingteam/emails/
https://wikileaks.org/hackingteam/emails/emailid/426797
https://wikileaks.org/hackingteam/emails/
https://wikileaks.org/hackingteam/emails/emailid/426797
https://wikileaks.org/hackingteam/emails/
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TOTAL # TARGETS 300 2000 

YEAR BOUGHT FIRST RCS 2009 2012 

EXPLOIT Yes  No 

Sgd kd`j ne sgdrd ehkdr kdc sn ` bqhrhr `lnmf sgd rdbqdshud btrsnldqr otqbg`rhmf G`bjhmf Sd`l­r roxv`qd+
with many governments ending their relationship and seeking out new vendors such as the emerging NSO 
Group.132 In response, Hacking Team restructured, was acquired by InTheCyber group, and was renamed 
Memento Labs.133 

According to an interview with Paolo Lezzi, the chief executive of Memento Labs, Hacking Team had just 
three remaining government customers in 2019.134 Morocco continued to receive software updates and new 
licences for the spyware long after the 2015 leak: based on leaked Moroccan intelligence documents 
reviewed by Amnesty International, Morocco received updates until at least 2020, suggesting that its 
contract continued with Memento Labs after the company's restructuring. 

The Hacking Team system operated by the DGST was code-named PIACENZA, as noted in the leaked 
Moroccan intelligence files analysed by Amnesty International. This material included code, licences, 
cnbtldms`shnm `mc nsgdq l`sdqh`k qdk`sdc sn sgd CFRS­r trd ne the Hacking Team spyware. These 
documents and leaked Moroccan intelligence files show that Morocco deployed the upgraded RCS X system 
after 2018, which was still licensed for use against 2,000 unique devices. The licence included support for 
Windows, Mac, iOS, Android and BlackBerry, but not Linux or Windows phones. A surveillance system 
collecting data from hundreds or even thousands of devices would require significant human resources to 
review, process and analyse the collected data, and the RCS licence shows that the system was also 
licensed for use by up to 80 internal users (analysts and operators). 

In addition to licensing information, Amnesty International also reviewed leaked RCS product documentation, 
hmsdqm`k qdbnqcr eqnl sgd CFRS­r G`bjhmf Sd`l cdoknxldms+ rxrsdl rbqddmrgnsr `mc rtqudhkk`mbd qdbnqcr+
hm nqcdq sn udqhex Lnqnbbn­r trd ne sgd roxv`re system. 

 

 

Screenshot of internal spyware control panel for the DGST (Source: leaked internal DGST material) 

 
132 Lorenzo Franceschi-Ahbbghdq`h+ ®G`bjhmf Sd`l hr a`bj hm atrhmdrr+ ats rsqtffkhmf sn rtquhud¯+ 13 L`qbg 1/05+ Uhbd+ 
https://www.vice.com/en/article/hacking-team-is-back-in-business-but-struggling-to-survive/ 
133 Q`ee`dkd A`qadqhn+ ®Bxadq-hmsdkkhfdmbd+ m`rbd Ldldmsn K`ar c`kk` etrhnmd cdkkd `sshuhsú ch HmSgdBxadq Fqnto d k` rsnqhb` G`bjhmf Sd`l¯
Z®Bxadq-intelligence, Memento Labs is born from the merger of the activities of InTheCyber Fqnto `mc sgd ghrsnqhb G`bjhmf Sd`l¯\+ 1 @oqhk
2019, Key4Biz, 
https://www.key4biz.it/cyber-intelligence-nasce-memento-labs-dalla-fusione-delle-attivita-di-inthecyber-group-e-la-storica-hacking-
team/252368/ (in Italian).  
134 Lorenzo Franceschi-Ahbbghdq`h+ ®BDN ne roxv`qd l`jdq Ldldmsn K`ar bnmehqlr nmd ne hsr fnudqmldms btrsnldqr v`r b`tfgs trhmf hsr
l`kv`qd¯+ 17 Nbsnadq 1/14+ SdbgBqtmbg+https://techcrunch.com/2025/10/28/ceo-of-spyware-maker-memento-labs-confirms-one-of-its-
government-customers-was-caught-using-its-malware/  

https://www.key4biz.it/cyber-intelligence-nasce-memento-labs-dalla-fusione-delle-attivita-di-inthecyber-group-e-la-storica-hacking-team/252368/
https://www.key4biz.it/cyber-intelligence-nasce-memento-labs-dalla-fusione-delle-attivita-di-inthecyber-group-e-la-storica-hacking-team/252368/
https://techcrunch.com/2025/10/28/ceo-of-spyware-maker-memento-labs-confirms-one-of-its-government-customers-was-caught-using-its-malware/
https://techcrunch.com/2025/10/28/ceo-of-spyware-maker-memento-labs-confirms-one-of-its-government-customers-was-caught-using-its-malware/
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Zoomed in detail showing the IP range. 
(Source: leaked internal DGST material) 

 

 

Internal screenshots from the RCS system show that it was being operated on an internal subnet with the IP 
range 172.16.2.0/24. Notably, this internal IP range has been previously linked to Hacking Team activity. A 
2018 report from security researchers at the cybersecurity company ESET identified four updated Hacking 
Team RCS samples communicating with a command and control server (see glossary) at 172.16.1.206.135 
This is the same IP range as the Moroccan RCS system, showing that the system was being used to actively 
generate new RCS spyware samples from 2015- 2017. Most likely these samples were generated for internal 
testing and configured to communicate directly to the internal command and control server rather than 
adhmf qntsdc sgqntfg sgd QBR `mnmxlhyhmf oqnwx rdqudqr- DRDS­r hmcdodmcdms sdbgmhb`k ehmchmfr bnmehql
sg`s Lnqnbbn­r G`bjhmf Sd`l rxrsdl bnmshmtdc sn ad trdc `esdq sgd 1/04 G`bjhmf Sd`l aqd`bg+ bnmrhrtent 
with the recently leaked Moroccan intelligence service materials reviewed by Amnesty International. 

6.2 PHYSICAL INFECTION OF DEVICES  
Safir told Amnesty International that the DGST routinely took advantage of occasions when they would have 
physical access to the devices of targets to infect them with malware; for example, when targets were 
transiting airports.  Amnesty International has confirmed that the devices of journalists and human rights 
activists were targeted with physical infection. A non-otakhb 1/08 l`mt`k enq G`bjhmf Sd`l­r QBR W rxrsdl+
reviewed by Amnesty International as part of the leaked Moroccan intelligence service materials, describes 
the physical infection vectors available for Windows and Android. 

 

 

Cover of the leaked 2019 
Hacking Team RCS manual.136  

 

 

 
135 Ehkho J`ej`+ ®Mdv sq`bdr ne G`bjhmf Sd`l hm sgd vhkc¯+ 8 L`qbg 1/07+ VdKhudRdbtqhsx+https://www.welivesecurity.com/2018/03/09/new-
traces-hacking-team-wild/    
136 Image taken from leaked Morocco intelligence files reviewed by Amnesty International. 

https://www.welivesecurity.com/2018/03/09/new-traces-hacking-team-wild/
https://www.welivesecurity.com/2018/03/09/new-traces-hacking-team-wild/
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Physical and remote infection vectors (leaked Hacking Team manual) 
 

According to the manual, on Windows devices, physical infection can be achieved via opening a silent 
executable or by booting into an RCS installer to install the spyware pre-boot. On Android devices, the RCS 
spyware can be installed through physical access via opening a silent APK (see glossary), or by installing 
through booting into an Android recovery image on supported devices. 

 

 

List of Hacking Team 
infection vectors from May 
2019 (RCS X 10.4.2)137 

 
137 The technical manual is part of the leaked Morocco intelligence files reviewed by Amnesty International. 
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The Hacking Team RCS dashboard allows non-technical surveillance operators to prepare USB keys 
designed to automatically infect Windows computers with the spyware. 

 

 

Screenshot of interface for preparing a Windows spyware infection on the Moroccan Hacking Team system. Source:  
 

 

 

 

Screenshot of interface for preparing a Windows spyware infection on the Moroccan Hacking Team system. 
 

 

With the USB prepared, a field operator simply needs to connect the USB stick to the target computer and 
boot into the RCS spyware installer. The installer prompts the operator to confirm the infection and then 
handles the steps needed to infect the computer. From start to finish the process takes less than 30 
seconds, fast enough that it could be performed inconspicuously with temporary access to the computer. 
Such physical infection vectors would likely have become more difficult as Windows Secure Boot and 
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Bitlocker encryption became more widely supported on end-user PCs. Windows Secure Boot has 
been mandatorily enabled by default on PCs since the launch of Windows 11 in 2021. 

According to Safir, the tactic of pre-infecting computers in specific internet cafes was particularly important 
during the 2016-2017 Hirak El-Rif protests: 

®Vd hmedbsdc rn l`mx hmsdqmds b`eăr vhsg QBR Zroxv`qd\- Sgd ehdkc `fdmsr sdkk tr vghbg bxadq b`eă sgd s`qfds hr
visiting, and we had visibility on what they were doing because we had previously infected all the machines there. 
Even when the [Hacking Team] contract ended, we were able to continue the operations on the cyber cafés and 
receive the data from the infected machines on our end. I made video tutorials for colleagues in the field to train 
them in how to infect the workstations in the cyber cafés. We gave USB sticks to every unit in each 
mdhfgantqgnnc vhsg nodq`shnm bncdr enq d`bg bhsx- Sg`s­r sgd neekhmd hmrs`kk`shnm ne sgd QBR `fdms nm OBr-¯ 

 

 

Screenshot of installation of Hacking Team RCS Windows agent on an internet café PC in Morocco. 
 

 

A similar approach could be used to prepare an RCS infection payload for installation on a mobile phone 
when the operator had physical access to it. 
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Installation of Hacking Team RCS agent on an Android phone via the recovery system. 

 

Sgd ogxrhb`k hmedbshnm oqnbdrr bntkc `krn ad trdc sn hmedbs ®mdv¯ cduhbdr+ vghbg vntkc sgdm ad bnudqskx
oqnuhcdc sn s`qfdsdc hmchuhct`kr uh` ®`fdmsr¯ bnkk`anq`shmf vhsg sgd CFRS+ enq dw`lokd udmcnqr `s rdbnmc-
hand phone shops. In such cases, the phone would appear to the target to be new and unused; however, it 
would provide the authorities with full access to their device, their communications and data on their 
hlldch`sd dmuhqnmldms- Sgd QBR @mcqnhc roxv`qd `kknvdc sgd nodq`snq sn sq`bj sgd s`qfds­r knb`shon, take 
photos from the front and rear cameras, activate the microphone and log all communications and activity on 
the device. 

Safir described how, at the time of the 2016-17 protests in the Rif region, intelligence agents would identify a 
second-hand phone shop where targets bought their devices and arrange with the merchants to give phones 
pre-hmedbsdc vhsg QBR roxv`qd sn ®odnokd `bshud hm sgd Ghq`j Zoqnsdrs lnudldms\¯- 

®A`bj sgdm R`lrtmf R5 Dcfd v`r sqdmcx- Vd antfgs `qntmc 4/ ognmdr sg`s vd `hldc sn cdkhudq- Vd fhud sgd
hmedbsdc ognmdr sn sgd rgno nvmdqr `mc sgdx fn sn sgd s`qfdsr+ adb`trd sgdx sqtrs sgdl+ `mc sdkk sgdl+ ¬H g`ud
sghr aq`mc mdv ognmd enq xnt­- Vd qnnsdcthe phones [bypassed manufacturer restrictions to gain administrator-
level controls] beforehand and installed a custom recovery containing a pre-hmrs`kkdc QBR `fdms-¯ 

According to Safir, a local telecommunications provider would also provide network access to certain targets, 
including prominent Hirak El-Rif activists. 

Surveillance material reviewed as part of this investigation confirmed the methodology described by Safir. A 
particularly revealing photograph ± s`jdm ax G`bjhmf Sd`l­r QBR roxv`qd± captures an activist based in 
Lnqnbbn­r Qhe qdfhnm `r sgdx `qd tmanwhmf ` mdv ognmd- Sgd eqnms-facing camera took an image of what 
looks to be a recently opened and empty Samsung Galaxy S6 Edge phone box. Simultaneously, the rear-
e`bhmf b`ldq` rtqqdoshshntrkx snnj ` ognsn ne sgd ognmd­r mdv nvmdq+ sgd ehqrs ognsnr eqnl sg`s roxv`qd
victim. 

Sgd ognsn v`r s`jdm hm @oqhk 1/06 ctqhmf Lnqnbbn­r bq`bjcnvm nm sgd Ghq`j Dk-Rif movement. The 
evidence suggests the phone was already infected with the RCS spyware before it was unboxed by the 
target. 
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Amnesty International and media partners identified the activist based on information in the surveillance 
records. The individual said that they were active in the local protest movement at the time, and that the 
phone was obtained from a vendor in Al Hoceima. The activist was not a prominent member of the protest 
movement at the time, indicating that the Moroccan authorities were comfortable spreading infected devices 
widely to gather intelligence on the protest movement. 

 

 

Ognmd tmanwhmf b`ostqdc ax sgd CFRS­r G`bjhmf Sd`l roxv`qd rxrsdl- Kd`jdc Lnqnbb`m hmsdkkhfdmbd ehkdr 

 

Safir recalled:  

®Vg`s vd vdqd cnhmf v`r s`jhmf rl`qsognmdr+ hmrs`kkhmf Sqni`mr Zl`khbhntr rnesv`qd\+ `mc sgdm qdrdsshmf sgd
phone to its factory state, as if the phone was coming out of the box [for the first time]. When you turn it on, it 
asks you to choose the language `mc xnt sghmj hs­r mdv- @bst`kkx+ gd­r `kqd`cx sq`oodc£ Orxbgnknfhb`kkx+ hs
works very well.̄ 

6.3 IMSI CATCHERS 
According to Safir, for calls and mobile data not directly accessible through telecommunications providers, 
CFRS `fdmsr g`ud qdbntqrd sn HLRH b`sbgdqr+ `krn jmnvm `r bdkk rhsd rhltk`snqr nq ®Rshmfq`xr¯-138 These are 
designed to imitate a mobile phone tower in order to identify nearby phones and intercept calls or data in 
real time, and can also catch the data from nearby devices, including from encrypted messaging apps prior 
to transit.  

®Vd nmkx g`c sgqdd nq entq HLRH b`sbgdqr enq sgd CFRS- Rn vd g`c sn l`m`fd vhsg cheedqdms sdbgmhptdr vgdm vd
did not have access to the tools. [The telecommunications provider] put us in the same network as the target and 

 
138 Atrhmdrr `mc Gtl`m Qhfgsr Bdmsqd+ ®Ghccdm qhrj hr sgd lnrs dwodmrhud9 Vg`s hmudrsnqr mddc sn jmnv `ants ghfg-risk surveillance 
sdbgmnknfx¯+ 17 I`mt`qx 1/15+https://www.business-humanrights.org/en/from-us/briefings/hidden-risk-is-the-most-expensive-what-
investors-need-to-know-about-high-risk-surveillance-technology/  

https://www.business-humanrights.org/en/from-us/briefings/hidden-risk-is-the-most-expensive-what-investors-need-to-know-about-high-risk-surveillance-technology/
https://www.business-humanrights.org/en/from-us/briefings/hidden-risk-is-the-most-expensive-what-investors-need-to-know-about-high-risk-surveillance-technology/
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vd ¬l`m-in-the-lhcckd­ Z` sdbgmhptd sg`s `kknvr `m `ss`bjdq sn qd`c+ lnchex nq aknbj ` s`qfds­r sq`eehb\-
Sometimes we even got access to the Wi-Fi routers. They even did this with the activists of the 20 February 
movement [a mass protest movement that began in 2011 as part of the Arab Spring]. The telecommunications 
provider became used to these requests from the DGST. We called them by phone and we told them what we 
mddcdc hm sdqlr ne `bbdrr `mc sgdx nakhfdc-¯139 

6.4 MASS SURVEILLANCE TECHNOLOGIES 
In addition to targeted surveillance technologies, Morocco has also used a number of mass surveillance 
technologies which allow for the widespread and bulk monitoring, interception, storage or analysis of user 
materials. Such systems facilitate violations of the right to privacy and also l create a chilling effect in society, 
whereby people are deterred from exercising their rights, both online and offline. 

6.4.1 EAGLE / CEREBRO MASS INTERNET SURVEILLANCE SYSTEM 
French telecom and defence company Amesys was a supplier of mass communication interception 
technologies to the Moroccan government in the early 2010s.140 Amesys developed and sold a monitoring 
system called Eagle, capable of performing mass surveillance of internet traffic at the scale of a whole 
country. Amesys ceased its activities in the cyber-surveillance sector in 2012, after the transfer of its assets 
to Nexa Technologies, which renamed Eagle as Cerebro.141 

 

 

Architecture of Cerebro mass surveillance system. Amnesty International has previously provided a more detailed analysis of Cerebro as part of the Predator Files 
investigation.142 

 

The human rights risks of such powerful mass surveillance technologies were highlighted in June 2021, 
when four executives from Nexa Technologies (part of the Nexa group of companies) and Amesys were 
indicted on suspicion of complicity in torture by a French court after selling their surveillance technology to 
the Libyan and Egyptian governments that was then used to track down opponents, who were then arrested 

 
139 Interview with Safir. 
140 Idtmd @eqhptd+ ®Drohnmm`fd 9 kdr `mbhdmr c­@ldrxr bnmshmtdms kdtqr `bshuhsăr dm @eqhptd ct Mnqc¯ 'oqduhntrkx bhsdc(- 
141 @lmdrsx Hmsdqm`shnm`k Rdbtqhsx K`a+ ®Oqdc`snq Ehkdr9 sdbgmhb`k cddo-chud hmsn Hmsdkkdw` @kkh`mbd­r rtqudhkk`mbd oqnctbsr¯+ 5 Nbsnadq 1/12+
securitylab.amnesty.org/latest/2023/10/technical-deep-dive-into-intellexa-alliance-surveillance-products/ 
142 @lmdrsx Hmsdqm`shnm`k Rdbtqhsx K`a+ ®Oqdc`snq Ehkdr9 sdbgmhb`k cddo-chud hmsn Hmsdkkdw` @kkh`mbd­r rtqudhkk`mbd oqnctbsr¯ 'oqduhntrkx bhsdc(- 
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and tortured in jail.143 The indictments were cancelled one year later by the Paris Court of Appeal, though 
the investigation was not closed.144  

Internal records from Amesys and the Nexa group confirm that a sale of the mass surveillance technology to 
Morocco was agreed in December 2009. The project, code-m`ldc ®Onobnqm¯ ax @ldrxr+ hmunkudc sgd
deployment of the Eagle/Cerebro mass internet interception technology in Morocco. The company records 
hmchb`sd sg`s Lnqnbbn o`hc lnqd sg`m ~6-4 lhkkhnm '#7-6 lhkkhnm( enq sgd sdbgmnknfx- 

6.4.2 MAGAZINE: VERINT SUPPLIES LARGE SCALE INTERCEPTION 

SYSTEMS TO MOROCCO 
In 2022, sgd g`bjdq fqnto ®Kd`jSgd@m`kxrs¯ qdkd`rdc fhf`axsdr ne hmsdqm`k dl`hkr sgdx bk`hldc vdqd eqnl
sgd TR bnlo`mx Udqhms vghbg hmbktcdc rodbhehb dl`hk `bbntmsr ne odnokd vnqjhmf hm Udqhms­r bxadq
intelligence divisions (later spun out as Cognyte). The data was already historical at the time of publication, 
mostly pre-dating 2017. 

Amnesty International reviewed a copy of the leaked material, including confidential spreadsheets tracking 
the progress of product sales opportunities. Among the data are many sales proposals to Morocco, which 
was code-m`ldc ®L`f`yhmd¯ hm sgd cnbtldms+ `ris apparent from references to Maroc Telecom and other 
Lnqnbb`m sdkdbnl nodq`snqr hm bdqs`hm ®L`f`yhmd¯ oqnonr`kr- 'rdd @mmdw 01-1(- 

Sgd hmsdqm`k Udqhms qdbnqcr rgnv sg`s hs bknrdc ` r`kd+ sn ` Lnqnbb`m '®L`f`yhmd¯( btrsnldq bncd-named 
®B`mdkkd¯ enq #03 lhkkhnm hm Cdbdladq 1/03- Sgd qdbnqcr rs`sd sgd r`kd v`r ne Udqhms­r Qdkh`ms 01 rxrsdl+
which allows for the unified collection and analysis of telephone communication, mobile internet service 
providers (ISPs) and internet traffic data. 

 

 

Architecture of Verint's Reliant product (Leak Verint Reliant manual) 
 

 

 

 
143 @lmdrsx Hmsdqm`shnm`k+ ®Dwdbtshudr ne rtqudhkk`mbd bnlo`mhdr @ldrxr `mc Mdw` Sdbgmnknfhdr hmchbsdc enq bnlokhbhsx hm snqstqd¯, 22 June 
2021, amnesty.org/en/latest/press-release/2021/06/executives-of-surveillance-companies-amesys-and-nexa-technologies-indicted-for-
complicity-in-torture/ 
144 Sdbg Woknqd+ ®Bg`qfdr cqnoodc `f`hmrs Eqdmbg bnlo`mx nudq Dfxos roxv`qd¯+ 03 Cdbdladq 1/11+https://techxplore.com/news/2022-
12-french-company-egypt-spyware.html  

https://www.amnesty.org/en/latest/press-release/2021/06/executives-of-surveillance-companies-amesys-and-nexa-technologies-indicted-for-complicity-in-torture/
https://www.amnesty.org/en/latest/press-release/2021/06/executives-of-surveillance-companies-amesys-and-nexa-technologies-indicted-for-complicity-in-torture/
https://techxplore.com/news/2022-12-french-company-egypt-spyware.html
https://techxplore.com/news/2022-12-french-company-egypt-spyware.html
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In October 2016, the sales records show that Verint closed the sale of an upgrade of the Reliant system, 
expanding their offering to support up to 100 Gbit/s of internet communications traffic. Until 2017, when the 
leaked Verint data stops, Verint continuec sn ohsbg mdv oqnctbsr sn sgdhq Lnqnbb`m ®B`mdkkd¯ btrsnldq
hmbktchmf ®DOH Oqdlhtl¯- DOH qdedqr sn ®Dmc Onhms Hmsdqbdoshnm¯ vghbg @lmdrsx Hmsdqm`shnm`k hcdmshehdr `r
Udqhms­r sdql enq sgdhq roxv`qd oqnctbs vghbg v`r adhmf cdudknodc `mc rnkc `s sg`s shld-Verint records 
indicate that the EPI product had capabilities to infect both Windows and Android devices.145 Cognyte, 
Udqhms­r bxadq-intelligence spin-out company, was reported to have closed its ACE Labs division in 2022 
vghbg cdudknodc Bnfmxsd­r bxadq hmsqtrhnm oqnctbsr-146 There is no indication in the records that the EPI 
product was ultimately sold to Morocco. 

 
145 Internal Verint records also refer to the EPI products using the terms ROCKstar and ROCK*. Both the Android and Windows components 
have previously been observed in-the-wild, but were not publicly attributed to Verint. 
146 Ldhq Nqa`bg+ ®Needmrhud bxadq bnlo`mx @BD K`ar bknrhmf cnvm¯+ 03 Itmd 1/11+ B`kb`khrs+ 
https://www.calcalistech.com/ctechnews/article/skywpqry9 
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7. UNLAWFUL 
SURVEILLANCE: TOOLS 
AND TECHNIQUES IN 
PRACTICE 

®Sgdqd `qd vqhssdm k`vr ats sgdx cnm­s `ookx- Sgdqd `qd k`vr
sg`s mn nmd qdrodbsr- Sgdx cnm­s b`qd `ants itchbh`k
authorization, warrants. Sometimes you can even a posteriori 
cq`v to sgd cnbtldmsr+ cn sghmfr hm qdudqrd- Sgdqd­r
complete impunity. We start whsg sgd udqchbs-¯ 
Safir 

 

The previous chapters outline new evidence on the range of digital surveillance technologies that have been 
used in Morocco. This chapter presents an overview of how surveillance against civil society works in 
practice. 

Once a person is marked as a surveillance target, the DGST has an array of tools at its disposal, including 
advanced targeted and mass surveillance technologies detailed in Chapter 6. However, based on Safir­r
testimony, the authorities for the most part rely on more traditional methods, such as analogue tools and less 
sophisticated technologies. This is reliant on individual agents, phone tapping with DGST agents transcribing 
calls, wiretapping of homes or even cars, and/or payment or threats to neighbours, friends or other 
informants to report to the DGST. However, it may also involve complex systems woven into the 
communications infrastructure of the entire country. While each of these methods is invasive in its own right, 
vgdm trdc hm bnlahm`shnm sgdx bnmrshstsd ` ®rtqudhkk`mbd dbnrxrsdl¯147, which creates a near total web of 
rtqudhkk`mbd ne dudqx `rodbs ne ` s`qfds­r ogxrhb`k `mc chfhs`k khed eqnl vghbg hs hr `klnrs hlonrrhakd sn drb`od-
This unlawful surveillance is directly in conflict with international human rights law and standards. 

The objective of surveillance operations targeting human rights defenders is often to silence the target, to 
destroy or sully their reputation, or gather enough information to serve as the basis for judicial harassment or 
criminal prosecutions. Such operations targeting an individual human rights defender or journalist include 

 
147 OHCHR, Unmasking the chilling effects of the digital surveillance ecosystem: the erosion of assembly and association rights, 21 April 
2026, UN Doc. A/HRC/62/45. 
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ltkshokd s`bshbr vghbg u`qx `bbnqchmf sn sgd s`qfds+ sgdhq bhqbtlrs`mbdr+ fdmcdq `mc ®hlonqs`mbd¯-148 Safir 
explained to Amnesty International that these operations are not time-khlhsdc9 ®hs­r ` ina sg`s k`rsr tmshk vd
g`ud rnldsghmf¯-149 

According to Safir, the use of spyware, especially high-cost foreign-sourced tools such as Pegasus, is treated 
as a last line of attack, only after the low-sdbg noshnm ne ®khrsdmhmf¯ e`hkr sn oqnuhcd sgd cdrhqdc c`s`- Gd
explained: 

®Nmbd vd g`ud `qqhudc `s Odf`rtr+ vd g`ud s`jdm `kk sgd nsgdq rsdor- Hs bnldr `esdq sgd s`oohmf+ hm sgdhq
`o`qsldms+ hm sgdhq b`q- Hs­r ` rbhdmshehb sghmf+ `r vd r`x¯- 

In other words, spyware was only used when other methods collectively proved insufficient for the most 
®rnoghrshb`sdc `mc vdkk-jmnvm¯ s`qfdsr nq+ `r hm sgd b`rdr ne Nl`q Q`ch `mc L`üsh Lnmiha 'cds`hkdc adknv(+
to trial a new surveillance technology. Safir cdrbqhadc sgd ldsgncnknfhb`k nqf`mhy`shnm ne Nl`q Q`ch­r
Vg`sr@oo bnms`bsr '®Cdrj¯+ ®Eqhdmcr¯+ ®Oqnidbs¯( vghbg r`udc sgd `fdmsr shld vgdm bk`rrhexhmf sgd c`s`- Hm
an interview with Amnesty International, Omar Radi confirmed that his contacts were stored on his device in 
sghr l`mmdq+ r`xhmf+ ®H nqf`mhyd lx bnms`bsr khjd `mx intqm`khrs¯-150 

CASE STUDY: MAÂTI MONJIB 

®Ghl+ gd v`r ` sdrs-¯ 

@ ®fthmd` ohf¯151 is how Safir summed up the targeting of political activist and former prisoner of 
conscience Maâti Monjib with Pegasus in 2017 ± one of the first people to be targeted with the spyware. 

According to Safir, Maâti Monjib was targeted for two reasons. First, he was considered to be one of the 
most prominent and long-standing human rights defenders in Morocco. Second, he was in close contact 
with journalist Omar Radi. In 2017, when Pegasus was being rolled out in Morocco, it was used 
alongside other less sophisticated and more traditional methods of surveillance, including physical 
tailing and planting cameras and microphones. 

Maâti Monjib, who still lives in Morocco, refers to the period from 2015 to 2019 as the time when he felt 
the most oppressive force of state repression, including judicial harassment and surveillance. For 
example, in 2015 the Moroccan authorities brought bogus charges against him and six other defendants 
for receiving foreign funds from the NGO Free Press Unlimited, money used to conduct training 
sessions for citizen journalists. Again in December 2020, Maâti Monjib was arrested after a Rabat court 
convictec ghl ne ®sgqd`sdmhmf sgd hmsdqm`k rdbtqhsx ne sgd rs`sd¯-152 One month later, a different court 
sentenced him in his absence to one year in prison for the case dating back to 2015.153 Amnesty 
International called for his immediate release and designated him a prisoner of conscience.154 He was 
released in March 2021 but the charges against him were not dropped.155 

Rhmbd sgdm+ gd g`r bnmshmtdc sn e`bd sgd `tsgnqhshdr­ rhkdmbhmf s`bshbr- 

®Sgd rtqudhkk`mbd hr kdrr hmsdmrd mnv Zsg`m ctqhmf 1/04-2019] butit­sstill psychologically veryharmfulfor 
me and my family.My daughter had to leave Morocco when she was 16 because of all the repression that I 
v`r rtaidbs sn- Lx vhed+ vgn hr Eqdmbg+ v`r r`bjdc eqnl gdq ina hm I`mt`qx 1/1/ `s `m MFN adb`trd ne ld-¯ 

The royal pardon he received in July 2024 has had no positive impact on his situation in Morocco. He 
has not been able to return to his job as a university professor, he is subjected to a travel ban, his assets 
remain frozen, and he is regularly subjected to smear campaigns.  

 
148 « Ça dépend de son importance », interview with Amnesty International. 
149 Interview with Safir. 
150 Interview in person with Omar Radi, April 2026, France. 
151 ®L`üsh Lnmiha ` rdquh cd bna`xd hmhsh`k¯ 
152 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn9 Oqhrnmdq ne bnmrbhdmbd oqnuhrhnm`kkx qdkd`rdc9 L`üsh Lnmiha¯ 'Hmcdw9 LCD 18.3266.1/10(+ 5 @tgust 
2021, https://www.amnesty.org/en/documents/mde29/4377/2021/en/  
153 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn9 Hloqhrnmdc `b`cdlhb­r khed hm c`mfdq9 L`üsh Lnmiha¯ 'Hmcdw9 LCD 18.2752.1/10(+ 08 L`qbg 1/10, 
https://www.amnesty.org/en/documents/mde29/3863/2021/en/ 
154 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn9 @b`cdlhb `qahsq`qhkx cds`hmdc9 L`üsh Lnmiha¯ 'LCD 18.2370.1/10(+ 4 I`mt`qx 1/10+
https://www.amnesty.org/en/documents/mde29/3481/2021/en/  
155 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn9 Oqhrnmdq ne bnmrbhdmbd oqnuhrhnm`kkx qdkd`rdc9 L`üsh Lnmiha¯ 'Hmcdw9 LCD 18.3266.1/10(+ 5 @tgust 
2021, https://www.amnesty.org/en/documents/mde29/4377/2021/en/ 

https://www.amnesty.org/en/documents/mde29/4377/2021/en/
https://www.amnesty.org/en/documents/mde29/3863/2021/en/
https://www.amnesty.org/en/documents/mde29/3481/2021/en/
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®H g`c mnsghmf sn ad o`qcnmdc enq+¯ gd snkc @lmdrsx Hmsdqm`shnm`k- ®@ o`qcnm hlokhdr xnt chc rnldsghmf
vqnmf-¯156 

 

Safir dwok`hmr sg`s sgd oqnbdrr ne s`qfdshmf hmchuhct`kr adfhmr `s sgd nodq`shnm`k kdudk+ vhsg ®ehmchmf sgdhq
vd`jmdrrdr¯+ nq ®ehmchmf ` qd`rnm¯ sn itrshex `m `qqdrs± mn l`ssdq gnv rl`kk- Sgd ®khrsdmhmf¯ rs`fd hr bqhshb`k
enq sghr- Gd dwok`hmdc9 ®Enq dw`lokd+ vd­kk knnj sn rdd he xnt khjd vnldm+ nq cqhmjhmf+ nq f`lakhmf- Vd mddc
sn qd`kkx jmnv xnt£ sn jmnv he sgdqd hr rnldsghmf ghccdm¯- Sghr oqnbdrr b`m hmbnqonq`sd aqhbes or 
blackmail. He added:  

®Vhsg sgd intqm`khrsr+ sgd adfhmmhmf hr vgdsgdq vd b`m atx sgdl nq mns- Sgdqd `qdm­s l`mx odnokd vgn qdrhrs
lnmdx- Nq he vd b`m l`mhotk`sd sgdl+ vhsg ` fhqk enq dw`lokd- He hs­r rnldnmd vgn cqhmjr ` kns+ vd b`m oqdrdms `
negative image to the Moroccan people. Afterwards, the technical stuff is easy. Most people share their number. 
Sgdx cnm­s jmnv gnv sn oqnsdbs sgdlrdkudr-¯157 

If the target is a woman, this process can play on heteropatriarchal norms and legal restrictions in Morocco, 
such as laws criminalizing extra-marital sexual relations and access to abortion.158 ®Hs­r rhlokdq adb`trd hm
Lnqnbbn hs­r mns mnql`k enq ` rhmfkd vnl`m sn g`ud ` knudq+ mns enq gdq e`lhkx+ mns enq rnbhdsx£ Hs­r
rb`mc`kntr sn sghmj sgdx g`ud ` qdk`shnmrgho ntsrhcd l`qqh`fd+¯Safir explained. 

This targeted harassment of HRDs continues even when they have left Morocco. For example, even while 
living in the USA, the journalist and activist Afaf Bernani has been subjected to manipulated images of her, 
including an explicit video of her and Taoufik Bouachrine [see case study: Afaf Bernani in Chapter 8], and 
rdwt`khydc `mc `atrhud ldrr`fdr nm rnbh`k ldch` onrsr- ®Lx ancx v`r vd`onmhydc+¯ rgd snkc @lmdrsx
Hmsdqm`shnm`k- ®Rdwt`k cdfq`c`shnm qdok`bdc bnmudmshnm`k cde`l`shnm-¯159 

7.1 TARGETING FAMILY AND NETWORKS 
Once an individual human rights defender or journalist becomes a subject of investigation, members of their 
families and networks can also become ensnared in the operation. The simple fact of being in contact with a 
target can turn others into surveillance targets too. As Safir+ dwok`hmdc9 ®He xnt+ ` vnl`m+ jmnv Z` s`qfds\ `mc
xnt jddo b`kkhmf sgdl+ unhkú+ sg`s­r rnldnmd bknrd sn xnt- Vd b`m rvhsbg chqdbskx sn xnt-¯160 

One example of this was journalist Omar Radi, who Safir confirms was considered a priority threat by the 
authorities due to his popularity and his independent journalism, which was often critical of the authorities. 
Omar Radi was aware that surveillance extended to his wider social circle. He told Amnesty International of 
®sgd chroqnonqshnm`sd qdrntqbdr trdc sn rtqudhk ld+ otmhrg ld+ sq`o ld¯- Sghr v`r rdo`q`sdkx bnmehqldc ax
Safir. Omar Radi also told Amnesty International of times when his family members noticed they were being 
physically followed, including his mother.161 

Safir snkc @lmdrsx Hmsdqm`shnm`k sg`s Nl`q Q`ch­r lnsgdq v`r enkknvdc vgdm fnhmf `ants gdq c`hkx `bshuhshdr
and her phone was tapped. His brother and other relatives and friends were also watched, and their 
historical phone calls checked retroactively. Even the man from whom he bought his cigarettes was placed 
tmcdq rtqudhkk`mbd- @kk b`kkr vdqd sq`mrbqhadc udqa`shl ax `fdmsr eqnl sgd CFRS­r Chqdbsnq`sd ne Nodq`shnm`k
Rtqudhkk`mbd 'CRN( hm b`rd ` bncd v`r adhmf trdc9 ®dudqx rhfg+ dudqx bntfg+ dudqx ¬`g­+¯ `rSafir put it. 162 

Omar Radi also knew that some acquaintances and sources were approached for information, and he paid 
sqhatsd sn sgnrd vgn qdetrdc sn bnlokx9 ®Hs cndrm&s rtqoqhrd ld- Ats sgdqd g`ud `krn addm knsr ne odnokd+
many, many neighbours, the corner grocer, the caretaker, the street guard, etc., who were offered money to 
s`jd ohbstqdr ne ld nq sn rg`qd cds`hkr ne lx khed `mc vgn r`hc mn-¯163 

 
156 Interview by phone with Maâti Monjib, December 2025. 
157 Interview with Safir. 
158 See, for example, the case of the arrest of Hajar Raissouni, a journalist who was arrested along with her fiancée coming out ne ` cnbsnq­r
neehbd `mc rdmsdmbdc sn nmd xd`q hm oqhrnm enq ®g`uhmf `m `anqshnm `mc rdw ntsrhcd l`qqh`fd+¯ ansg bqhldr tmcdq Lnqnccan law; Amnesty 
Hmsdqm`shnm`k+ ®Lnqnbbn9 Nmd Xd`q Hm Oqhrnm Enq Tmk`vetk @anqshnm9 G`i`q Q`hrrntmh¯ 'Hmcdw9 LCD 18.0020.1/08(+ 2 Nbsnadq 1/08, 
https://www.amnesty.org/en/documents/mde29/1131/2019/en/ 
159 Interview by phone with Afaf Bernani, March 2026. 
160 Interview with Safir.  
161 Interview in person with Omar Radi, April 2026, France. 
162 Interview with Safir. 
163 Interview in person with Omar Radi, April 2026, France. 

https://www.amnesty.org/en/documents/mde29/1131/2019/en/
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CASE STUDY: OMAR RADI 

"We found nothing on Omar Radi. Nothing." ± Safir164 

In June 2020, Amnesty International forensically confirmed that Moroccan journalist and activist Omar 
Radi was targeted by the Moroccan authorities using Pegasus spyware. Following publication, a media 
harassment campaign was launched against Amnesty International in an attempt to discredit the 
nqf`mhy`shnm­r ehmchmfr `mc chrsq`bs `ssdmshnm eqnl sgd rs`sd­r tmk`vetk rtqudhkk`mbd ne gtl`m qhfgsr
defenders and journalists.165 

Vhsghm vddjr ne @lmdrsx­r otakhb`shnm qdud`khmf ghr Odf`rtr hmedbshnm+ Nl`q Q`ch v`r `qqdrsdc+
rtaidbsdc sn ptdrshnmhmf `mc+ hm Itkx 1/1/+ cds`hmdc odmchmf sqh`k nm bg`qfdr ne ®g`qlhmf m`shnm`k
rdbtqhsx¯+ ®rdwt`k `rr`tks¯ `mc ®q`od¯- Gd v`r gdkc hm oqdsqhal detention from July 2020 until July 2021, 
when he was convicted and sentenced to six years in prison in July 2021 in a trial marred by due 
process violations.166 

The indictment in both the espionage and rape cases, dated 18 March 2021, confirms that the 
authorities had kept the journalist under surveillance since 29 December 2017. This surveillance had 
been accompanied by regular defamatory campaigns against him via Moroccan news websites.167 Omar 
Radi was released following a royal pardon in July 2024. 

In an interview with Amnesty International, when discussing why he was considered a priority target by 
sgd `tsgnqhshdr+ Nl`q Q`ch bnmbktcdc9 ®H sghmj sg`s+ `esdq lx ehqrs `qqdrs+168 they saw the extent of the 
sympathy and solidarity with me. And they said to themselves, this is a potential danger in the future, it 
vntkc ad adssdq sn cd`k vhsg sghr sgqd`s tqfdmskx `mc aqd`j hs-¯169  

Safir­r sdrshlnmx bnmehqlr sgd dwbdoshnm`k+ `klnrs nardrrhud+ kdudk ne rs`sd rtqudhkk`mbd `mc g`q`rrldms
deployed against Omar Radi since the 20 February Movement in 2011.170 Hm `cchshnm sn MRN Fqnto­r
Pegasus spyware, Safir told Amnesty International that the authorities used IMSI catchers to intercept 
his calls, forensic surveillance tool Cellebrite UFED to break into his phone, and hidden microphones 
and cameras. This was combined with physical surveillance and phone tapping (of both Omar Radi and 
his family), media harassment, physical assault,171 and criminal investigation and prosecution. Personal 
details provided to Amnesty International by Safir were confirmed by Omar Radi; for example, that he 
cqnud ` ak`bj C`bh` R`mcdqn b`q+ `r vdkk `r sgd cdrbqhoshnm ne ` bknrd eqhdmc­r b`q- 

Far from making him angry, Omar Radi told Amnesty International that the revelations in this report, 
particularly those from Safir, make him determined to continue fighting against abuse of power and 
repression: 

®Sgd rs`sd `mc drodbh`kkx sgd rdbtqhsx `oo`q`strdr `qd adbnlhmf lnqd `mc lnqd a`qa`qhb+ lnqd `mc lnqd
inhuman. We have a society that wants to move forward but is prevented by the security apparatus. And this 
rhst`shnm qd`kkx mddcr sn bg`mfd-¯ 

The media harassment campaigns against him continue to the present day.172 Omar Radi also believes 
that he continues to be subject to surveillance, despite currently living overseas: 

 
164 Interview with Safir.  
165 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn `mc Vdrsdqm R`g`q`9 Fnudqmldms rld`q b`lo`hfm `f`hmrs @lmdrsx Hmsdqm`shnm`k tmcdqkhmdr
hmsnkdq`mbd ne rbqtshmx¯ 'oqduhntrkx bhsdc(- 
166 Amnesty International, Urgent Action, Morocco Further information: Detained journalist must get a fair trial: Omar Radi, 26 January 
2022, https://www.amnesty.org/en/documents/mde29/5184/2022/en/ 
167 As detailed in Human Rights Watch, ®Sgdx­kk Fds Xnt Mn L`ssdq Vg`s¯9 Lnqnbbn­r Ok`xannj sn Bqtrg Chrrdms (previously cited).  
168 Omar Radi was first arrested in 2019 after he posted a message on X (then Twitter) in which he criticized an appeal court judge for 
upholding heavy prison sentences against activists from the Hirak El Rif social justice movement. 
169 Interview in person with Omar Radi, April 2026, France 
170 Sgd v`ud ne od`bdetk oqnsdrsr sg`s dldqfdc hm 1/00+ jmnvm `r sgd ¬Edaqt`qx 1/ Lnudldms­+ snnj ok`bd hm u`qhntr bhshdr hm Lnqncco and 
called for social justice and an end to corruption.  
171 Human Rights Watch, ®Sgdx­kk Fds Xnt Mn L`ssdq Vg`s¯9 Lnqnbbn­r Ok`xannj sn Bqtrg Chrrdms (previously cited).  
172 See, for example, articles about Omar Radi on Barlamane.com. Barlamane,  РжЛЮϜ пЯК  ЌϼϲвЮϜ£ сЎϜϼЮϜ ϼвК [Omar Radi... Inciter of 
violence], 2 October 2025,  https://barlamane.com/%D8%B9%D9%85%D8%B1-
%D8%A7%D9%84%D8%B1%D8%A7%D8%B6%D9%8A-%D8%A7%D9%84%D9%85%D8%AD%D8%B1%D8%B6-
%D8%B9%D9%84%D9%89-%D8%A7%D9%84%D8%B9%D9%86%D9%81/ (in Arabic) and Barlamane, Omar Radi décline sa 
o`qshbho`shnm `t căa`s "FDMY101 ds căbkdmbgd tmd onkălhptd dm khfmd Z®Nl`q Q`ch cdbkhmdr ghr o`qshbho`shnm hm sgd "FDMY101 cdbate 
`mc sqhffdqr `m nmkhmd bnmsqnudqrx¯\+ 15 Nbsnadq 1/14+https://barlamane.com/fr/omar-radi-decline-sa-participation-au-debat-genz212-et-
declenche-une-polemique-en-ligne/ (in French). 

https://barlamane.com/%D8%B9%D9%85%D8%B1-%D8%A7%D9%84%D8%B1%D8%A7%D8%B6%D9%8A-%D8%A7%D9%84%D9%85%D8%AD%D8%B1%D8%B6-%D8%B9%D9%84%D9%89-%D8%A7%D9%84%D8%B9%D9%86%D9%81/
https://barlamane.com/%D8%B9%D9%85%D8%B1-%D8%A7%D9%84%D8%B1%D8%A7%D8%B6%D9%8A-%D8%A7%D9%84%D9%85%D8%AD%D8%B1%D8%B6-%D8%B9%D9%84%D9%89-%D8%A7%D9%84%D8%B9%D9%86%D9%81/
https://barlamane.com/%D8%B9%D9%85%D8%B1-%D8%A7%D9%84%D8%B1%D8%A7%D8%B6%D9%8A-%D8%A7%D9%84%D9%85%D8%AD%D8%B1%D8%B6-%D8%B9%D9%84%D9%89-%D8%A7%D9%84%D8%B9%D9%86%D9%81/
https://barlamane.com/fr/omar-radi-decline-sa-participation-au-debat-genz212-et-declenche-une-polemique-en-ligne/
https://barlamane.com/fr/omar-radi-decline-sa-participation-au-debat-genz212-et-declenche-une-polemique-en-ligne/
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®H sghmj sg`s Lnqnbb`m rtqudhkk`mbd hm Dtqnod+ vgdqd H `l mnv+ hr `r deedbshud `r Lnqnbb`m rtqudhkk`mbd hm
Morocco. I know that I am followed everywhere I go, I know that my movements are scrutinized. What they 
do not have is the same means of coercion ± tgdx b`m nmkx lnmhsnq ld-¯173 

Nl`q Q`ch­r b`rd hr dlakdl`shb ne Lnqnbbn­r aqts`k qdoqdrrhnm ne chrrdmshmf unhbdr- Sgd `tsgnqhshdr
have used virtually all the authoritarian tools at their disposal in an attempt to silence, punish and 
psychologically destroy him. Nevertheless, from his base in Europe, Omar Radi continues to speak out 
about human rights and social justice in Morocco. 

In August 2026, Omar Radi received a threat notification from Apple informing him of a suspected 
spyware attack targeted at his iPhone. Threat notifications like this, which Apple has been sending since 
2021, are a very strong indication that a device has been targeted with sophisticated 174 Amnesty 
International is continuing to investigate this attack campaign. 

7.2 LISTENING AND WATCHING EVERYWHERE 
®Sgd a`rhr ne ntq ina hr khrsdmhmf¯ ± Safir175 

Listening ± to both phone and in person conversations ± is the primary tool in the unlawful surveillance of 
human rights defenders in Morocco. Safir qdedqr sn sgd cdoknxldms ne ®ogxrhb`k hmsqtrhnm nodq`shnmr¯ `r sgd
®l`qjhmf¯176 rs`fd9 ®Hm ntq i`qfnm+ ¬l`qjhmf­ hr vgdm xnt hmrs`kk ` FOR vhsg ` khrsdmhmf cduhbd hm ` b`q+ nq `
b`ldq` nq ` lhbqnognmd `s rnldnmd­r gnld£ Sgd Dkdbsqnmhbr Cdo`qsldms cn sg`s-¯177 

Alongside a range of sophisticated digital and analogue tools, as well as the use of human agents, listening 
also takes place in collaboration with telecommunications (mobile and internet) providers. 

7.2.1 PHONE TAPPING THROUGH TELECOM NETWORKS 
Amnesty International spoke to several human rights defenders who believed that their phone calls were 
being listened to or intercepted because of information they subsequently saw published about them in 
online smear campaigns against them, or referenced in police interrogations. Ali Salem Tamek is president 
of the Collective of Sahrawi Human Rights Defenders (CODESA) and lives in Laayoune in Western Sahara.178 
According to  

@kh R`kdl S`ldj+ sgd l`mhotk`sdc hmenql`shnm `ants ghl `mc BNCDR@ sg`s `ood`qr hm Lnqnbbn­r
®cde`l`shnm ldch`¯ bntkc nmkx ad jmnvm eqnl oqhu`sd ognmd b`kkr- Gd snkc @lmdrsx Hmsdqm`shnm`k9 ®Hs­r mns
possible to have access to this information without some khmc ne ognmd s`oohmf- Vd cnm­s g`ud sgd sdbgmhb`k
jmnvkdcfd sn jmnv gnv sgdx s`o sgd ognmdr nq hlok`ms sgd b`ldq`r+ ats vd eddk hs 13.6-¯ 

Similarly, Mohamed Majaoui, a teacher and human rights activist from Al Hoceima in the Rif region, 
described this surveillance, which was used during the Hirak El-Rif protest movement between October 
1/05 `mc Itmd 1/069 ®Vgdm xnt l`jd `mx ognmd b`kk+ xnt eeel like you're being listened to. We were all 
`v`qd ne sg`s-¯ Gd etqsgdq dwok`hmdc sg`s+ ctqhmf `m hmsdqqnf`shnm `s ` onkhbd rs`shnm hm sgd bhsx ne B`r`ak`mb`
hm L`x 1/06+ neehbdqr rgnvdc ghl qdonqsr ne ghr ognmd b`kkr bk`rrhehdc ax lnmsg9 ®vhsg lx eqhdmc, with my 
wife. It was all monitored ± dudm lx odqrnm`k khed-¯179 

The DGST's ability to listen to private phone calls relies on the involvement of at least one 
telecommunications provider. According to Safir, this surveillance work is generally undertaken retroactively 
and is done systematically, with specific agency employees tasked with listening to calls or sometimes 
transcribing. 

 
173 Interview in person with Omar Radi, April 2026, France 
174  Amnesty International, Apple threat notifications: What they mean and what you can do, 11 April 2024, 
https://www.amnesty.org/en/latest/news/2024/04/global-apple-threat-notifications-what-they-mean-and-what-you-can-do/  
175 Interview with Safir 
176 Hm Eqdmbg+ ¬a`khr`fd­ 
177 Interview with Safir 
178 Front Line Defenders, Ali Salem Tamek ± Testimony, 31 October 2022, https://www.frontlinedefenders.org/en/testimonial/ali-salem-
tamek-testimony 
179 Interview by phone with Mohamed Majaoui, February 2026  

https://www.amnesty.org/en/latest/news/2024/04/global-apple-threat-notifications-what-they-mean-and-what-you-can-do/
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Safir dwok`hmdc sgd oqnbdrr9 ®Ehqrs ne `kk+ xnt g`ud sn ehmc sgdhq mtladq- Hs­r d`rx- Eqnl ntq sdbgmhb`k rhcd+ vd
b`m ehmc nts sgd mtladq sg`s xnt­ud b`kkdc+ hs `kk rs`qsr vhsg ` c`s`a`rd- Vd g`ud `bbdrr sn dudqxsghmf- Hs­r
mns ` antfgs rxrsdl+ hs­r cdudknodcpar la direction [by the DGST]+ hmsdqm`kkx£ Sgd ehqrs rs`fd ne khrsdmhmf
rs`qsr gdqd£ Vd b`m knnj to `mxsghmf `ants `mxnmd `s `mx lnldms- £- Sgdqd `qd mnql`kkx svn nq sgqdd
dmfhmddqr+ sgdx `qd bnnqchm`snqr adsvddm sgd CFRS `mc Zsgd sdkdbnlltmhb`shnmr oqnuhcdq\£180 

Despite the requirement of the Criminal Procedure code, which stipulates that recording or seizure of 
telephone calls should require judicial authorization,181 according to Safir telephone conversations are 
retained by a telecommunications provider, and are available to the authorities without prior judicial 
authorization. He explained: 

®Adb`trd b`kkr+ dudqxsghmf+ hs­r qdbnqcdc `tsnl`shb`kkx- Sgdqd&r mn mddc sn s`qfds xntq mtladq nq khrsdm sn
xnt khud- Hs&r `kqd`cx hm sgdhq a`rd-¯182  

This is supported by documentation related to mass surveillance tools that have been purchased by the 
Lnqnbb`m `tsgnqhshdr Udqhms­r Qdkh`ms+ vghbg vntkc dm`akd rtbg `bbdrr+ `r vdkk `r ax oqduhntrkx cnbtldmsdc
b`rdr ne sgd trd ne L`qnb Sdkdbnl­r mdsvnqjr sn facilitate network injection spyware attacks. 

According to Safir, phone tapping takes place alongside digital location tracking. The DGST uses a 
bnlahm`shnm ne r`sdkkhsd `mc bdkktk`q `msdmm` c`s`+ `kknvhmf sgdl sn l`o ` odqrnm­r knb`shnm nudq shld+ dudm
if their device is turned off. 

Safir explained: ®Xnt g`ud fdnknb`shnm ax FOR+ nq nsgdqvhrd ax ASR Zsqh`mftk`shnm ax qdk`x `msdmm`r\-¯ Gd
describes how agents use an in-house system built on an offline version of Google Earth to visualize location 
data. ®It's just to visually display where the person is. You use this to convey clearly to the guys [other 
`fdmsr\+ rgnv sgdl sgd dw`bs onrhshnm-¯ 

7.2.2 AUDIO AND VIDEO RECORDING IN PUBLIC AND PRIVATE SPACES 
In addition to telephone surveillance, the authorities surreptitiously place microphones and other recording 
devices in private spaces to capture conversations ± a practice referred to in French as balisage, or 
®l`qjhmf¯- Sghr l`qjhmf hr fdmdq`kkx b`qqhdc nts ax `fdmsr ne sgd CFRS­r Dkdbsqnmhbr Cdo`qsldms- @bbnqchmf
to Safir9 ®Vgdm rnldnmd cndrm­s Zl`jd ` ognmd\ b`kk+ vd b`m Zrshkk\ khrsdm sn sgdhq bnmudqr`shnm vhsg sgdhq
fhqkeqhdmc- Xnt rdd+ hs­r rnldnmd vgn hr vhsg ghl hm sgd b`q+ sg`s­r sgd vnqj ne sgd lhbqnognmdr-¯ 

In addition to being surveilled via Pegasus spyware and IMSI catchers, journalist Soulaiman Raissouni was 
®l`qjdc¯ `mc ehkldc `r CFRS `fdmsr adb`ld e`lhkh`q vhsg ghr qntshmd- @ ehdkc nodq`shnm bqdv ok`msdc
trackers in his car, which Safir explained is an operation which would typically take between five and 10 
minutes. This included a GPS tracker, which would run for approximately 15 to 20 days, as well as a 
microphone on the steering wheel. The signal was transmitted through encrypted FM radio, meaning that 
the field officers needed to stay within 3km to 4km of the car to monitor the microphone, moving with the 
target. Safir recalled details of the operation, including that Soulaiman Raissouni drove a Volkswagen Passat, 
as well as digits from his number plate.  

Omar Radi was also surveilled using these methods. Agents would follow him during his meetings at Les 
Plages de Nations, north of Rabat, where he was carrying out fieldwork, and also in Casablanca. Omar 
Q`ch­r jmnvkdcfd ne chfhs`k rdbtqhsx ld`ms sg`s gd vnuld meet in person for important discussions and 
rvhsbg nee ghr ognmd+ vghbg v`r ` ®ahf oqnakdl¯ enq sgd `fdmsr+ `bbnqchmf snSafir9 ®Hs v`r bqtbh`k sn jmnv
what was said during those meetings because what is said between people is more important than the 
hmenql`shnm nm sgd ognmd¯-183 

To get around the issue of astute targets evading surveillance, Safir explained how agents would resort to 
more traditional, low-tech methods which also required more elaborate preparation. Safir qdb`kkr9 ®He H jmdv
gd ZNl`q Q`ch\ v`r lddshmf vhsg Zgtl`m qhfgsr cdedmcdq\ L`üsh Lnmiha hm ` bdqs`hm b`eă+ sgdm H­c s`kj sn sgd
nvmdq `mc `rj ghl vghbg s`akd gd­c rhs sgdl `s+ rn vd b`m ots lhbqnognmdr `mc b`ldq`r bknrd sn hs¯-184 The 
waiter would be bribed to ensure the targets sat at the table where the devices were hidden. 

 
180 Interview with Safir. 
181 At least one telecommunications provider operating in Morocco, Orange, has indicated that (as of 2023) Moroccan authorities restrict 
public disclosure of the number of state requests for interceptions or access to customer data. See, Orange Transparency Report for 
Freedom of Expression, Information and Respect for Private Life, 2024 Report - Data for the year 2024, p.26, 
https://assets.orange.com/medias/domain12751/media101368/410662-tw9bcb6lsx.pdf 
182 Interview with Safir. 
183 Interview with Safir.  
184 Interview with Safir. 

https://assets.orange.com/medias/domain12751/media101370/411160-aar54io1rb-75.pdf
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Nl`q Q`ch `krn snkc @lmdrsx Hmsdqm`shnm`k `ants sgdrd b`eă lddshmfr vhsg L`üsh Lnmiha9 ®Ne bntqrd H jmdv
sgdqd v`r `kv`xr sgd onrrhahkhsx sg`s sgdx­c khrsdm sn tr nq hmrs`kk rnldsghmf- Mnv H g`ud bnmehql`shnm- Hs­r khjd
J`ej`-¯185 

Dudm sgd hmrhcd ne oqhu`sd gnldr `mc ro`bdr cn mns drb`od sgd rs`sd­r f`yd `mc b`m ad nardqudc sgqntfg
the use of miniature cameras, often hidden in TVs, air conditioners or other innocuous locations. 

Nl`q Q`ch­r `o`qsldms adb`ld rtbg ` s`qfds-Safir explained how miniature microphones, operated 
wirelessly via encrypted radio transmission, were implanted in his light fixtures ± the central and discreet 
location being an ideal spot. They were so small, some the size of a small coin, that detection was highly 
unlikely. 

Maâti Monjib, who is still based in Morocco, believes that the intelligence services continue to use such 
forms of surveillance against him as punishment for his human rights work and academic writing. He 
suspects he is under audio surveillance ± most likely from microphones concealed in or near his home. He 
also turns off his phone while at home, as do associates who visit him there. 

Cameras are surreptitiously installed when targets are known ± or suspected ± to be away from their homes 
or offices. Public holidays such as Eid al-Jdahq `qd hcd`k9 ®Sgd s`qfds ltrs ad `ardms+ adb`trd hs s`jdr shld+¯
said Safir. 

Although miniature cameras are a relatively simple technology, the methodology for hiding such surveillance 
devices is detailed and specialized. Cameras hidden in walls, for example, can be covered with a plate the 
same colour as the wall paint, which is actually a one-way transparent screen that becomes imperceivable to 
most. These operations require the cooperation of several teams and agents. As Safir explained:  

®Vd nodmdc sgd sdkduhrhnm rdsr `mc hmrs`kkdc b`ldq`r hm sgdl- Sghr hmrs`kk`shnm hr b`qqhdc nts hm ` rdbtqd
environment through team coordination: there is no risk. During the marking stage, people in the field follow [the 
target]. They don't let [the target] go. There are always two teams: the one that monitors, the one that installs. 
Dudqx sd`l g`r sgdhq nvm ina-¯186 

In January 2021, veteran human rights activist Fouad Abdelmoumni publicly announced that he and his 
fiancée were filmed using hidden cameras placed inside his home without his knowledge.187 The videos had 
been circulated in 2020 among their contacts on WhatsApp. Fouad Abdelmoumni told Amnesty 
International: 

®Vgdm H r`v sgd uhcdnr ne ld `mc lx o`qsmdq hm adc+ sgd knb`shnm `mc `mfkd ne sgd qdbnqchmf vdqd bkd`qkx uhrhakd-
It must have been the air-bnmchshnmhmf tmhs- H vdms sn knnj ats H chcm&s ehmc `mxsghmf+ rn H cdctbdc sg`s sgdx­c addm
able to easily install and remove it. The quality of the image and sound was very good, despite the fact it was 
c`qj+ rn sgd dptholdms ltrs g`ud addm udqx rnoghrshb`sdc-¯188 

Safir snkc @lmdrsx Hmsdqm`shnm`k sg`s b`ldq`r vdqd hmcddc ghccdm hm Ent`c @acdklntlmh­r gnld `hq-
bnmchshnmhmf tmhs- Vgdm cdrbqhahmf sgd CFRS­r trd ne lhmh`stqd b`ldq`r ghccdm hm v`kkr `mc `hq-
bnmchshnmhmf tmhsr+ gd bhsdc sgd dw`lokd ne Ent`c @acdklntlmh `r ` ®sdwsannj b`rd¯- Sgnqntfg onrs-
surveillance clean-to ne ghccdm rtqudhkk`mbd cduhbdr hr o`qs ne ` rsqhbs oqnsnbnk- ®Sgdx­qd qdlnudc
`esdqv`qcr+¯ gd r`hc- ®Vd kd`ud mn sq`bd¯-189 

Living with the suspicion of intrusion into the most private and domestic spaces has a profound 
psychological impact. Kholoud Mokhtari, human rights defender and wife of Soulaiman Raussouni, told 
@lmdrsx Hmsdqm`shnm`k9 ®H­l mns eqdd `mxvgdqd- Dudm `s gnld- My mum says that no one can take a shower 
hm ntq gnld- Xnt mdudq jmnv vgn­r v`sbghmf-¯190 

 
185 Interview in person with Omar Radi, April 2026, France. 
186 Safir snkc @lmdrsx Hmsdqm`shnm`k sg`s sd`lr­ s`rjr vdqd cdkhadq`sdkx jdos rdo`q`sd `mc vdqd b`qqhdc nts vhsgnts ptdrshnm- Hm sgd `qticle 
¬Lnqnbbn­r Fnudqm`mbd ne Bhshdr `mc Anqcdqr+ @H-Dmg`mbdc Rtqudhkk`mbd+ E`bh`k Qdbnfmhshnm+ `mc Gtl`m Qhfgsr­ sgd `tsgnqr vqhsd ®Hm sgd
vnqcr ne `m hmsdquhdvdd vgn chc mns v`ms sn ad khrsdc+ ¬`r ` onkhbd neehbdq+ vd cn mns `rj `ants sgdrd sghmfr+ H ftdrr vd cnnot have the right 
dudm+ vd `qd rhlokx sq`hmdc sn trd mdv sdbgmnknfhdr vgdm sgdx `qd cdoknxdc­-¯ Eqnl Sgd B`laqhcfd G`mcbook of Facial Recognition in the 
Modern State , Chapter 19, pp. 267 - 284, 2024, Cambridge University Press, 267 - 284, 2024, Cambridge University Press, 
https://www.cambridge.org/core/books/cambridge-handbook-of-facial-recognition-in-the-modern-state/moroccos-governance-of-cities-and-
borders/2AB3D0AF6B14CAD564BAD283D5466120  
187 https://www.economist.com/middle-east-and-africa/2021/01/28/moroccos-regime-is-accused-of-blackmailing-critics, January 2021 The 
Dbnmnlhrs+ ®Lnqnbbn­r qdfhld hr `bbtrdc ne ak`bjl`hkhmf bqhshbr¯+https://www.economist.com/middle-east-and-
africa/2021/01/28/moroccos-regime-is-accused-of-blackmailing-critics, January 2021. 
188 Interview by phone with Fouad Abdelmoumni, December 2025. 
189 Interview with Safir.  
190 Interview by phone with Kholoud Mokhtari, December 2025. 

https://www.cambridge.org/core/books/cambridge-handbook-of-facial-recognition-in-the-modern-state/moroccos-governance-of-cities-and-borders/2AB3D0AF6B14CAD564BAD283D5466120
https://www.cambridge.org/core/books/cambridge-handbook-of-facial-recognition-in-the-modern-state/moroccos-governance-of-cities-and-borders/2AB3D0AF6B14CAD564BAD283D5466120
https://www.economist.com/middle-east-and-africa/2021/01/28/moroccos-regime-is-accused-of-blackmailing-critics
https://www.economist.com/middle-east-and-africa/2021/01/28/moroccos-regime-is-accused-of-blackmailing-critics
https://www.economist.com/middle-east-and-africa/2021/01/28/moroccos-regime-is-accused-of-blackmailing-critics
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Video surveillance continues into public areas. On request from the police or intelligence services, the DGSN 
can provide access to all state cameras, in public spaces and major streets.  

Safir confirmed:  

®Enq otakhb b`ldq`r+ rs`sd b`ldq`r+ xdr+ vd g`ud `bbdrr sn sgdl£ @bbdrr hr mns nas`hmdc chqdbskx `s ntq kdudk
[DGST]. It is provided by the DGSN.191 They give us what we need. This organization creates a functional pipeline 
sg`s bnmmdbsr sgd onkhbd nodq`snq sn sgd hmsdkkhfdmbd rdquhbd+ ¬nm qdptdrs­-¯ 

Nor is access limited to state cameras. Private cameras connected to networks can also be accessed. Using 
a tool called NightHawk, a device the size of a small suitcase produced by Israeli cyber intelligence company 
Interionet, authorities can access additional cameras, even those unconnected to the internet. 

As Safir explained:  

®Itrs ots hs ZMhfgsG`vj\ vhsghm 4/ ldsqdr ne ` s`qfdsdc knb`shnm² and it scans the IP addresses related to the 
cameras in the perimeter. Even those not connected to the internet. The effectiveness is remarkable. With this 
system we can locate them, target sgdl qdlnsdkx- Hs hr ` udqx onvdqetk snnk-¯ 

Media outlets, including We Are Tech Africa and government-aligned moroccoworldnews.com, have 
reported that the Moroccan government is spending millions of dollars on AI-powered facial recognition and 
behaviour recognition technologies in the run-up to the 2030 World Cup.192 These technologies have the 
onsdmsh`k sn u`rskx dwo`mc sgd fnudqmldms­r `ahkhsx sn bnmctbs l`rr rtqudhkk`mbd `bqnrr sgd bntmsqx- Hs hr
assumed this will be conducted without judicial authorization, given the patterns of surveillance documented 
throughout this chapter. 

Even in areas where there are no cameras, targets can be followed and recorded from cars or vans 
specifically designed for covert surveillance. Safir explained:  

®Eqnl sgd b`q xnt rdd ntsrhcd+ ats eqnl ntsrhcd xnt rdd mnsghmf- Sghr sdbgmnknfx+ vghbg fndr adxnmc shmsdc
vhmcnvr+ trdr tmhchqdbshnm`k l`sdqh`kr sg`s `kknv bnlokdsd nardqu`shnm vhsgnts sgd qhrj ne cdsdbshnm-¯ 

The practice of surveillance extends to prisons and other official places of confinement. The clandestine 
installation of microphones and cameras in places of detention is code-m`ldc ®Abdessamiaā193 ± literally, 
®sgd nmd vgn gd`qr dudqxsghmf¯- 

Safir dwok`hmdc vgx rtqudhkk`mbd `f`hmrs s`qfdsr hr cdoknxdc dudm vgdm sgdx `qd hmb`qbdq`sdc9 ®Vd b`m g`ud
hmektdmbd hm oqhrnm snn- Enq dw`lokd+ he sgdqd `qd entq odnokd hm ` bdkk+ vd v`ms sn jmnv vg`s gd­r r`xhmf+ he
gd v`msr sn fds rnldsghmf nts+ he gd­r rthbhc`k+ he rnldnmd v`msr sn jhkk ghl£ Sgd nodq`shnm­r `kv`xr
nodm-¯194 

Since, according to Safir, audio material can be more useful than visual material, microphones are the 
primary form of surveillance in prison. Mobile telephones ± although theoretically banned in detention ± are 
tolerated for targets of surveillance precisely to enable agents of the state to listen to private conversations. 

CASE STUDY: SOULAIMAN RAISSOUNI  

®Vd ltrs `kv`xr ad b`qdetk sn qdctbd sgd hlo`bs ne sghr odql`mdms rtqudhkk`mbd+ sg`s&r hs- Itrs sn qdctbd ---
Vd b`m&s dkhlhm`sd hs-¯195  

Soulaiman Raissouni is a Moroccan journalist and human rights defender who has been a vocal critic of 
the authorities for many years. As a result, he became a target for repression, and his case is an 

 
191 Sgd Chqdbshnm Fămăq`kd cd k` Rĕqdsă M`shnm`kd+ Lnqnbbn­r m`shnm`k onkhbd enqbd- 
192 Vd @qd Sdbg+ ®Lnqnbbn sn Cdoknx 3+/// Rl`qs B`ldq`r hm Q`a`s ax Xd`q-Dmc¯+ 13 L`qbg 1/14+https://www.wearetech.africa/en/fils-
uk/news/tech/morocco-to-deploy-4-000-smart-cameras-in-rabat-by-year-end: Ahnldsqhb Toc`sd+ ®E`bh`k qdbnfmhshnm enq Lnqnbbn­r S`mfhdq
rs`chtl `gd`c ne 1/2/ Vnqkc Bto¯+ 11 Nbsnadq 1/14+https://www.biometricupdate.com/202510/facial-recognition-for-moroccos-tangier-
stadium-ahead-of-2030-world-cup: Lnqnbbn Vnqkc Mdvr+ ®3+/// @H B`ldq`r Bnlhmf sn Q`a`s9 Rdbtqhsx Annrs nq Oqhu`bx Sgqd`s>¯+ 1/
March 2025, https://www.moroccoworldnews.com/2025/03/186146/4000-ai-cameras-coming-to-rabat-security-boost-or-privacy-threat/; 
Rjxkhmd Hmsdqm`shnm`k+ ®Lnqnbbn­r rtqudhkk`mbd hmeq`rsqtbstqd dwo`mcr `gd`c ne sgd @eqhb` Bto `mc Vnqkc Bto¯+ 06 @oqhk 1/14+
https://skylineforhuman.org/en/news/details/816/moroccos-surveillance-infrastructure-expands-ahead-of-the-africa-cup-and-world-cup 
193 In Arabic:  ЙтвЂЮϜ ϸϠК 
194 Recording in detention is not prohibited under international human rights law, and is in fact recommended in situations such as 
interrogation, in order to defend against coercion and ill-treatment. However, where is undertaken outside the law, or for illegitimate aims, 
such as in this case, targeting HRDs for their lawful exercise of rights, it violates international law and standards. See generally, Amnesty 
International, Fair Trial Manual, Second Edition, Ch. 9.6, 9 April 2014, POL 30/002/2014. 
195 Interview by phone with Soulaiman Raissouni, December 2025 

https://www.wearetech.africa/en/fils-uk/news/tech/morocco-to-deploy-4-000-smart-cameras-in-rabat-by-year-end
https://www.wearetech.africa/en/fils-uk/news/tech/morocco-to-deploy-4-000-smart-cameras-in-rabat-by-year-end
https://www.biometricupdate.com/202510/facial-recognition-for-moroccos-tangier-stadium-ahead-of-2030-world-cup
https://www.biometricupdate.com/202510/facial-recognition-for-moroccos-tangier-stadium-ahead-of-2030-world-cup
https://www.moroccoworldnews.com/2025/03/186146/4000-ai-cameras-coming-to-rabat-security-boost-or-privacy-threat/
https://skylineforhuman.org/en/news/details/816/moroccos-surveillance-infrastructure-expands-ahead-of-the-africa-cup-and-world-cup
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example of how the authorities employ surveillance in conjunction with smear campaigns against critics, 
and how this repression can extend to family and networks. 

As described in Section 7.2.2, Soulaiman Raissouni was subjected to both physical and digital 
surveillance, as were several of his relatives. Safir qdb`kkdc gnv Rntk`hl`m Q`hrrntmh­r odqrnm`k g`ahsr
e`bhkhs`sdc rtqudhkk`mbd+ sg`s gd v`r d`rhdq sn enkknv adb`trd gd v`r ®kdrr lnahkd+ l`xad adb`trd gd
v`r l`qqhdc¯- 

Sghr s`qfdshmf dwsdmcdc sn Rntk`hl`m Q`hrrntmh­r e`lhkx- Ghr mhdbd+ G`i`q Q`hrrntmh+ v`r rdo`q`sdkx
rdmsdmbdc sn nmd xd`q­r hloqhrnmldms hm 1/08+ nm bqhlhm`k bg`qfdr ne dwsq`-marital sex and abortion.196 
She reported that during her interrogation she was asked more about her uncle than herself.197 Hajar 
Q`hrrntmh­r ognmd mtladq `mc sg`s ne gdq gtra`mc vdqd `lnmf sgd 4/+/// onsdmsh`k Odf`rtr s`qfdsr
shared publicly in 2021 as part of the Pegasus Project.198  

In May 2020, allegations that Soulaiman Raissouni had sexually assaulted a gay man emerged on 
Facebook. These allegations were amplified and embellished in pro-government media outlets including 
Chouf TV, Barlamane and Le360.199  

Nm L`x 06+ Bgnte SU otakhrgdc `m `qshbkd nmkhmd `ccqdrrhmf Q`hrrntmh vhsg sgd shskd ®Sghr hr sgd k`rs
v`qmhmf adenqd xntq cdrsqtbshnm¯-200 

Soulaiman Raissouni responded by publishing a critical editorial that criticized the actions of the DGSN, 
sgd CFRS `mc sgd Oqnrdbtsnq­r neehbd-201 

Two days later, on 22 May 2020, he was arrested on charges of indecent assault. Reporters from 
ChoufTV, a Moroccan website and media outlet known for conducting smear campaigns against human 
rights defenders and journalists,202 were present in the street at the time of his arrest. They held 
cameras close to him and filmed the arrest.203 Safir confirmed that, usually, footage or stills from pro-
Makhzen, or state-`khfmdc+ ldch` ntskdsr vhkk ad s`jdm ®udqx bknrd sn sgd rbdmd- He hs­r Zs`jdm\ eqnl e`q
`v`x+ hs­r tr Zqdbnqchmf eqnl ` udghbkd\¯- 

Soulaiman Raissouni was held in prolonged solitary confinement during pre-trial detention and in April 
2021 undertook a hunger strike, losing 31kg, while being denied medical care. Prison guards searched 
his cell and seized his personal belongings in retaliation to his hunger strike. They also ramped up the 
monitoring of his phone calls to his family.204 According to Safir, during this time the DGST were working 
sn l`mte`bstqd duhcdmbd ne ghr vhed­r hmehcdkhsx sg`s bntkc ad rgnvm sn ghl vghkd hm oqhrnm 'rdd `krn sgd
case study of Khouloud Mokhtari, below). Safir confirms that the purpose was to destroy him, both 
psychologically and reputationally: 

®Hl`fhmd Rntk`hl`m Q`hrrntmh hm oqhrnm `mc gd ehmcr nts ghr vhed g`r addm bgd`shmf nm ghl- Hl`fhmd sgd
qd`bshnm ne ` odqrnm vgn­r cnmd dudqxsghmf+ vgn­r ronjdm enq `mc `ants sgd odnokd+ vgn knudr ghr vhed£ Hs­r
sn aqd`j ghl+ xnt rdd>¯205 

 
196196 Amnesty International, Urgent Action: Morocco: Journalist Detained Over Bogus Charges: Hajar Raissouni, 13 September 2019, 
https://www.amnesty.org/en/documents/mde29/1038/2019/en/ 
197 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn9 Intqm`khrs i`hkdc enq nmd xd`q nudq tmk`vetk `anqshnm hm cdu`rs`shmf aknv enq vnldm­r qhfgsr¯+ 2/
September 2019, https://www.amnesty.org/en/latest/news/2019/09/morocco-journalist-jailed-for-one-year-over-unlawful-abortion-in-
devastating-blow-for-womens-rights-2/; See also, Human Rights Watch, ®Sgdx­kk Fds Xnt Mn L`ssdq Vg`s¯9 Lnqnbbn­r Ok`xannj sn Bqtrg
Dissent (previously cited).  
198 C`q`i+ ®Sgd C`x Lnqnbbn Atffdc Tr: G`i`q Q`hrrntmh­r Rsnqx¯+ 5 @tftrs 1/10+https://daraj.media/en/the-day-morocco-bugged-us/; Al 
I`yddq`+ ®Eqnl Lhcckd D`rs sn Hmch`+ vnldm ¬uhnk`sdc­ hm Odf`rtr ognmd g`bj¯+ 00 @tftrs 1/10+ 
https://www.aljazeera.com/news/2021/8/11/women-pegasus-nso-spyware-scandal-india-middle-east-phone 
199 Human Rights Watch, ®Sgdx­kk Fds Xnt Mn L`ssdq Vg`s¯9 Lnqnbbn­r Ok`xannj sn Bqtrg Chrrdms(previously cited).  
200 BgnteSU+ ®Rk`hlhm` Q`hrrntmh9 Sghr Hr sgd K`rs V`qmhmf adenqd Xntq Cdrsqtbshnm¯+https://chouftv.net/press/250314.html, 17 May 2020 
201 Facebook post by Soulaiman Raissouni, 
https://www.facebook.com/photo.php?fbid=2722263201390090&set=a.1862560250693727&type=3&theater, 20 May 2020  
202 TM Gtl`m Qhfgsr Bntmbhk Vnqjhmf Fqnto nm @qahsq`qx Cdsdmshnm+ @.GQB.VF@C.1/11.20+ Itkx 1/11- Onhms 3-a- rs`sdr ®Rdudq`k mdvr
sites close to the intelligence services, including Chouf TV and Barlamane, which are often involved in the defamation of political opponents 
`mc intqm`khrsr+ b`kkdc enq Lq- Q`hrrntmh­r `qqdrs¯ 
203 Chouf TV, 15 мϒ 4 имϸІ ЀтЮмϠЮϜ Ьϝтϸ ЬϝϲІ мТмІ...сжмЂтϼЮϜ дϝвтЯЂ ЬϝЧϦКϜ ϣДϲЯЮ мтϸтТ  Ьмϒ Z®The first video of the moment of Soula20iman Raissouni's 
`qqdrs--- Knnj `s Bg`g`k Ch`k sgd onkhbd otkkdc ghl 3 nq 04¯\+ 11 L`x 1/1/+https://www.youtube.com/watch?v=fR3jPSStNO0 (in Arabic). 
204 Amnesty International, Morocco: Critically ill hunger-striking journalist must be granted adequate medical care, 28 May 2021, 
https://www.amnesty.org/en/latest/news/2021/05/morocco-critically-ill-hunger-striking-journalist-must-be-granted-adequate-medical-care-2/ 
205 Interview with Safir. 

https://www.amnesty.org/en/latest/news/2019/09/morocco-journalist-jailed-for-one-year-over-unlawful-abortion-in-devastating-blow-for-womens-rights-2/
https://www.amnesty.org/en/latest/news/2019/09/morocco-journalist-jailed-for-one-year-over-unlawful-abortion-in-devastating-blow-for-womens-rights-2/
https://daraj.media/en/the-day-morocco-bugged-us/
https://www.aljazeera.com/news/2021/8/11/women-pegasus-nso-spyware-scandal-india-middle-east-phone
https://chouftv.net/press/250314.html
https://www.facebook.com/photo.php?fbid=2722263201390090&set=a.1862560250693727&type=3&theater
https://www.youtube.com/watch?v=fR3jPSStNO0
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When, between 2020 and 2022 Soulaiman Raissouni and Omar Radi were detained in adjacent cells, 
sgdx o`rrdc mnsdr d`bg Rtmc`x- Hm 1/11+ ft`qcr bnmehrb`sdc sgdhq ®Rtmc`x kdssdqr¯+ `knmf vhsg sgd
novel Raissouni had been writing.206 

Despite being released by royal pardon in 2024, Soulaiman Raissouni told Amnesty International that 
the smear campaign against him continues with ferocity.207 He explained that the content has adopted a 
different dimension, portraying him as antisemitic,208 and a traitor to his country.209 Soulaiman Raissouni 
sghmjr sgd rsq`sdfx hr `krn cdrhfmdc sn ®b`trd oqnakdlr vhsg dla`rrhdr¯ `mc chrqtos ghr bg`mbdr ne
being able to move out of the region, as so many other Moroccan human rights defenders have felt 
forced to do to find safety. 

Cdrohsd e`bhmf rtbg ` vhcd `qq`x ne s`bshbr hm sgd `tsgnqhshdr­ rtqudhkk`mbd snnkanw+ Rntk`hl`m Q`hrrntmh
hr `c`l`ms gd vhkk bnmshmtd rod`jhmf sqtsg sn onvdq9 ®Sgd intqm`khrshb k`mcrb`od hm Lnqnbbn hr udqx
akd`j- Md`qkx `kk ne tr khud hm ed`q- Ats H vnm­srsno- H­kk rshkk qdl`hm sqtd sn lxrdke- Cdrohsd sgdrd
bnmchshnmr+ cdrohsd sgdrd bhqbtlrs`mbdr+ cdrohsd dudqxsghmf- Unhkú-¯210 

  

7.3 HUMAN SOURCES 
As with listening, the process of watching targets involves a range of techniques ± from the most basic to the 
technically sophisticated ± creating a further layer in the near inescapable web of surveillance. 

At the simplest level, targets are observed by a network of paid informants, as Safir explained: "Taxis, 
concierges, street vendors... Lots of profiles. You can see them sitting in areas where there are no 
customers, like guys who sell cigarettes but sit where there are no customers ± in fact, they're indicators, 
gtl`m rdmrnqr-¯ 

The human rights defenders interviewed for this report also spoke of this tactic. Omar Radi described how, 
nm nbb`rhnm+ gd `mc ghr eqhdmcr vntkc g`ud ®e`krd chrbtrrhnmr¯ vgdm nts hm qdrs`tq`msr nq a`qr9 ®Vd
invented information because we knew that there were people who were listening to us. And it worked many 
shldr- Sgdqd `qd dudm mdvro`odqr sg`s vqnsd sghmfr sg`s vdqd r`hc hm sgd a`q sg`s vdqd e`krd-¯211 

During the 2016-2017 Hirak El-Rif protests, Safir explained that the authorities relied on local human 
knowledge and infiltrators in the form of mokkadems (local officials) alongside sophisticated surveillance 
technology. A similar pattern exists in Western Sahara, where surveillance against a target involves a web of 
informants, family members and friends, but with the addition of police and military checkpoints.212 Ali 
Salem Tamek, president of CODESA, told Amnesty International: 

®@klnrs `kk ldladqr ne rs`ee `qd rsnoodc `s bgdbjonhmsr- Sgd onkhbd enkknv lx rnm sn rbgnnk- Dudqxnmd­r hmunkudc+
sgd sd`bgdqr+ sgd cnbsnqr- He ` cnbsnq g`mcr nudq ` ldchb`k qdonqs+ sgdx­qd bnlokhbhs- He xnt­qd mns `kknvdc sn
qdfhrsdq `s tmhudqrhsx+ sgdx­qd bnlokhbhs- He sgd k`mcknqc vnm­s qdms xnt ` gntrd+ sgdx­qd bnlokhbhs- Dudqxnmd hr
rnldgnv hmunkudc hm f`sgdqhmf c`s` `mc g`mchmf hs nudq sn sgd hmsdkkhfdmbd rdquhbdr-¯213 

 
206 Amnesty International, Morocco: Denying imprisoned academics and journalists access to read and write violates their right to freedom 
of expression, 3 May 2023, https://www.amnesty.org/en/latest/news/2023/05/morocco-denying-imprisoned-academics-and-journalists-
access-to-read-and-write-violates-their-right-to-freedom-of-expression/ 
207 Interview by phone with Soulaiman Raissouni, December 2025 
208 A`qk`l`md+ Rntk`hl`m Q`hrrntmh+ cd k­gnrshkhsă dmudqr k` o`sqhd ú k­`mshrălhshrld Z®Rntk`hl`m Q`hrrntmh+ eqnl gnrshkhsx snv`qds the 
homeland to anti-Rdlhshrl¯\+ 1 @oqhk 1/14+ gssor9..a`qk`l`md-bnl.eq.rntk`hl`m-raissouni-de-lhostilite-envers-la-patrie-a-
lantisemitisme/?fbclid=IwY2xjawQX3AVleHRuA2FlbQIxMABicmlkETF2ODNhSDB2aWJDNkphOHFTc3J0YwZhcHBfaWQQMjIyMDM5MTc4O
DIwMDg5MgABHmAfpfc00DFw93TGb-tNcPFYDluDNkKFCChjxCMQddAcvsUHoDaoKKMZLTYy_aem_9MKCQaH3-_cThkCqVaaLsQ 
209 https://www.facebook.com/share/p/1DiukvBmWe/?mibextid=wwXIfr  
210 Interview by phone with Soulaiman Raissouni, December 2025 
211 Interview in person with Omar Radi, April 2026, France 
212 Amnesty International, Morocco must investigate killing of 14-year-old Sahrawi at protest site, October 2010, 
https://www.amnesty.org/en/latest/news/2010/10/marruecos-investigar-homicidio-saharaui-14-anos/  
213 Interview by phone with Alisalem Tamek, December 2025 

https://www.facebook.com/share/p/1DiukvBmWe/?mibextid=wwXIfr
https://www.amnesty.org/en/latest/news/2010/10/marruecos-investigar-homicidio-saharaui-14-anos/
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7.4 DIGITAL FORENSIC TOOLS 
Mobile forensic tools or mobile data extraction products are specialized systems used by law enforcement or 
intelligence services to recover, analyse, and interpret data from mobile devices for legal or investigative 
purposes. While they have legitimate uses as part of law enforcement investigations, they can also be used to 
bypass device security settings and provide complete access to all data on a device. In 2024, Amnesty 
International demonstrated how digital forensics products produced by Cellebrite were used as part of a 
surveillance campaign against Serbian civil society.214 Testimony from Safir has revealed how the Moroccan 
authorities used digital forensics tools to access the private data of activists. In order to gain physical access 
to a device, the authorities use a variety of techniques in various locations, including airports and places of 
detention. 

The operation against Omar Radi illustrates this approach. Less than two weeks after Amnesty International 
published confirmation of his being targeted with Pegasus spyware, Omar Radi and his fellow journalist Imad 
Sitou were arrested following an altercation with a cameraman from ChoufTV. At the police station in 
Casablanca, Safir was instructed to access their phones and return them to the journalists. Safir recalled that 
Nl`q Q`ch g`c svn cduhbdr9 `m @mcqnhc ognmd `mc ` knbjdc hOgnmd- Sgd k`ssdq qdpthqdc Bdkkdaqhsd­r
universal forensics extraction device (UFED) in order to access it. The whole operation took around 1 hour 
and 45 minutes. The Cellebrite device took the extracted data, imported it, and displayed it on a searchable 
interface.  

Omar Radi confirmed he had two phones in his possession on that occasion, both of which were 
bnmehrb`sdc9 ®Mnql`kkx onkhbd btrsncx hr 37 gntqr+ ats sgdx nmkx jdos ld enq 13 gntqr- H v`r rtqd sgdx vdqd
going to do something on my phones. So it was Cellebritd sgdx trdc£ Vdkk+ bnmfq`stk`shnmr+ Ldrrhdtqr ¯215 

Safir snkc @lmdrsx Hmsdqm`shnm`k sg`s Bdkkdaqhsd­r TEDC snnk v`r `krn trdc nm sgd bnlotsdq ne S`ntehj
Bouachrine, a Moroccan journalist and human rights defender who has faced speech-based prosecutions, 
surveillance (including cameras allegedly planted covertly in his office), judicial harassment and harassment 
campaigns in pro-Makhzen media.216 According to Safir: 

®Bnkkd`ftdr vnqjdc nm ZS`ntehj\ Ant`bgqhmd­r ognmd ctqhmf sgd mhfgs rghes- Bdkkdaqhsd TEDC enq Cdrjsno v`r trdc
on his computer. This is not a box, but a software. Back then the Cellebrite machines were taken to the Rif 
region. There is a way to do forensibr vhsgnts kd`uhmf sq`bdr nm sgd cduhbd-¯ 

CASE STUDY: FOUAD ABDELMOUMNI 

®H­c mdudq r`x hm oqhu`sd `mxsghmf H vntkcm­s r`x hm bntqs nq nm SU¯± Fouad Abdelmoumni 

Fouad Abdelmoumni is a Moroccan economist and veteran human rights activist. Now living in 
Switzerland, he has been subjected for many years to surveillance and repression by the Moroccan 
authorities, including through the use of Pegasus spyware, and criminalization for exercising his right to 
freedom of expression. In 2020, an anonymous WhatsApp account sent intimate videos of Fouad 
Abdelmoumni and his partner at home to their friends, family and some fellow activists. 

According to Fouad Abdelmoumni, prior to the videos being circulated on WhatsApp, pro-Makhzen 
media outlet ChoufTV threatened to publish them in what he considered an attempt to blackmail him 
into silence. Sex outside of marriage constitutes a crime in Morocco, punishable with a prison sentence 
under Article 490 of the Penal Code. It is also particularly stigmatized for women and LGBTI people in 
Moroccan society, due to the prevalence of heteropatriarchal norms. 

Mdudqsgdkdrr+ Ent`c @acdklntlmh bnmrhcdqr ghlrdke sn ad ktbjx9 ghr o`qsmdq v`r oqdo`qdc sn e`bd ®sgd
oqdrrtqd¯: ghr e`lhkx vdqd `bbdoshmf ne ghr qdk`shnmrgho '®vghbg hr q`qd hm Lnqnbbn+¯ gd r`hc(+ `mc ghr

 
214 @lmdrsx Hmsdqm`shnm`k+ ®@ Chfhs`k Oqhrnm¯9 Rtqudhkk`mbd `mc sgd rtooqdrrhnm ne bhuhk rnbhdsx hm Rdqah`9 Dwdbtshud Rtll`qx¯ 'Hndex: EUR 
70/8814/2024), 16 December 2024, https://www.amnesty.org/en/documents/eur70/8814/2024/en/  
215 Interview in person with Omar Radi, April 2026, France 
216 Taoufik Bouachrine, publisher of Akhbar el-Xntl+ nmd ne sgd bntmsqx­r k`rs noonrhshnm mdvro`odqr+ v`r rdmsdmbdc sn 04 xd`qr hm oqhrnm
enq rdwt`k `rr`tks `f`hmrs rdudq`k vnldm- Hm hsr nohmhnm `ants sghr b`rd+ sgd Tmhsdc M`shnmr­ Vnqjhmf Fqnto nm @qahsq`qx
Detention concluded that his trial was marred by due-oqnbdrr uhnk`shnmr `mc bnmrhcdqdc sg`s Ant`bgqhmd­r cdsdmshnm enqlr o`qs ne `
¯itchbh`k g`q`rrldms `ssqhats`akd sn mnsghmf nsgdq sg`m ghr hmudrshf`shud intqm`khrl-¯ Rdd etkk rtll`qx ne Ant`bgqhmd­r b`rdin: Human 
Rights Watch, ®Sgdx­kk Fds Xnt Mn L`ssdq Vg`s¯9 Lnqnbbn­r Ok`xannj sn Bqtrg Chrrdms (previously cited). See also, Amnesty International, 
®Lnqnbbn9 Cdmxhmf hloqhrnmdc `b`cdlhbr `mc intqm`khrsr `bbdrr sn qd`c `mc vqhsd uhnk`sdr sgdhq qhfgs sn eqddcnl ne dwoqdrrhnm¯+ 2 L`x
2023, https://www.amnesty.org/en/latest/news/2023/05/morocco-denying-imprisoned-academics-and-journalists-access-to-read-and-write-
violates-their-right-to-freedom-of-expression/: @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn9 Intqm`khrs s`qfdsdc ax `tsgnqhshdr e`bdr sqh`k¯+ 5 @oqhk 1/10+
https://www.amnesty.org/en/latest/press-release/2021/04/morocco-journalist-targeted-by-authorities-faces-trial/ 

https://www.amnesty.org/en/documents/eur70/8814/2024/en/
https://www.amnesty.org/en/latest/news/2023/05/morocco-denying-imprisoned-academics-and-journalists-access-to-read-and-write-violates-their-right-to-freedom-of-expression/
https://www.amnesty.org/en/latest/news/2023/05/morocco-denying-imprisoned-academics-and-journalists-access-to-read-and-write-violates-their-right-to-freedom-of-expression/
https://www.amnesty.org/en/latest/press-release/2021/04/morocco-journalist-targeted-by-authorities-faces-trial/
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rnbhndbnmnlhb rs`str `eenqcdc ghl ` kdudk ne oqnsdbshnm sg`s l`mx cn mns g`ud- ®H­l oqhuhkdfdc+¯ gd snkc
@lmdrsx Hmsdqm`shnm`k- ®Sgdqd `qd odnokd vgn rteedq rn ltbg lnqd `mc vgn rhlokx cnm­s c`qd sn rod`j
`ants hs-¯ 

®H `kv`xr sgntfgs sgdqd v`r ` qdc khmd sg`s sgd Lnqnbb`m rs`sd vntkcm­s bqnrr+ `qntmc sgd trd ne hmshl`sd
hmenql`shnm- Xdr+ hs­r bdqs`hm sg`s sgdx rox nm tr+ sg`s sgdx g`ud qdbnqchmfr+ sg`s sgdx trd sgnrd sn ak`bjl`hk
people ± but never to put them in the public sphere. And then I saw what they did with [Moroccan journalist] 
Taoufik Bouachrine.217 That was a real shock. When they did that with other people, including me, I knew 
sgdx­c qd`bgdc ` kdudk ne qdoqdrrhnm vd g`cm­s rddm adenqd-¯218 

The online smear campaigns directed against Fouad Abdelmoumni continued when he moved to 
Dtqnod- Nm 17 Nbsnadq 1/13+ gd bnlldmsdc nm ` eqhdmc­r E`bdannj onrs bqhshbhyhmf Eq`mbn-Moroccan 
qdk`shnmr `mc qdedqqhmf sn sgd Lnqnbb`m fnudqmldms­r trd ne Odf`rtr royware to target dissidents. Four 
c`xr k`sdq+ ` B`r`ak`mb` bntqs bg`qfdc ghl vhsg ®hmrtkshmf nqf`mhydc anchdr+ otakhrghmf e`krd
`kkdf`shnmr+ `mc qdonqshmf `m hl`fhm`qx bqhld sg`s gd jmnvr chc mns nbbtq¯-219 Fouad Abdelmoumni told 
Amnesty International that news of the charges were published hours before he was actually charged. 
Nm 2 L`qbg 1/14+ gd v`r rdmsdmbdc hm ghr `ardmbd sn rhw lnmsgr hm oqhrnm enq ®roqd`chmf e`krd
`kkdf`shnmr¯.220 Almost 300 human rights defenders and researchers signed a petition calling for the 
authorities to overturn his conviction.221 At the time of publication of this report, Fouad Abdelmoumni 
was waiting for a summons for the appeal.  

7.5 SURVEILLANCE OPERATIONS  
The following case studies describe how different surveillance techniques are used in combination and over 
time to monitor activists and human rights defenders in areas where there is real or perceived opposition to 
the government. 

These include Western Sahara, where ongoing conflict is one of the most sensitive political topics in the 
country, and the northern Rif region, where mass protests broke out in 2016 and 2017. 

Most of Western Sahara, a non-self-governing territory since 1963,222 g`r addm tmcdq Lnqnbbn­r cd e`bsn
control since it seized the territory from Spain in 1975.223 The Moroccan government considers it to be 
Moroccan territory and rejects demands for a vote on self-determination that would include independence as 
an option and criminalizes and suppresses any speech that questions Moroccan sovereignty over Western 
Sah̀ q`- Sgd Lnqnbb`m fnudqmldms g`r nesdm oqnrdbtsdc odnokd enq roddbg qdk`sdc sn Vdrsdqm R`g`q`­r
rs`str tmcdq oqnuhrhnmr sg`s bqhlhm`khyd ptdrshnmhmf sgd ®sdqqhsnqh`k hmsdfqhsx¯ ne Lnqnbbn- Sgd `tsgnqhshdr
have also consistently repressed Sahrawi activism, denying their freedom of expression, assembly and 
association and often arresting and imprisoning them for that activism.224  

The Hirak El-Rif protests were a sustained protest movement in the Rif region of northern Morocco 
throughout 2016 and 2017 that demanded an end to the marginalization of their communities and made 

 
217 C@VM+ ®Lnqnbbn9 @bshuhrs Rdmsdmbdc enq Od`bdetk Roddbg¯+ 16 L`qbg 1/14+https://dawnmena.org/morocco-activist-sentenced-for-
peaceful-speech/ 
218 Interview by phone with Fouad Abdelmoumni, December 2025. 
219 Gtl`m Qhfgsr V`sbg+ ®Lnqnbbn `mc Vdrsdqm R`g`q`9 Dudmsr ne 1/13¯+https://www.hrw.org/world-report/2025/country-
chapters/morocco-and-western-sahara (accessed on 30 July 2026). 
220 Gtl`m Qhfgsr V`sbg+ ®Lnqnbbn9 @bshuhrs Rdmsdmbdc enq Od`bdetk Roddbg¯+ 16 L`qbg 1/14+
https://www.hrw.org/news/2025/03/27/morocco-activist-sentenced-peaceful-speech; 
Amnesty International, Sgd Rs`sd ne sgd Vnqkc­r Gtl`m Qhfgsr9 @oqhk 1/15(Index: POL 10/0320/2026), 21 April 2026, 
https://www.amnesty.org/en/documents/pol10/0320/2026/en/, p. 260. 
221 G13Hmen+ L`qnb9 tmd oăshshshnm cdl`mcd k­`mmtk`shnm cd k` bnmc`lm`shnm cd Ent`c @acdklntlmh ZLnqnbbn9 Odshshnm b`kkr enq `mmtlment 
of Fouad Abdelmoumni's conviction], 18 March 2025, https://h24info.ma/maroc/une-petitition-demande-lannulation-de-la-condamnation-
de-fouad-abdelmoumni/ 'hm Eqdmbg(: @q`a Mdvr+ ®Qhfgsr `cunb`sdr tqfd Lnqnbbn sn `mmtk `bshuhrs­r oqhrnm sdql¯+ 07 L`qbg 1/14+
https://www.arabnews.com/node/2593948/middle-east  
222 UN, The United Nations and Decolonization: Western Sahara, 9 September 2024, 
https://www.un.org/dppa/decolonization/en/nsgt/western-sahara  
223 @lmdrsx Hmsdqm`shnm`k+ ®Vdrsdqm R`g`q`9 Knmf-sdql oqhrnmdqr `v`hs itrshbd¯+ 7 Mnudladq 1/11+
https://www.amnesty.org/en/latest/news/2022/11/western-sahara-long-term-prisoners-await-justice/  
224 This option was included in a referendum that Morocco and the Polisario Front, the liberation movement for Western Sahara, agreed to 
in a 1991 UN-brokered ceasefire agreement. In October 2025, the UN Security Council adopted a resolution calling for negotiations to 
achieve self-determination for the people of Western Sahara. 

https://dawnmena.org/morocco-activist-sentenced-for-peaceful-speech/
https://dawnmena.org/morocco-activist-sentenced-for-peaceful-speech/
https://www.hrw.org/world-report/2025/country-chapters/morocco-and-western-sahara
https://www.hrw.org/world-report/2025/country-chapters/morocco-and-western-sahara
https://www.hrw.org/news/2025/03/27/morocco-activist-sentenced-peaceful-speech
https://www.amnesty.org/en/documents/pol10/0320/2026/en/
https://h24info.ma/maroc/une-petitition-demande-lannulation-de-la-condamnation-de-fouad-abdelmoumni/
https://h24info.ma/maroc/une-petitition-demande-lannulation-de-la-condamnation-de-fouad-abdelmoumni/
https://www.arabnews.com/node/2593948/middle-east
https://www.un.org/dppa/decolonization/en/nsgt/western-sahara
https://www.amnesty.org/en/latest/news/2022/11/western-sahara-long-term-prisoners-await-justice/
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social justice related demands. The authorities responded with hundreds of arrests and prosecutions.225 The 
region, whose population is predominantly Amazigh,226 has a history of rebellion against government 
control.227 Its people have faced systemic political, economic and cultural marginalization and widespread 
repression from the Moroccan authorities.228  

Safir spoke of Sahrawis and Rifians as being priority targets of the Moroccan intelligence services both in 
Morocco and in Spain. 

CASE STUDY: SAHRAWI ACTIVISTS 

®Hm Vdrsdqm R`g`q`+ dudqxnmd hr tmcdq rtqudhkk`mbd-¯229  

®Vd­qd s`kjhmf `ants nbbto`shnm gdqd+ sgd cdmh`k ne ` rnudqdhfm m`shnm- Lnqnbbn otsr `kk hsr deenqsr hm sn
bntmsdq sghr- Sgd qdoqdrrhnm hr nm `mnsgdq kdudk-¯± El Mahjoub Maliha 

Amnesty International and other civil society organizations230 have repeatedly documented violations 
against Sahrawi activists in an attempt to silence or punish them for their peaceful activism.231 For 
example, in January 2024, police violently dispersed a peaceful demonstration by Sahrawi women 
`bshuhrsr hm K``xntmd+ Vdrsdqm R`g`q`­r k`qfdrs bhsx+ `mc rtaidbsdc oqnsdrsdqr sn ad`shmfr-232 In May 
1/14+ dhfgs TM Rodbh`k Q`oonqsdtqr cdmntmbdc Lnqnbbn­r ®nmfnhmf b`lo`hfm ne qdoqdrrhnm+ q`bh`k
discrimination, and violence against Sahrawi human rights defenders, journalists, and advocates for self-
cdsdqlhm`shnm¯-233 

After winning the Front Line Defenders Award for Human Rights Defenders at Risk in December 2025, 
Mhamed Hali, a Sahrawi lawyer, told Amnesty International: ®@r R`gq`vh cdedmcdqr+ vd `qd nesdm s`qfdsr
of repressive measures such as arrest, abduction, physical assault, illegal prosecution and defamation of 
tr `mc ntq e`lhkhdr-¯234 These repressive measures also include both physical and digital surveillance.  

Enkknvhmf sgd Odf`rtr Oqnidbs qdudk`shnmr ne 1/10+ @lmdrsx Hmsdqm`shnm`k­r Rdbtqhsx K`a bnmehqldc
forensically that the phone of prominent Sahrawi human rights defender Aminatou Haidar had been 
infected with Pegasus spyware on multiple occasions.235 Such targeting is not restricted to Sahrawi 
human rights defenders within the Moroccan/Western Sahara borders. The Pegasus Project also 
revealed that Sahrawi activist and Belgian citizen El Mahjoub Maliha was targeted and infected with 
Pegasus spyware while in Belgium. French citizen Claude Mangin,236 the partner of Naama Asfari, a 
Sahrawi activist who is imprisoned in Morocco, was also targeted in France. In December 2025, 
Amnesty International interviewed Ali Salem Tamek,237 president of Sahrawi human rights organization 
BNCDR@+ `knmfrhcd Dk L`ginta L`khg`+ BNCDR@­r gd`c ne dwsdqm`k qdk`shnmr- @kh R`kdl S`ldj had 
been renting a house in Laayoune, the largest city in Western Sahara, and used it as a base for 

 
225 @lmdrsx Hmsdqm`shnm`k+ ®Ghq`j dk Qhe `ood`k ltrs cdkhudq itrshbd `esdq cddokx ek`vdc sqh`k+¯ 06 Cdbdladq 1/07+
https://www.amnesty.org/en/latest/press-release/2018/12/morocco-hirak-el-rif-appeal-must-deliver-justice-after-deeply-flawed-trial/ 
226 The Amazigh people, also known as Berber, are Indigenous Peoples from North Africa, and include the Rifians who inhabit the Rif region 
of Morocco. 
227 International Committee of the Red Cross (ICRC), The Rif War: A forgotten war?, June 2023, International Review of the Red Cross No. 
923, https://international-review.icrc.org/articles/the-rif-war-a-forgotten-war-923 andhttps://international-review.icrc.org/articles/the-rif-war-a-
forgotten-war-923; Nabil Mouline, Reconsidering the Rif Revolt (1958-59), 28 January 2015, Maghreb, 
https://www.jadaliyya.com/Details/31718  
228 Dkkdm Cda`bjdqd `mc X`rrhm @jntg+ ®Ehud xd`qr ne Qheeh`m oqnsdrsr9 Vd rdd mn cheedqdmbd¯+ 01 Mnudladq 1/10+
https://carnegieendowment.org/sada/2021/11/five-years-of-riffian-protests-we-see-no-difference?lang=en; 
https://www.tandfonline.com/doi/abs/10.1080/13629387.2020.1780921  
229 Interview by phone with Ali Salem Tamek, December 2025. 
230 Rdd+ enq dw`lokd+ BHUHBTR+ ®@tsgnqhshdr shfgsdm qhfgsr bk`locnvm hm Vdrsdqm R`g`q`+ xntsgr gnkc l`rr oqnsdrsr¯+ 17 Nbsnadq 1/25, 
https://monitor.civicus.org/explore/authorities-tighten-rights-clampdown-in-western-sahara-youths-hold-mass-protests/  
231 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn.Vdrsdqm R`g`q`9 S`qfdsdc Bq`bjcnvm ne R`gq`vh @bshuhrsr¯+ 08 Itkx 1/10
https://www.amnesty.org/en/documents/mde29/4404/2021/en/ 
232 Amnesty International, Sgd Rs`sd ne sgd Vnqkc­r Gtl`m Qhfgsr9 @oqhk 1/14, (Index: POL 10/8515/2025 ), 28 April 2025, 
https://www.amnesty.org/en/documents/pol10/8515/2025/en/  
233 Vdrsdqm R`g`q` Qdrntqbd V`sbg+ ®TM dwodqsr b`kk nm Lnqnbbn sn rsno cdlnkhrghmf R`g`q`vh gnldr¯+ 1 Itmd 1/14+
https://wsrw.org/en/news/un-experts-call-on-morocco-to-stop-demolishing-saharawi-homes  
234 @lmdrsx Hmsdqm`shnm`k+ ®Lg`ldc G`kh9®Cdrohsd sgd c`mfdqr+ aqhmfhmf rlhkdr sn sgd e`bdr ne enqfnssdm uhbshlr l`jdr hs vnqsg bnmshmthmf¯¯+
9 December 2025, https://www.amnesty.org/en/latest/campaigns/2025/12/mhamed-halidespite-the-dangers-bringing-smiles-to-the-faces-
of-forgotten-victims-makes-it-worth-continuing/  
235 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn.Vdrsdqm R`g`q`9 @bshuhrs s`qfdsdc vhsg Odf`rtr roxv`qd hm qdbdms lnmsgr± mdv duhcdmbd¯+ 8 L`qbg
2022,  https://www.amnesty.org/en/latest/news/2022/03/morocco-western-sahara-activist-nso-pegasus/  
236 Amnesty International, Appendix D: Pegasus Forensic Traces per Target, 27 July 2021, 
https://www.amnesty.org/en/latest/research/2021/07/forensic-methodology-report-appendix-d/  
237 Eqnms Khmd Cdedmcdqr+ ®@kh R`kdl S`ldj± Sdrshlnmx¯+ 20 Nbsnadq 1/11+https://www.frontlinedefenders.org/en/testimonial/ali-salem-
tamek-testimony  

https://www.amnesty.org/en/latest/press-release/2018/12/morocco-hirak-el-rif-appeal-must-deliver-justice-after-deeply-flawed-trial/
https://international-review.icrc.org/articles/the-rif-war-a-forgotten-war-923
https://international-review.icrc.org/articles/the-rif-war-a-forgotten-war-923
https://international-review.icrc.org/articles/the-rif-war-a-forgotten-war-923
https://www.jadaliyya.com/Details/31718
https://carnegieendowment.org/sada/2021/11/five-years-of-riffian-protests-we-see-no-difference?lang=en
https://www.tandfonline.com/doi/abs/10.1080/13629387.2020.1780921
https://monitor.civicus.org/explore/authorities-tighten-rights-clampdown-in-western-sahara-youths-hold-mass-protests/
https://www.amnesty.org/en/documents/mde29/4404/2021/en/
https://www.amnesty.org/en/documents/pol10/8515/2025/en/
https://wsrw.org/en/news/un-experts-call-on-morocco-to-stop-demolishing-saharawi-homes
https://www.amnesty.org/en/latest/campaigns/2025/12/mhamed-halidespite-the-dangers-bringing-smiles-to-the-faces-of-forgotten-victims-makes-it-worth-continuing/
https://www.amnesty.org/en/latest/campaigns/2025/12/mhamed-halidespite-the-dangers-bringing-smiles-to-the-faces-of-forgotten-victims-makes-it-worth-continuing/
https://www.amnesty.org/en/latest/news/2022/03/morocco-western-sahara-activist-nso-pegasus/
https://www.amnesty.org/en/latest/research/2021/07/forensic-methodology-report-appendix-d/
https://www.frontlinedefenders.org/en/testimonial/ali-salem-tamek-testimony
https://www.frontlinedefenders.org/en/testimonial/ali-salem-tamek-testimony


 

¬WE START WITH THE VERDICT­  
HMRHCD LNQNBBN­R RTQUDHKK@MBD L@BGHMD  

Amnesty International 89 

BNCDR@9 ®Hs­r bnmrs`mskx tmcdq rtqudhkk`mbd- Vgdmdudq vd g`ud `m dudms+ sgdx aknbj odnokd eqnl
dmsdqhmf- Sgd k`mcknqc hr fnhmf sn jhbj ld nts- H b`m­s ehmc `mxnmd dkrd vgn vhkk c`qd qdms ld ` gntrd¯- 
He was evicted in April 2026.238  

Amnesty International confirmed that, in February 2024, police prevented a press conference on the 
gtl`m qhfgsr rhst`shnm hm Vdrsdqm R`g`q` s`jhmf ok`bd `s @kh R`kdl S`ldj­r gnld-239 During 2025, 
CODESA reported ongoing arbitrary arrests of Sahrawi activists, prolonged surveillance, house arrests of 
entire families and systematic censorship tactics used against protest organizers.240 They also reported 
an escalated crackdown on their members between 24 February and 4 July 2025.241 

Similar to the other human rights defenders interviewed by Amnesty International for this report, Ali 
Salem Tamek has a deep understanding of the psychology of state surveillance: 

®Hs­r mns itrs sn jmnv vg`s vd­qd cnhmf+ hs­r sn oqdudms vg`s vd­qd cnhmf- Sg`s­r sgd oqhl`qx naidbshud9 sn
bqd`sd ed`q rn odnokd cnm­s c`qd rod`j nts- Vhsg ogxrhb`k rtqudhkk`mbd+ odnokd fds rb`qdc sn rod`j ats vhsg
chfhs`k rtqudhkk`mbd sgdx­qd dudm rb`qdc sn vghrodq-¯ 

As Safir has confirmed, once a target is identified as a high priority, the authorities will use all tools at 
sgdhq chronr`k sn rhkdmbd sgdl- @kh R`kdl S`ldj g`r dwodqhdmbdc sghr ltkshe`bdsdc qdoqdrrhnm9 ®Sgdx­ud
sqhdc rn l`mx v`xr sn l`jd ld rsno lx `bshuhrl+ H­ud addm hloqhrnmdc `mc cde`ldc- H­ud g`c needqr
`mc rn g`ud lx eqhdmcr `mc e`lhkx- He sgdx b`m­s atx xnt+ sgdx­kk sqx sn aqd`j xnt-¯ 

 

CASE STUDY: THE HIRAK EL-RIF MOVEMENT 

®ZO\dnokd vhkk sghmj svhbd adenqd bnlhmf nts `mnsgdq shld¯± Omar Radi 

The Hirak El-Rif protests took place in the Rif region of Morocco, in the city of Al Hoceima and 
surrounding areas, between October 2016 and June 2017. They were ignited when fishmonger 
Mouhcine Fikri was crushed to death by a rubbish truck as he attempted to recover fish confiscated by 
the local authorities. The protesters were demanding an end to the marginalization of their Amazigh-
speaking communities. Their demands related to social justice, health care, employment, infrastructure 
and cultural identity. 

Some of the protests involved violence and clashes with security officers. Between May and July 2017, 
security forces arrested hundreds of protesters, including children, journalists and protest leaders. 
Among them was human rights defender and protest leader Nasser Zefzafi,242 who remains in prison 
despite global campaigns for his release,243 `mc bqdchakd `kkdf`shnmr sg`s ghr ¬bnmedrrhnmr­ vdqd nas`hmdc
under torture.244 His unjust treatment at the hands of the authorities sent, and continues to send, a 
strong signal to Rifians that they would be punished if they tried to speak out. Omar Radi, who has been 
consistently vocal in his defence of the Rifians­calls for social justice,245 also spoke about this chilling 
deedbs nm oqnsdrs9 ®Vgdm xnt fhud 1/ xd`qr hm oqhrnm sn rnldnmd vgn itrs vdms nts hm sgd rsqdds `rjhmf
enq gnrohs`kr `mc rstee+ odnokd vhkk sghmj svhbd adenqd bnlhmf nts `mnsgdq shld¯-246 

 
238 Interview by phone with Ali Salem Tamek and El Mahjoub Maliha, September 2026 
239 Amnesty International, Sgd Rs`sd ne sgd Vnqkc­r Gtl`m Qhfgsr9 @oqhk 1/14 (previously cited). 
240 Amnesty International, Sgd Rs`sd ne sgd Vnqkc­r Gtl`m Qhfgsr9 @lmdrsx Hmsdqm`shnm`k `mmt`k qdonqs @oqhk 1/15, 21 April 2026, 
https://www.amnesty.org.uk/knowledge-hub/all-resources/annual-report-2026/, p. 261. See also: Fédération internationale pour les droits 
gtl`hmr+ L`qnb . R`g`q` nbbhcdms`k 9 g`qbĂkdldms+ rtqudhkk`mbd ds qdrsqhbshnmr bnmshmtdr ú k­dmbnmsqd cdr ldlaqdr ct Bncdr`+28 February 
2025, Maroc / Sahara occidental : harcèlement, surveillance et restrictions continues à l'encontre des membres du Codesa 
241  On 7 May 2025, three United Nations Special Rapporteurs wrote to the Moroccan authorities expressing their deep concern about acts 
of intimidation, surveillance, harassment and defamation against Alisalam. 
242 LDM@ Qhfgsr Fqnto+ ®@qahsq`qx cdsdmshnm ne Lnqnbb`m onkhshb`k `bshuhrs M`rrdq Ydey`eh rhmbd L`x 1/06¯+ 07 L`qbg 1/13+
https://www.menarights.org/en/case/nasser-zefzafi 
243 Rdd+ enq dw`lokd+ @lmdrsx Hmsdqm`shnm`k+ ®Svn cdb`cdr hm oqhrnm enq rod`jhmf nts¯+https://www.amnesty.org/en/petition/two-decades-in-
prison-for-speaking-out/ (accessed on 30 July 2026) and UN Working Group on Arbitrary Detention (WGAD), Opinions adopted by the 
Working Group on Arbitrary Detention at its one hundredth session, 26±30 August 2024, 25 October 2024, UN Doc. 
A/HRC/WGAD/2024/43, 
https://documents.un.org/doc/undoc/gen/g24/192/85/pdf/g2419285.pdfhttps://documents.un.org/doc/undoc/gen/g24/192/85/pdf/g241928
5.pdf and https://www.hrw.org/news/2023/08/09/worlds-indigenous-peoples-day-ngos-renew-call-release-nasser-zefzafi-detention  and 
Gtl`m Qhfgsr V`sbg+ ®Nm Vnqkc­r Hmchfdmntr Odnokdr C`x+ MFNr Qdmdv B`kk enq Qdkd`rd ne M`rrdq Ydey`eh eqnl Cdsdmshnm hm Lnqnbbn¯+ 8
August 2023, https://www.hrw.org/news/2023/08/09/worlds-indigenous-peoples-day-ngos-renew-call-release-nasser-zefzafi-detention  
244 Gtl`m Qhfgsr V`sbg+ ®Lnqnbbn `mc Vdrsdqm R`g`q`9 Dudmsr ne 1/13¯ 'oqduhntrkx bhsdc(- 
245 Human Rights Watch, ®Sgdx­kk Fds Xnt Mn L`ssdq Vg`s¯9 Lnqnbbn­r Ok`xannj sn Bqtrg Chrrdms (previously cited).  
246 Iinterview in person with Amnesty International, April 2026, France. 

https://www.amnesty.org.uk/knowledge-hub/all-resources/annual-report-2026/
https://www.fidh.org/fr/themes/defenseurs-des-droits-humains/maroc-sahara-occidental-harcelement-surveillance-et-restrictions
https://srdefenders.org/maroc-harcelement-attaques-physiques-menaces-et-surveillance-contre-le-defenseur-des-droits-humains-au-sahara-occidental-ali-salem-tamek-communication-conjointe/
https://www.frontlinedefenders.org/fr/statement-report/western-saharamorocco-multiple-attacks-physical-integrity-sahrawi-human-rights
https://www.frontlinedefenders.org/fr/statement-report/western-saharamorocco-multiple-attacks-physical-integrity-sahrawi-human-rights
https://www.omct.org/fr/ressources/appels-urgents/maroc-sahara-occidental-harc%C3%A8lement-surveillance-et-restrictions-continues-%C3%A0-lencontre-des-membres-du-codesa
https://www.amnesty.org/en/petition/two-decades-in-prison-for-speaking-out/
https://www.amnesty.org/en/petition/two-decades-in-prison-for-speaking-out/
https://documents.un.org/doc/undoc/gen/g24/192/85/pdf/g2419285.pdf
https://documents.un.org/doc/undoc/gen/g24/192/85/pdf/g2419285.pdf
https://documents.un.org/doc/undoc/gen/g24/192/85/pdf/g2419285.pdf
https://www.hrw.org/news/2023/08/09/worlds-indigenous-peoples-day-ngos-renew-call-release-nasser-zefzafi-detention
https://www.hrw.org/news/2023/08/09/worlds-indigenous-peoples-day-ngos-renew-call-release-nasser-zefzafi-detention
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M`rrdq Ydey`eh­r oqduhntr k`vxdq `mc enqldq Lhmhrsdq enq Gtl`m Qhfgsr+ Lng`ldc Yh`md+247 also 
remains in prison at the age of 83. He was arrested in November 2022 under bogus charges stemming 
from his work defending activists, journalists and victims of human rights abuses.248 Lng`ldc Yh`md­r
file was, according to Safir+ ®gxodq-rdmrhshud+ tksq` rdbqds¯-Safir confirmed that the Research Unit249 was 
responsible for the files of Nasser Zefzafi and Mohamed Ziane. Other prominent Moroccan human rights 
defenders who spoke up for the Hirak El-Rif protesters also faced repercussions from the authorities, 
including surveillance via highly invasive spyware. Lawyer Abdessadak El Bouchattaoui was a part of the 
legal defence team for the imprisoned protesters. In February 2017, he was sentenced to 20 months in 
oqhrnm enq nmkhmd onrsr hm vghbg gd bqhshbhydc sgd `tsgnqhshdr­ trd ne dwbdrrhud enqbd ctqhmf sgd oqnsdrsr-250 
Hm 1/08+ @lmdrsx Hmsdqm`shnm`k­r Rdbtqhsx K`a bnmehqldc sg`s ghr cduhbd g`c addm s`qfdsdc qdod`sdckx
vhsg l`khbhntr RLR ldrr`fdr sg`s b`qqhdc khmjr sn vdarhsdr bnmmdbsdc sn MRN Fqnto­r Odf`rtr
spyware.251 

As of the time of publication of this report, seven activists remain in prison for their role in the Hirak El-
Rif protest movement of 2017: Nabil Ahmijk, Zakaria Adahchour, Mohamed Haji, Samir Ighid, 
Mohamed Jelloul, Salah Lachkam and Nasser Zefzafi. 

 

CASE STUDY: AL HOCEIMA, A SURVEILLANCE LABORATORY 

®Dudm khsskd sghmfr xnt enqfds+ sgdx jmdv `ants-¯- Mohamed Majaoui  

Mohamed Majaoui is a teacher, activist and president of the Al Hoceima section of the Moroccan 
Association of Human Rights in the Rif region. He was sentenced to five years in prison for his role in 
the Hirak El-Rif protests in 2017. When he refused to sign a written statement, which included falsified 
details incriminating Nasser Zefzafi (see case study above), a police agent threatened to rape his wife 
and his young daughters.252 He told Amnesty International of the moment the true extent of the 
surveillance became clear to him after his arrest, when he was held for eight days in a Casablanca 
police station.  

®Hs v`r sgdm vd qd`khydc vd vdqd adhmf rtqudhkkdc dudqx rhmfkd lhmtsd- Dudqxsghmf vd chc+ dudqx lddshmf vd
had, every house we went to, when my wife went to visit her mother. Even little things you forget, they knew 
`ants-¯253 

The surveillance continued after his release from prison under a royal pardon in 2020. Of the 15 Hirak 
El-Rif activists released from prison with Mohamed Majaoui under the pardon, just four have remained 
in the country. 

Safir­r sdrshlnmx bnmehqlr sgd rhfmhehb`ms qdrntqbdr cdchb`sdc sn hmehksq`shmf `mc pt`rghmf sgd Ghq`j Dk-
Qhe lnudldms+ mnshmf hsr ®ghrsnqhb¯ `mc ®onkhshb`k¯ hlonqs`mbd- Rod`jhmf sn @lmdrsx Hmsdqm`shnm`k+Safir 
r`hc9 ®sgd vgnkd ne sgd CFRS v`r vnqjhmf nm Dk-Rif at that time. Everyone was in El Hoceima. IMSI 
catchers, wi-fi, spyware ± vd trdc dudqxsghmf¯-254 

Authoritarian methods of silencing dissent are more visible and brutal in times of protest255. But, as 
Mohamed Majaoui, president of the Al Hoceima section of the Moroccan Association of Human Rights, 

 
247 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn9 Gtl`m qhfgsr k`vxdq rdmsdmbdc hm `ardmsh`9 Lng`ldc Yh`md¯+ 20 I`mt`qx 1/12, 
https://www.amnesty.org/en/documents/mde29/6397/2023/en/ 
248 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn9 Gtl`m qhfgsr k`vxdq rdmsdmbdc hm `ardmsh`9 Lng`ldc Yh`md¯ 'oqduhntrkx bhsdc(- 
249 ¬bdkktkd cd qdbgdqbgd­+ vghbg rhsr tmcdq sgd CNO 'Chqdbsnq`sd ne nodq`shnmr+ ®Chqdbshnm cdr Noăq`shnmr(+ vhsghm sgd CFRS 
250 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn9 Bnmuhbshnm ne Ghq`j gtl`m qhfgsr k`vxdq rdsr ` c`mfdqntr oqdbdcdms¯ 08 Edaqt`qx 1/07+
https://www.amnesty.org/en/documents/mde29/7912/2018/en/ 
251 @lmdrsx Hmsdqm`shnm`k+ ®Lnqnbbn9 Gtl`m Qhfgsr Cdedmcdqr S`qfdsdc vhsg MRN Fqnto­r Roxv`qd¯+ 0/ Nbsnadq 1/08+
https://www.amnesty.org/en/latest/research/2019/10/morocco-human-rights-defenders-targeted-with-nso-groups-spyware/ 
252 Gtl`m Qhfgsr V`sbg+ ®Lnqnbbn9 Snqstqd Rtrohbhnmr L`q L`rr Sqh`k Udqchbsr¯+ 2/ Mnudladq 1/07+
https://www.hrw.org/news/2018/11/30/morocco-torture-suspicions-mar-mass-trial-verdicts 
253 Interview by phone with Mohamed Majaoui, February 2026. 
254 Interview with Safir. 
255 Bg`ms`k D- Adql`m+ ®Onkhbhmf sgd nqf`mhy`shnm`k sgqd`s hm Lnqnbbn9 Oqnsdrs `mc otakhb uhnkdmbd hm 
khadq`k `tsnbq`bhdr¯+ 04 Cdbdladq 1/1/+ @ldqhb`m Intqm`k ne Onkhshb`k Rbhdmbd+ Unktld 54+ Hrrtd 2+
https://onlinelibrary.wiley.com/doi/10.1111/ajps.12565, pp. 733±754. 

https://www.amnesty.org/en/documents/mde29/6397/2023/en/
https://www.amnesty.org/en/documents/mde29/7912/2018/en/
https://www.amnesty.org/en/latest/research/2019/10/morocco-human-rights-defenders-targeted-with-nso-groups-spyware/
https://www.hrw.org/news/2018/11/30/morocco-torture-suspicions-mar-mass-trial-verdicts
https://onlinelibrary.wiley.com/doi/10.1111/ajps.12565
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dwok`hmr+ sgdx `qd nlmhoqdrdms9 ®Sgd qdoqdrrhnm Zhm sgd Qhe\ hr ghrsnqhb- Sgdqd­r `kv`xr addm rtqudhkk`mbd
gdqd- Sgdx­qd `kv`xr roxhmf nm tr-¯ 
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8. SMEAR CAMPAIGNS 

Human rights defenders and dissenting voices in Morocco often find themselves subject to apparently 
coordinated smear campaigns alongside surveillance and judicial harassment or criminal prosecution. 
Human rights defenders have consistently reported to Amnesty International examples of how information 
that appears in these smear campaigns can only have been obtained via surveillance.  The purpose of these 
smear campaigns is usually to delegitimize them or to stigmatize them in the eyes of Moroccan society. 

The role of smear campaigns by state actors and state-aligned private actors is a well-documented threat to 
human rights defenders around the world. As the UN Special Rapporteur on freedom of peaceful assembly 
and of association, Gina Romero, has noted: 

®Rshfl`shyhmf `mc g`qletk m`qq`shudr fdmdq`sdc `mc roqd`c ax ansg Rs`sd `mc mnm-State actors undermine the 
essence of the rights to freedom of peaceful assembly and of association, leading to serious human rights 
violations, impunity, closing of civic space, erosion of human rights, polarization and undermining of 
cdlnbq`bx-¯256 

She has further noted that:  

®Ldms`k gd`ksg hr hlo`bsdc ax ltkshokd `cchshnm`k e`bsnqr qntshmdkx dwodqhdmbdc ax bhuhk rnbhdsx+ hmbktchmf
bnmrs`ms s`qfdshmf ¬ax rld`q b`lo`hfmr c`x hm `mc c`x nts- Hs cq`hmr xnt ldms`kkx+ ogxrhb`kkx `mc rnbh`kkx he xnt
are monitored online, offline, arotmc sgd bknbj­+ vghbg g`r kdc l`mx sn kd`ud `bshuhrl-¯257 

The experiences of Moroccan human rights defenders bear this out. Indeed, the phenomenon is so 
commonplace that media outlets known for carrying out such smear campaigns are colloquially known as 
sgd ®cde`l`shnm ldch`¯- Sgd hcdnknfhb`k `khfmldms ne rdudq`k prominent Moroccan media outlets, such as 
Chouf TV, Barlamane, and Le360 ± as well as the alleged links between their leadership and the authorities 
± has been documented at length by other civil society groups.258 Sgd cdfqdd sn vghbg sgd ®cde`l`shnm
ldch`¯ hr `s sgd adgdrs ne+ nq ldqdkx hm bknrd onkhshb`k `khfmldms vhsg+ rs`sd `tsgnqhshdr hr hlonrrhakd sn
determine in every case, but what is clear is that there are phases where smear campaigns are so intense, 
widespread and sustained that they contribute significantly to the chilling effect on expression in Morocco. 

This phenomenon has also been the subject of denunciation in a manifesto by journalists against the pro-
L`jgydm ®cde`l`shnm ldch`¯+259 and has been widely criticized by Moroccan journalists and activists.260 
Human rights defenders and journalists are not the only victims; political opponents have faced the same 
treatment, including for example the lawyer and former Human Rights Minister, Mohamed Ziane. In 2020, 
he was subjected to a smear campaign by ChoufTV, which published photos261 and what they claimed was 

 
256 Report of the UN Special Rapporteur on Freedom of Peaceful Assembly and of Association, Protecting the rights to freedom of peaceful 
assembly and of association from stigmatization, UN Doc. A/79/263, 31 July 2024, para. 114. 
257 Report of the UN Special Rapporteur on Freedom of Peaceful Assembly and of Association, Unmasking the chilling effects of the digital 
surveillance ecosystem: the erosion of assembly and association rights, UN Doc. A/HRC/62/45, 21 April 2026, para. 96. 
258 Human Rights Watch, ®Sgdx­kk Fds Xnt Mn L`ssdq Vg`s¯9 Lnqnbbn­r Ok`xannj sn Bqtrg Chrrdms (previously cited), pp. 125-133. 
259 Dm sntsdr kdssqdr+ ®L`mhedrsd9 Cdr intqm`khrsdr l`qnb`hmr bnmsqd kdr lăch`r cd chee`l`shnm¯ Z®L`mhedrsn9 Lnqnbb`m Intqm`khrsr Against 
Cde`l`snqx Ldch`¯\+ 05 Itkx 1/1/+https://etlettres.com/manifeste-des-journalistes-marocains-contre-les-medias-de-diffamation/ (in 
French). 
260 Rdd+ enq dw`lokd+ Qdonqsdqr Vhsgnts Anqcdqr+ ®Lnqnbbn9 nmd xd`q `esdq qnx`k o`qcnm+ oqdrr rshkk tmcdq `ss`bj¯+ 2/ Itkx 1/14+
https://rsf.org/en/morocco-one-year-after-royal-pardon-press-still-under-attack and Abdellatif el-G`l`lntbgh+ ®Rld`q B`lo`hfmr `mc
Dwsnqshnmr9 Vd`onmr sn Rhkdmbd Noonrhshnm hm Lnqnbbn¯+ 8 Edaqt`qx 1/10+ rldw-nqf.rld`q-campaigns-and-extortions-weapons-to-silence-
opposition-in-morocco/  
261 Chouf TV,  рϼϚϜϾϮЮϜ ЀтϚϼЮϜ ϤтϠ сТ дϐϼЧЮϜ ϢмыϦ м ϤϜϼϝ᷁ϼ᷁Ϡ  ϼЊжЮϜ ϰмϠ  ЬтЊϝУϦ: ̭ϝвϦжшϜ ϰмϠ Z®Revelation of Belonging: Details of the Victory Revelation 
vhsg Rnmfr `mc sgd Qdbhs`shnm ne sgd Ptq&`m hm sgd Gntrd ne sgd @kfdqh`m Oqdrhcdms¯\+ 04 Mnudladq 1/1/+
https://mobile.chouftv.ma/press/315782.html  (in Arabic). 
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